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Foreword 

This report is part of the annual audit report, submitted to the Knesset according to the State 
Comptroller’s Law, 1958 [Consolidated Version], (The state comptroller law). The report deals 
mainly with the defense system, working to strengthen the security of the State of Israel, and 
a part of it deals with government ministries1. 

The report also includes some of the chapters submitted to the Prime Minister in the course 
of 2021, on which I imposed confidentially until discussion in the Knesset State Audit 
Committee's subcommittee. However, for a long time, no State Audit Committee was 
established. Given the government's reasoning, and after consultation with the bodies 
entrusted with security information protection, I decided, by the authority vested in me under 
Section 17 (c) of the State Comptroller Law, to submit the said chapters to the Knesset and 
publicizes them while imposing confidentiality on parts thereof. It should be emphasized that 
I made this decision with the desire to a proper balance between the principles of publicity, 
encored in Section 12 of the Basic Law: State Comptroller, and the need to maintain state 
security. 

The audit was conducted during the Covid-19 pandemic, shaking both the world and the State 
of Israel, significantly affecting our lives, and constitutes a test of our personal and national 
resilience. I ascribe importance that even these days; the State Comptroller's Office continues 
to improve government bodies' operation. 

By the vision of the Office of the State Comptroller and Public Ombudsman, we established 
the State Audit as an action motivation audit, an innovative, relevant, and effective audit that 
deals with the core areas of the audited entities and focuses on social issues, on the service 
to citizens and the significant risks affecting the activities of the audited entities. This is in 
addition to issues related to good governance and integrity. 

Our office has examined the the Acquisition of a Dedicated Aircraft for the Use of 
Heads of State. This is a unique, complex, and first-of-its-kind project in the country, with 
security, development, technology, state and regulation aspects. For some of the partners in 
the project, engagement in the aviation world is a first. 

The audit raised deficiencies in the staff's work to support decision-making from 2010 until the 
Cabinet's approval. Mainly regarding cost estimation (the cost estimate presented to the 
Goldberg Committee in 2014 in a calculation for five years of operation was about NIS 592 
million; the Cabinet decision in August 2015 approved a cost of about NIS 729 million), the 

 
1  Apart from the chapters published in this report, there are five other chapters that were submitted to the Prime 

Minister as part of the annual report and which I decided not to publish until the end of the proceedings for imposing 
confidentiality. 
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determination of the aircraft's characteristics and core requirements in the project, and 
characterization of security requirements and the security coordination between the bodies 
involved in the first stages of the project implementation. In the government decision of August 
2016, a cost of NIS 590 million was approved (including NIS 140 million for changes, 
improvements, and unforeseen contents), based, among other things, on the results of the 
tender. After the tender conclusion, the project was modified (in the scope of about NIS 60 
million), which led to inefficiency and schedule delay, among other things, due to the need to 
re-plan and negotiate processes additionally. In March 2021, more than a decade after the Prime 
Minister's Office initiated the aircraft purchase, it had not yet been delivered to the Prime 
Minister's Office, the heads of state had not yet begun using it, and there is no budget left for 
unforeseen expenses to operate it. It is recommended that the National Security Council, the 
Prime Minister's Office, the General Security Service (GSS), and the Ministry of Defense each 
draw lessons in their field to improve their decision-making activities and make preparations for 
future projects implementation. The decisions presented before the Political-Security Cabinet, 
like the decision on the project to fly the heads of state, are of national-security significance, 
and involve extensive financial expenditure. Therefore, Cabinet members should decide based 
on an in-depth examination of complete data brought before them. 

Our office also examined the Preparedness for damage to hazardous materials 
facilities during combat incidents. Thousands of facilities hold hazardous materials under 
security threats the State faces. Some are close to dense population concentrations, and 
according to the maximum estimate of the Home Front Command, about 3.2 million residents 
in Israel live in areas posing a health hazard for those staying in open spaces without 
protection in events involving hazardous materials. Preparedness for damage to hazardous 
materials facilities during combat requires coordination, cooperation, and preparation of many 
bodies, including the Home Front Command, the Israel Police, the Fire, and Rescue Authority, 
the Ministry of Environmental Protection, and the facility's response team. The audit found 
deficiencies in the bodies' preparedness for the event of hazardous materials in emergencies 
and in contending with the event of the hazardous materials upon its occurrence. The Office 
of the State Comptroller ascribes importance to rectifying the deficiencies as soon as possible, 
implementing the recommendations set forth in this chapter, and minimizing the risks and 
damage posed by hazardous materials incidents caused by combat. All relevant bodies must 
act in their respective fields to rectify the deficiencies. As the national professional facilitator 
on the issue of hazardous materials, the Ministry of Environmental Protection should monitor 
the handling of all the deficiencies raised in this chapter. 

Outsourcing serves the IDF policies as an instrument to reduce involvement in the economic 
activity management, thus, increasing its activities efficiency. It is not intended for the core 
of its occupations. The audit on the Outsourcing in the IDF raised that in 2016–2020, the 
IDF's economic outsourcing began at 19 topics (out of the 30 topics approved by the Director-
General of the Ministry of Defense) at a planned annual cost NIS 147.5 million. The planned 
annualy savings amount from outsourcing was NIS 17.2 million, compared with the estimated 
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annual implementation costs in the IDF. Given the importance of streamlining the IDF and 
optimizing the processes of initiating, examining, and accompanying outsourcing in the 
defense system, the Ministry of Defense and the IDF must rectify together the deficiencies 
raised in this chapter. This includes formulating a complete and coordinated normative 
framework for this activity and strengthening and streamlining the control mechanisms for its 
implementation. Its importance has become even more valid given the economic efficiency 
expected of the defense system in the coming years. 

Along with the results of the audit of the defense system, the report includes audit results in 
other areas: 

The subject of the Holocaust has accompanied our country since its inception. For 
generations, Israeli governments have enacted laws and established arrangements 
concerning survivors, reflecting Israeli society's mindset toward survivors. The report includes 
a chapter on Restitution of the Rights and Property of Holocaust Victims and 
Survivors Confiscated in European Countries during the Rule of the Nazis and their 
Accomplices. The German Nazi regime inflicted holocaust on the Jewish people, about 10 
million people in Europe before World War II. In 1933–1945, the Nazis and their accomplices 
also robbed the assets of the Jewish communities and plundered the property of individuals 
and families, the vast majority of whom were murdered. The value of Jewish property – 
private and communal – was estimated (in 2010) at between USD 212 billion and USD 673 
billion. Since 1991 the Israeli governments have deemed the restoring of Jewish property a 
moral obligation and the imparting of historical justice. The Ministry of Social Equality (in its 
previous names) was entrusted in 2007 with the restoration of Jewish property. Still, its 
activities in cooperation with other government ministries and non-governmental 
organizations have only had partial success. Now it must improve its activities and formulate 
professional tools to cope with the diplomatic and legal challenges involved. From 2015 
onwards, the government does not monitor the activities of the Ministry of Social Equality 
regarding the restoration of Jewish property. Therefore, it is appropriate for the Ministry to 
inform the government of the outcome of its activities thus far alongside the difficulties it is 
facing so that the government can formulate an adapted policy and guide the relevant parties 
on the way to promote the restoration of Jewish property. Given the government's moral and 
national commitment to act on this issue, it is appropriate for the Ministry of Social Equality 
and the Ministry of Foreign Affairs to present a comprehensive operational plan addressing 
the political and diplomatic aspects of the matter. 

Our office conducted an audit on Competitiveness in the automotive Sector. It was 
indicated that in 2020, about 3.69 million vehicles were traveling on Israel's roads, of which 
about 3.17 million were private vehicles. In each of the years from 2016 to 2020, an average 
of about 356,000 new vehicles were added, and after deducting the number of vehicles taken 
off the road, the number of vehicles increased by an average of 119,600 per year. The scope 
of imports of vehicles in 2020 was NIS 17.5 billion, of which about NIS 14 billion was the 
import of passenger vehicles. The audit found problems with the level of competitiveness in 



 
 

 
 

   

 

|    12   |       

 

                                                                  Foreword 

vehicle imports and high profitability in the industry in a consistent and significant manner 
compared to other industries examined in the audit. The average annual economic 
significance of the increased profitability in the vehicles import industry compared to other 
industries examined in 2014–2017 is estimated at approximately NIS 0.8–1.6 billion. Market 
failures and deficiencies were also found in the sub-sectors – the leasing market, the 
secondhand vehicle market, the credit market for vehicle purchase, and the maintenance 
industry, including the spare parts market, garages, and appraisers. It is recommended that 
the Ministry of Transport and the Competition Authority analyze the level of competitiveness 
in the industry using accepted advanced tools; increase competition in the industry by 
promoting parallel imports, increase transparency and expand the information available to 
consumers; and promote the promulgation of the regulations required by law – all to promote 
consumer welfare. 

The report also includes an audit of Management of Court Processes Through the 
Legal-Net System. In 2003, the Courts Administration began to develop a computerized 
system based on the concept of the "electronic case – a paper-free court." This core system 
is called the "Net Ha'Mishpat system." The system was launched in 2010 and was intended, 
among other things, to enable parties conducting proceedings in the court to carry out several 
core actions by computerized means, without physical submission of documents or use of 
outdated technological means. The Net Ha'Mishpat system improved the information available 
on the court files to users of the system, and the audit raised that the satisfaction rate from 
the system of internal users (Courts Administration employees) and external users (lawyers 
and the general public) was 60% and 65%, respectively. However, the audit found that about 
a decade after the system was launched, court secretariats, government bodies, and the 
general public still carry out most court actions manually and offline: 70% of court cases 
opened in 2017–2019 (1.8 million out of 2.6 million) were opened through physical filing, and 
a million work hours would have been saved each year on average had all the court files been 
opened on the website or through a computerized interface. There are also disparities in the 
management of interfaces with government bodies, including barriers to establishing 
interfaces. These findings indicate that the Courts Administration does not yet possess the 
tools required for the online conducting of legal proceedings. In addition, the system has not 
yet been installed in the Supreme Court; the website displays partial information on legal 
proceedings; it is not possible to perform an intelligent search on the website, and no system 
satisfaction surveys are being conducted. 

It is recommended that the Courts Administration develop computerized interfaces and the 
Net Ha'Mishpat website and optimize legal proceedings. Online management will streamline 
the use of material and human resources by the users, reduce harm to the environment, 
increase the information availability of proceedings and improve service in the court 
secretariats. It will also increase the transparency of the proceedings through their publication 
and help enforce judicial decisions. Furthermore, the computerized system will assist in the 
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realization of the principle of 'open justice' and the duty to observe the law, principles that 
are the lifeblood of the judiciary. 

The State Comptroller's Office emphasizes monitoring the correction of deficiencies raised in 
its reports. 

Follow-up audits are an essential tool to ensure that the audited bodies have rectified what is 
required, and I intend to expand the scope of follow-up audits and refine them. This report 
includes three follow-up audits; the Administrative Aspects in the Work of the Medical 
Committees; Determining the Rights of Disabled IDF Veterans and the Medical 
Services Provided to them – Follow-up Audit; and Aspects of the Activity of the 
Military Police Criminal Investigation Division – Follow-up Audit.. 

The preparation of the report, especially in the days of the Covid-19 Pandemic, 
required considerable effort from the State Comptroller's Office staff. The Office 
employees worked hard to prepare it with the utmost professionalism, 
thoroughness, fairness, and meticulousness, and they fulfilled their public duties 
out of a true sense of dedication. They have my gratitude. 

It has not escaped my notice that in many of the audited bodies, positive actions have been 
taken for the well-being of the residents, and by the State Comptroller's Law, these actions 
were proportionately expressed in the report to provide a complete presentation of the 
situation as indicated in the audit. 

The audited bodies have to act fast and efficiently to correct the deficiencies raised in this 
report. 

 

 

 

 
Matanyahu Englman 

State Comptroller  
and Ombudsman of Israel 

 
 

 
Jerusalem, March 2022 
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Meeting the Gideon Multi-Year Plan 
Objectives – Budget, Management & 
Supervision 

 

The Gideon multi-year plan is the IDF's multi-year plan for 2016–2020. According to the work 
order for the Gideon multi-year plan, the IDF's top priority is readiness to state defense and 
victory in war. The Ministerial Committee on National Security Affairs (Security Cabinet) 
approved the Gideon Multi-year plan in April 2016. The budget resources for this multi-year 
plan were based upon the defense budget agreement signed by the Minister of Finance and 
Minister of Defense in November 2015 (the Kahlon-Ya'alon Agreement) and upon the Foreign 
Aid Agreement between the US and Israeli governments.  
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NIS 349  
billion 

 

11.5%  

 

97% 

 

total of the original defense 
budget (gross) from1 
2016 to 2020   
 

 on average − the share of 
the original defense budget 
(net, in uniform terms) out of 
state budget from 2016 to 
2020 

 estimation of budget rigidity 
of the defense budget 
relative to resources 
(estimated at NIS 337 billion 
out of the original gross 
budget, from 2016 to 2020) 

 

     

55%, 38%, 
7%  

 
NIS 21.9  
billion 

  

from 2017 to 2020, 55% of 
the (gross) defense budget 
was used for defense 
expenses, 38% was used for 
salaries and pensions 
expenses, and 7% was used 
for the expenses of the 
Rehabilitation department 
and the Families and 
Commemoration department 
at the Ministry of Defense 

 were added to the (gross) 
original defense budget from 
2016 to 2020, out of which 
NIS 10.4 billion was based on 
surplus transfer and NIS 11.5 
billion based on the provision 
of supplements (including to 
the revenue contingent 
expenditure) 
 
 

  

 
Audit actions 

From October 2020 to June 2021, the State Comptroller of Israel examined the extent 
the IDF met the Gideon multi-year plan objectives regarding budget, management, and 
supervision. The examination included a general review of the defense budget from 2016 
to 2020; the status of meeting qualitative objectives set in the multi-year plan, including 
spare parts and ammunition inventories, and the supervision over the implementation of 
the Gideon multi-year plan by both the defense establishment and the political echelon. 
The audit was conducted in the IDF, Ministry of Defense, and the National Security 

 
1  Including the net expenditure budget and the revenue contingent expenditure.   



Report of the State Comptroller of Israel | March 2022 

|   21   |  

Abstract  |  M
eeting the G

ideon M
ulti -Year Plan O

bjectives – Budget, M
anagem

ent &
 Supervision  

 

Council. Supplementary audits were conducted in the Budget Department of the Ministry 
of Finance.  

This report was presented to the Prime Minister and the State Control Committee of the 
Knesset on December 30, 2021. 

By the authority under Section 17(c) of the State Comptroller Law 1958 [Consolidated 
Version] and after considering the government's arguments, consulting with the bodies 
responsible for protection of national security information and coordination with the 
Chairman of the Knesset, and since the subcommittee of the State Control Committee 
failed to convene, it was decided to publish this report while imposing confidentiality on 
sections of it. These sections shall not be submitted to the Knesset, nor shall they be 
published.  

The findings of the audit report and its recommendations are valid as of the above date 
of its presentation. 

 
Key findings 

 

Budget Rigidity −	according to the estimation of the defense budget rigidity relative 
to resources, conducted by the Ministry of Defense, approx. 97% of the defense budget 
was designated for obligated rigidity expenses including: compensation payment 
classified as lawful rigidity, and training expenses, classified as substantial rigidity 
(estimated at approximately NIS 337 billion out of the original gross budget from 2016 
to 2020). Hence, approximately 3% of the Ministry of Defense budget were resources 
available in the short term. 

Execution of Defense Budget − while the average execution rate of the gross budget 
from 2017 to 2019 concerning human resources was approximately 99.4% (NIS 27 billion 
on annual average) and approximately 98.6% (NIS 5.3 billion on annual average) 
concerning Rehabilitation and Families Departments, the execution rate concerning 
defense expenses was approximately 89.9% (NIS 39.1 billion on annual average). Hence, 
an annual average of approximately NIS 4.4 billion concerning defense expenses were 
not executed. The average execution rate concerning net defense expenses (that is, 
without foreign aid budget whose execution date sometimes follows the provision of 
procurement) – was 92.4%, that is, an annual average of NIS 1.9 billion was not 
executed.  

Meeting spare parts and ammunition objectives − gaps were found between the 
inventory level at the end of 2020 and the set goals regarding certain types of spare 
parts and ammunition. 
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The Minister of Defense reports on implementing the Gideon multi-year plan 
according to the Security Cabinet decision − the Security Cabinet requires the 
Minister of Defense to present an annual report on the performance of the multi-year 
plan. However, the ministers of defense did not comply. They did not submit a yearly 
report regarding implementing the Gideon multi-year plan to the Security Cabinet, except 
for in 2018 − three years after the launch of the multi-year plan.  

The status report regarding the implementation of the Gideon multi-year plan 
presented by the Defense Establishment  to the Cabinet and the National 
Security Council in 2020 − in November 2020, upon completion of the Gideon multi-
year plan, the Cabinet held a meeting on the Tnufa multi-year plan (the next multi-year 
plan). Some general references to the Gideon multi-year plan were raised. Still, the 
extent to which the objectives of the Gideon multi-year plan were met was not presented, 
except for the inventory of particular spare parts. Furthermore, the presentation on that 
matter was lacking in certain aspects.  

Presenting information to the National Security Council − implementation vs. 
planning of the Gideon multi-year plan: in discussions between the National Security 
Council and representatives from the IDF and the Ministry of Defense in 2020 on 
implementation of the Gideon multi-year plan vs. its planning, the National Security 
Council requested to receive a detailed status report regarding each Gideon's main topics. 
However, the report to the National Security Council was partial.  

A computerized data system supporting the General Staff supervision over 
work plans −  from April 2018 until the completion of the audit (June 2021), no 
computerized data system was used during General Staff discussions on the 
implementation of work plans despite instructions to use it. Thus, the effectiveness of 
the General Staff control was undermined.  

Duration of a multi-year plan and the IDF chief of staff's term in office – when 
the duration of a multi-year plan is five years, the IDF chief of staff does not formulate 
a multi-year plan during his first year in office. However, when the duration of a multi-
year plan is four years, a cycle is formed. The new chief of staff formulates a multi-year 
plan during his first year in office while executing the last year of the previous multi-year 
plan formulated by his predecessor, and during the next three years he executes the 
multi-year plan he formulated, and so on.  

 

 

Meeting efficiency objectives − from 2016 to 2020, the efficiency in practice was 19% 
higher than the objective agreed upon by the Ministry of Defense and the Ministry of Finance, 
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which was set in the work order for the Gideon multi-year plan (NIS 8.9 billion vs. NIS 7.5 
billion).       

IDF Chief of staff's supervision over the Gideon multi-year plan − during the Gideon 
multi-year plan, the chief of staff supervised the plan's implementation. Thus, conveying a 
command message of the importance of supervision in the IDF. 

 

 
Key recommendations 

 Based on the economic and defense benefits of a multi-year budget plan and its influence 
on the execution of multi-year work plans and the future budget flexibility of the defense 
establishment, it is recommended that the Ministry of Defense and the Ministry of Finance 
agree on a multi-year budget plan as a budget framework for the multi-year plan.    

 It is recommended that the IDF conclude and complete inventory gaps according to its 
objectives in certain spare parts and ammunition.  

 It is recommended that the IDF's Planning Directorate and the Ministry of Defense's 
Budget Department jointly discuss the implementation of work plans ("Order of Traffic" 
discussions) regularly and comply with the deputy chief of staff's instruction to publish 
the order that  regulates and divides authority and responsibility regarding management 
and supervision between them. It is further recommended that the Planning Directorate 
enhance the use of a computerized data system in work plan supervision discussions.   

 The Minister of Defense should annually report to the Security Cabinet on the 
implementation progress of IDF's work plans according to the Cabinet's decisions. The 
National Security Council should continue to monitor the progress of these plans 
periodically.  

 Upon completion of a multi-year plan and before the introduction of a new one, it is 
recommended that the Minister of Defense and the IDF present to the Cabinet the 
situation report regarding its implementation, its objectives, and accomplishments to 
provide the Cabinet with required information before approving a new multi-year plan. 
It is further recommended that the Cabinet specify the required report's method. 

 It is recommended that representatives of the National Security Council and the defense 
establishment regulate jointly the presenting method of the IDF's work plans' 
implementation Vis a vis their planning, including the domains that are introduced and 
the level of specification about each of them.  

 It is recommended that the Minister of Defense and the head of the National Security 
Council determine the IDF multi-year plan duration, considering the IDF chief of staff's 
term in office, to enable him to plan and formulate a multi-year plan during his first year 
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in office and implement it during his term in office. Moreover, it is recommended that 
the Ministry of Defense and Ministry of Finance determine a resource allocation plan 
respective to the multi-year plan's duration and objectives. 

 
 

The amended Defense Budget (Gross) in 2016−2020 (in  
billion NIS  )  

 

In accordance with the Ministry of Defense data and Ministry of Finance data, processed by the 
State Comptroller of Israel.   

 

 

 

 

 

 

Amended net
expenditure budget

Amended revenue contingent
expenditure budget
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Summary 
One of the main IDF's goals stated in the IDF's strategy document from January 2018 is to 
"achieve victory in any military confrontation, according to the political echelon directives." 
The Gideon multi-year plan, approved by the political echelon, states that IDF's readiness for 
war will be the top priority and includes objectives in various domains, including influential 
and high-budget domains.     

According to this audit report, at the end of 2020, the IDF did not fully achieve certain 
objectives related to spare parts and ammunition set in the Gideon multi-year plan. Moreover, 
this audit found deficiencies related to the supervision over the implementation of the Gideon 
multi-year plan in accordance with the Security Cabinet's decision. Supervision over the IDF's 
work plans is critical in light of their significant impact on defense since dozens of billions of 
NIS are allocated from the state budget to implement them. Supervision is required to ensure 
that the IDF meets the set objectives, with an emphasis on the level of readiness it is obliged 
to reach and to identify potential gaps in meeting goals in real-time, to decide if a change of 
modus operandi is required to meet these objectives and what measures are needed. 
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Administrative Aspects in the Work of the 
Medical Committees Determining the 
Rights of Disabled IDF Veterans and the 
Medical Services Provided to them – 
Follow-up Audit  

 

The Ministry of Defense Rehabilitation Department is in charge of the handling and 
rehabilitation of disabled IDF veterans. The department includes medical committees with the 
authority to determine disability levels for those recognized as disabled veterans. As part of 
the disabled veterans' rehabilitation process, the department provides them with medical 
services corresponding to the disability level determined by the medical committee. 
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57,000 

 

8,826 
 

73% 
 180, 
294 days1 

number of disabled 
veterans to whom 
the department 
provided medical 
services in 2020 

 number of medical 
committees (district 
and supreme) 
convened in 2020 

 ratio of applicants to 
medical committees 
(district and 
supreme) dissatisfied 
with their 
functioning2 

 total duration of file 
processing in district 
(180) and supreme 
(294) medical 
committees 
determined by the 
Rehabilitation 
Department  

       

34% 
 
82% 

 NIS 986 
million 

 29%, 
38%  

ratio of appeals to 
supreme medical 
committees of district 
committee decisions 
in 2020 

 the ratio of files in 
which the 
Rehabilitation 
Department was in 
compliance with the 
time determined for 
the duration of file 
processing in district 
medical committees 
in 2019. In the 
supreme medical 
committees, the ratio 
was 82.9% 
 
 

 the financial scope3 
of medical services 
provided by the 
Rehabilitation 
Department to 
disabled veterans in 
2020 

 rate of satisfaction of 
disabled veterans 
from the 
department's medical 
treatment (29%) and 
the district physician 
(38%)4 

 
1  Calendar days. 

2  According to the findings of a survey conducted by the State Comptroller of Israel as part of a follow-up audit. The 
figure was determined according to the following responses: "moderately satisfied", "slightly satisfied", and "not at 
all satisfied". 

3  Annual expenditure according to actual implementation. 

4  According to the findings of a survey conducted by the State Comptroller of Israel as part of a follow-up audit. The 
data was determined according to the following responses: "extremely satisfied" and "very satisfied". 
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Audit actions 

From October 2020 to July 2021, the State Comptroller conducted a follow-up audit on 
the actions taken by the Ministry of Defence to rectify the main deficiencies noted in the 
previous audits regarding the administrative aspects of the medical committees work and 
medical services to disabled IDF veterans (the follow-up audit). Some of the data was 
updated by October 2021. The follow-up audit was conducted in the Ministry of Defense: 
in the Rehabilitation Department, the Planning Department5, and the Teleprocessing and 
IT Department. 

 
Key findings 

 

Degree of deficiencies rectifications as presented in the follow-up audit 

Satisfaction of disabled veterans for the functioning of the medical 
committees – a survey conducted by the State Comptroller's office in the previous 
audit reflected the disabled veterans' dissatisfaction with the processes conducted in 
the medical committees, as well as disturbing feelings and experiences (such as a lack 
of consideration, disrespect, contempt, painful medical tests, insensitivity, impatience, 
disparaging statements) and lack of familiarity of the committee physicians with the 
medical file at hand. In the follow-up audit it was found that the deficiency was not 
rectified: according to the findings of the survey conducted in the follow-up audit, 73% 
of applicants to the medical committees (district and supreme) in the Rehabilitation 
Department expressed dissatisfaction with the functioning of the committees. The main 
reasons noted in the survey were in-appropriate treatment, lack of consideration, 
humiliation, and mistrust of the applicants. Furthermore, in all aspects examined, 
satisfaction among the emotionally disabled was lower than that among the physically 
disabled. Mainly regarding aspects of treatment of the disabled, physicians' familiarity 
with the medical file details, and the clarifcation regarding the committee discussion 
procedure. 

Follow-up and control of the duration of processing in determining disability 
– in the previous audit it was found that the Rehabilitation Department had not 
determine structured, orderly processes for tracking and control of the duration of 
determining disability and that the medical committee unit did not frequently and 
methodically check the reasons for differences between the various districts, regarding 

 
5  Designated Body for Integrated Planning in the Ministry of Defense. In 2020, its name was changed from Designated 

Body for Integrated Planning to Planning Department. In this report both names will be used, according to the 
matter. 
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the duration of placement in the medical committees and overall duration of file 
processing. In addition, the Department did not produce irregular reports (NCR) and did 
not examine the reasons for prolonging the processes and causes of their delay, and did 
not check whether measures could be taken to reduce them. In the follow-up audit, it 
was found that the deficiency was slightly rectified: the Rehabilitation Department 
performs monthly control on the district level for the degree of compliance with the time 
determined for the various stages of determining disability levels in the district and 
supreme medical committees. In addition, the department issues irregular reports 
concerning files deviating from determined time. Nevertheless, the audit has found that 
the reports serve mainly to solve problems in specific delayed files and that the 
Department does not perform orderly analysis to locate issues and bottlenecks in a 
systemic way.  

The quota for district physicians and examination of work processes and 
overloads in the Rehabilitation Department – in the previous audit it was found 
that since the 1990s the Ministry of Defense has not examined the quota of district 
physicians – 21 doctors in seven districts. This, despite the increase in the number of 
disabled veterans handled by the department, as well as the aging of the veteran 
population. In the follow-up audit it was found that the deficiency was slightly 
rectified: as of October 2021, the quota of district physicians was increased by one 
position (now standing at 22 doctor positions). However, the quota, as well as the work 
processes in the department, have not been adapted to the need of disabled veterans 
and the scope of services required for them due, inter alia, to their aging. 

Staffing of district physician positions – in the previous audit it was found that not 
all 21 doctor positions determined by the quota were actually filled. In August 2018, 
12.25 (58%) of the district physician quota positions were staffed, while 5.5 regular 
quota positions and 3.25 temporary positions had not yet been staffed. In the follow-up 
audit, it was found that the deficiency was slightly rectified: as of October 2021, 
17 (77%) of 22 district physician positions according to quota were staffed. However, 
despite the new plan agreed with the Ministry of Finance in March 2020 for payment of 
grants for the staffing new doctors in the Rehabilitation Department, the department has 
not succeeded in staffing all of the district physician positions according to the quota and 
should recruit five more doctors.  

Satisfaction of disabled veterans with the handling of their medical issues by 
the Rehabilitation Department and by the district physician – in the survey 
conducted in the previous audit, it was found that 42% of respondents said they were 
very satisfied and extremely satisfied with the department's handling of their medical 
issues, and 28% said they were satisfied or very satisfied with that of the district 
physician. In the follow-up audit it was found that the deficiency was slightly 
rectified: the satisfaction of disabled veterans with the department's medical treatment 
and that of the district physician was low (38% of respondents were very satisfied and 
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extremely satisfied with treatment by the district physician, and 29% were very satisfied 
and extremely satisfied with the department's handling of their medical issues); 
satisfaction with the department's handling of medical issues diminished compared to 
the survey conducted in the previous audit (from 42% in the previous audit to 29%). 
Nevertheless, the survey showed that satisfaction with the handling by the district 
physician increased compared to the survey conducted in the previous audit (from 28% 
in the previous audit to 38%).  

Waiting times for medical specialists, tracking and control of these times, and 
satisfaction of disabled veterans with their service – in the previous audit, it was 
found that the Rehabilitation Department has not performed tracking and control in these 
areas: waiting times for appointments to medical specialists at independent clinics; for 
tests appointments at institutes, and at independent clinics. In the follow-up audit, it was 
found that the deficiency was slightly rectified: the Rehabilitation Department does 
not perform tracking and control of waiting times for appointments to medical specialists 
and with regard to the treatment of disabled veterans at these clinics. Furthermore, in 
the service mesures published by the department on its website, the level of service 
received by those eligibles from the medical specialists has not been taken into account. 
In addition, the satisfaction surveys performed by the department in the years 2011, 
2015, and 2018 and published on its website, did not apply to the services of external 
medical services, but rather only to those of parties belonging to the Rehabilitation 
Department.  

The waiting times for medical specialists, tracking and control of these times, 
and the satisfaction of disabled veterans with the service – the findings of the 
survey conducted for the State Comptroller's office in the previous audit attested to the 
dissatisfaction of some of the disabled veterans, regarding the level of service provided 
by medical specialists, low availability of medical specialists, and long waiting times for 
them. In the follow-up audit it was found that the deficiency was slightly rectified: 
despite the fact that the survey conducted in the follow-up audit dealt with the period 
largely coincident with the Covid-19 pandemic, the ratio of respondents satisfied with 
the services of the medical specialists was greater than the ratio of respondents 
expressing satisfaction with this service in the survey conducted in the previous audit 
(60% as opposed to 49%). In addition, waiting times for medical specialists reported by 
respondents as part of tracking were shorter than those reported in the survey in the 
previous audit (68% waited less than a month according to the follow-up audit6 findings, 
as opposed to 55% according to the findings of the previous audit).  

Engagements with caregiver agencies that provide caregivers and supervision 
and control over them – in the previous audit it was found that the Rehabilitation 
Department was engaged for several years with caregiver agencies on the basis of 
agreements from the 1990s through a tender exemption. It was also found that the 

 
6  As stated, most of the period covered by the survey carried out as part of the follow-up audit overlapped with the 

Covid-19 pandemic. 
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Rehabilitation Department has performed partial supervision and control over the quality 
of service provided by the caregiver agencies to disabled veterans, that financial control 
over the agencies' reporting was not computerized; hence, the Rehabilitation 
Department's ability to control the costs of the services was limited. In the follow-up 
audit, it was found that the deficiency was not rectified: the fifth escorts tender of 
January 2021 was suspended once more due to legal proceedings in the court of labor 
law, in wake of the escorts organization's demand to equate their pay to that of caregiver 
agency workers. Thus, 12 years after the date on which the Ministry of Defense first 
published a tender for escorts to eligible IDF veterans, an escorts agency has still yet to 
be chosen through a tender procedure. In addition, the state in which the department 
has only partial supervision and control of the quality of services provided by the 
caregiver agencies to disabled veterans continues, as well as its limited ability to exercise 
control over the cost of escort services in the scope of NIS 500 million.  

Rehabilitation Department provisions concerning caregiver's escorts for 
disabled veterans – in the previous audit it was found that the matter of escorts for 
the physically disabled had not been arranged in the Rehabilitation Department's 
procedures. At the end of the audit, draft provisions were in preparation. It was also 
found that the department had not yet formed provisions regarding escorts for the 
emotionally disabled. In the follow-up audit, it was found that the deficiency was not 
rectified: despite the fact that the Rehabilitation Department and the IDF Disabled 
Veterans Organization have exchanged several drafts of provisions regarding escort 
services for physical disability, at the end of the follow-up audit the parties had still not 
reached agreement. Furthermore, the department has yet to formulate provisions 
regarding escorts for disabled veterans recognized for emotional disability. 

Further deficiencies that arose in the follow-up audit  

Making information accessible to disabled veterans and assistance in 
interfaces with government bodies – the Rehabilitation Department's website has 
not been approved as accessible, pursuant to the regulations for accessibility of service. 
In addition, only 30% of respondents in a survey conducted in the follow-up audit 
indicated having received assistance from the Rehabilitation Department in the transfer 
of information and documents to government bodies to reduce bureaucracy, according 
to the government decision on the "only once" policy7.  

  

 
7  Policy of receipt of information from the public only once. 
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Determining time durations for the handling of disability levels in the medical 
committees – in the previous audit, it was found that aside from decisions regarding the 
length of time for assigning a file to a medical committee, no time limits have been determined 
in the department procedures for other stages in the process, including the overall time for 
handling a file. In the follow-up audit it was found that the deficiency was considerably 
rectified: since June 2018 the medical committees unit had assimilated time mesures for the 
various stages of work in the medical committees; however, they were not updated in the 
department's provisions, nor in its operating concept nor in its service level agreement, and 
they do not necessarily encourage optimizing and shortening of schedules. 

Appeals against district medical committee decisions and proper control of district 
and supreme medical committee protocols – in the previous audit it was found that the 
medical committees unit gathered data manually, on files for which the supreme medical 
committee at the department staff had overturned decisions made by the district medical 
committee. It was also found that the medical committees had not examined why such a 
significant portion of appeals are approved, and since no orderly control processes were 
implemented in the department, the rehabilitation unit did not possess information from which 
it could draw conclusions why many decisions are overturned at the appeal instance. In the 
follow-up audit, it was found that the deficiency was considerably rectified: in July 2020 the 
medical committees unit began collecting the data of files as stated with regard to all supreme 
medical committee districts that are manually typed into a spreadsheet; when the supreme 
medical committee raises a disability level, the chairmen of the supreme committees examine 
the reasons for the differences between the decisions and fill out manual control forms, while 
the data concerning only the department staff is typed into a spreadsheet; the national 
superintendent of district medical committees in the Rehabilitation Department performs 
random checks of the protocols of district and supreme committees. 

Eligibility for caregiver's escort services of disabled IDF veterans recognized for 
emotional disability – in the previous audit it was found that in the year 2000 the department 
decided to approve eligibility for escorts only for emotional disability levels of 50% and up. This 
decision is expressed in the operating concept in an internal document that was not transparent to 
the IDF Disabled Veterans Organization and disabled IDF veterans. In the follow-up audit, it was 
found that the deficiency was fully rectified: the Rehabilitation Department removed the stated 
limitation that had been part of the operating concept8 . Thus, a district physician can refer 
emotionally disabled veterans of any disability level (including a recommendation by the multi-
disciplinary team) to the head doctor or his deputy, to determine whether to approve an escort for 
them. 

Transfer of information from health maintenance organizations to the 
Rehabilitation Department – in the previous audit it was found that, in general, the district 
physicians in the Rehabilitation Department do not have a full picture of all the treatments and 

 
8  Since November 2020, the limitation is not included in the operating concept. 
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medications received by disabled veterans from both the health maintenance organizations and the 
Rehabilitation Department, despite the potential risk to the disabled veterans' health. Since 2011, 
the Rehabilitation Department has not taken any action to get the health maintenance organizations 
to provide it with information on the medical treatment given by them to disabled veterans. In the 
follow-up audit, it was found that the deficiency was considerably rectified: the Rehabilitation 
Department has advanced the sharing of information between it and the health maintenance 
organizations. Nevertheless, since the follow-up audit, no web-based connection has yet been made 
between the Rehabilitation Department and the Eitan System9. 

Further findings that arose in the follow-up audit  
Enlargement of the pool of medical specialists – the Rehabilitation Department has begun 
enlarging the pool of medical specialists, which will increase satisfaction with the service of 
independent medical specialists, as well as the waiting times for them. 

Website of the Rehabilitation Department – since June 2021, recognized disabled veterans, 
as well as those in the process of obtaining recognition, can apply to a medical committee online 
through the personal space on the site. In addition, they can submit requests, attach documents, 
and ask to change the meeting schedules of the medical committees. 

 

 
Key recommendations 

 It is recommended that the Rehabilitation Department carry out a significant examination 
of the medical committee doctors' treatment of the eligible veterans, their familiarity with 
the medical file at hand, and their willingness to allow the disabled veterans to fully make 
their case before the committee. It is further recommended that the Rehabilitation 
Department examine the gap between the level of satisfaction of the emotionally 
disabled and that of the physically disabled with their treatment, with emphasis on the 
following: treatment of the disabled by medical committee members, functioning of the 
medical committee, and placement of suitable doctors in the committees discussing 
emotional injuries. 

 In April 2021, the Ministry of Defense commenced work on the "One Soul" reform10. It 
is recommended that after its final formulation, the Ministry of Defense examine its 
impacts on workflow within the department, the tasks that need to be done, and the 

 
9  A secure national platform for the management and sharing of information between health maintenance 

organizations and hospitals. 

10  Reform in treatment of disabled IDF veterans in the Rehabilitation Department. 
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scope of activity and workload; as well as the need to update the manpower quota in 
the Rehabilitation Department, including that of district physicians. 

 It is recommended that the Rehabilitation Department examine the reasons, aside from 
salary, for the low response of doctors to Rehabilitation Department tenders for district 
physician positions, and the ways to increse it. In addition, it is recommended to finally 
formulate a collective agreement to arrange the terms of employment of doctors in the 
Rehabilitation Department. 

 It is recommended that the Rehabilitation Department examine the reasons for deviation 
from the time determined to the various stages in the medical committees, and then 
examine ways to reduce them. It is further recommended that the department perform 
tracking and control of waiting times for medical specialists with whom the department 
is engaged with, and as part of the satisfaction surveys conducted by the department, it 
should examine services provided by third parties. It is also recommended to publish its 
findings. 

 It is recommended that the Ministry of Defense complete the tender process for 
engagement with caregiver agencies for employment of escorts for disabled veterans, 
examine ways of enabling full supervision and control by the department over the quality 
of service provided by them to disabled veterans, and establish web-based control 
procedures. 

 In light of the decisive contribution of sharing medical information to the health and 
quality of life of the eligibles, it is recommended that the Ministry of Defense and Ministry 
of Health connect the department to the "Eitan" system. 
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Satisfaction from the functioning of the medical committee 
according to the last survey conducted in the follow-up audit 

According to the survey conducted by the State Comptroller's office in the follow-up audit. 
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Satis!ed  - total
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Supreme Medical
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District Medical

Committee
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Satis!ed very much
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Slightly satis!ed
Not satis!ed at all 
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General satisfaction with the department's and with the district 
physician's handling of medical problems – in the previous 
audit and in the follow-up audit 

 

According to the surveys conducted by the State Comptroller's office in the previous audit and in the 
follow-up audit.  

42%

29% 28%

38%

 

Previous audit

Satisfaction with the department's
handling of medical problems

Satisfaction with the district physician's
handling of medical problems 

 Follow-up audit
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The degree to which the main deficiencies raised in the 
previous reports have been rectified 

 

Administrative aspects in the work of the medical committees determining the rights of disabled 
IDF veterans and the medical services provided to them – key findings in the follow-up audit 

Audit chapter 
Deficiencies in previous audit 
reports 

Degree to which deficiencies have been 
rectified according to follow-up report 

Not 
rectified 

Slightly 
rectified 

Considerably 
rectified 

Fully 
rectified 

Determining 
time 
Durations for 
the handling 
of disability 
levels in the 
medical 
committees 

Aside from determining the duration 
for assigning a file to a medical 
committee, no time limits have been 
determined in the department 
procedures for other stages in the 
process, including the overall time 
for handling a file. 

    

Tracking and 
control of the 
duration of 
handling in 
determining 
disability 
levels 

The Rehabilitation Department had 
not installed structured, orderly 
processes for tracking and control of 
the duration of determining disability 
and the medical committee unit did 
not frequently and methodically 
examine the reasons for differences 
between the various districts, 
regarding the duration of handling, 
the department did not produce 
irregular reports nor did it examine 
the reasons for extension of 
handling time and causes of delay, 
nor ways to reduce these times. 

    

Appeals of 
district 
medical 
committee 
decisions and 
proper 
control of 
district and 
supreme 
medical 
committee 
protocols 

The medical committee's unit 
manually collected data on files for 
which the supreme medical 
committee at the department staff 
had overturned. The medical 
committee's unit did not examine 
why such a large ratio of appeals 
were approved, and since the 
rehabilitation department did not 
conduct orderly control processes, it 
did not have information from which 
to conclude the reasons for 
overturning the decisions. 
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Administrative aspects in the work of the medical committees determining the rights of disabled 
IDF veterans and the medical services provided to them – key findings in the follow-up audit 

Audit chapter 
Deficiencies in previous audit 
reports 

Degree to which deficiencies have been 
rectified according to follow-up report 

Not 
rectified 

Slightly 
rectified 

Considerably 
rectified 

Fully 
rectified 

Satisfaction 
of the 
Disabled 
veterans with 
the 
performance 
of the 
medical 
committees 

A survey conducted by the State  
Comptroller's office in the previous 
audit reflected the disabled veterans' 
dissatisfaction with the processes 
conducted in the medical 
committees, as well as disturbing 
feelings and experiences (such as a 
lack of caring, disrespect, contempt, 
painful medical tests, insensitivity, 
impatience, scornful words) and lack 
of familiarity of the committee 
physicians with the medical file at 
hand. 

    

Quota for 
district 
physicians and 
examination 
of work 
processes 
andoverloads 
in the 
Rehabilitation 
Department 

Since the 1990s the Ministry of 
Defense has not examined the quota 
of district physicians – 21 doctors in 
seven districts, despite the growth in 
the number of disabled veterans 
handled by the department, and 
aging of the disabled veteran 
population. 

    

Staffing of 
district 
physician 
positions 

Not all 21 doctor positions 
determined by the quota were 
actually filled. In August 2018, 12.25 
(58%) of the district physician quota 
positions were staffed, while 5.5 
regular quota positions and 3.25 
temporary positions had not yet 
been staffed. 

    

Satisfaction of 
disabled 
veterans with 
the handling 
of their 
medical issues 
by the 
Rehabilitation 
Department 
and by the 
district 
physician 

 

In a survey conducted in the 
previous audit, it was found that 
42% of respondents were very 
satisfied and extremely satisfied with 
the department's handling of their 
medical issues, and 28% said they 
were satisfied or very satisfied with 
that of the district physician. 
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Administrative aspects in the work of the medical committees determining the rights of disabled 
IDF veterans and the medical services provided to them – key findings in the follow-up audit 

Audit chapter 
Deficiencies in previous audit 
reports 

Degree to which deficiencies have been 
rectified according to follow-up report 

Not 
rectified 

Slightly 
rectified 

Considerably 
rectified 

Fully 
rectified 

Waiting times 
for medical 
specialists, 
tracking and 
control of 
these times, 
and 
satisfaction 
of disabled 
veterans with 
the service 

The Rehabilitation Department has 
not performed tracking and control in 
these areas: waiting times for 
appointments to medical specialists at 
independent clinics; for tests and 
treatments at institutes, and at 
independent clinics. 
The findings of the survey conducted 
for the State Comptroller's office in the 
previous audit attested to the 
dissatisfaction of some of the disabled 
veterans, from the level of service 
provided by medical specialists, low 
availability of medical specialists, and 
long waiting times for them. 

    

Caregiver 
Escorts for 
disabled IDF 
veterans 

The Rehabilitation Department was 
engaged for several years with 
caregiver agencies on the basis of 
agreements from the 1990s through a 
tender exemption. 

The Rehabilitation Department has 
performed partial supervision and 
control over the quality of service 
provided by the caregiver agencies to 
disabled veterans, financial control 
over the agencies' reporting was not 
computerized; hence, it's ability to 
control the costs of the services was 
limited. 

The matter of escorts has not been 
arranged in the Rehabilitation 
Department provisions: a provision 
draft for the escort of physically 
disabled was in preparation, and the 
department had not yet formed 
provisions regarding escorts for the 
emotionally disabled.  

In the year 2000 the department 
decided to approve eligibility to escorts 
only for mental disability levels of 50% 
and up. This decision is expressed in 
the operating concept, in an internal 
document and was not transparent to 
the IDF Disabled Veterans 
Organization and disabled IDF 
veterans. 
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Administrative aspects in the work of the medical committees determining the rights of disabled 
IDF veterans and the medical services provided to them – key findings in the follow-up audit 

Audit chapter 
Deficiencies in previous audit 
reports 

Degree to which deficiencies have been 
rectified according to follow-up report 

Not 
rectified 

Slightly 
rectified 

Considerably 
rectified 

Fully 
rectified 

Transfer of 
information 
from health 
maintenance 
organizations 
to the 
Rehabilitation 
Department 

District physicians in the 
Rehabilitation Department do not 
have a full picture of all the 
treatments and medications received 
by disabled veterans from both the 
health maintenance organizations 
and the Rehabilitation Department, 
despite the potential risk to the 
disabled veterans' health. Since 
2011, the Rehabilitation Department 
has not taken any action to get the 
health maintenance organizations to 
provide it with information on the 
medical treatment given by them to 
disabled veterans. 

    

 

 

 
Summary 
The Ministry of Defense Rehabilitation Department is in charge of the treatment and 
rehabilitation of disabled IDF veterans, a matter of ethical and moral significance. For the 
sake of their optimal functioning and integration in society, it should provide them with quick, 
professional, and humane service while striving for continuous improvement. The Ministry of 
Defense and the Rehabilitation Department should rectify all of the deficiencies noted in this 
report, including by the "One Soul" reform. This will ensure improvement of the service and 
medical treatment provided by the Ministry of Defense Rehabilitation Department. 
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Managing the Research and Development 
Programs in the Defense Establishment – 
Follow-up Audit  

 

The Research and Development in the Defense Establishment of the State of Israel is a 
significant component in building its military might and reinforcing its security. This field 
includes a wide range of activities – from basic research to the pre-development stage (R&D) 
and full development until obtaining a weapon or combat accessory1. Many bodies are 
involved in this extensive activity, including the Ministry of Defense and the IDF, the military 
industries, academic institutions, and research bodies – all invest billions of NIS in defense-
related R&D each year. The Administration for the Development of Weapons and 
Technological Infrastructure (MAFAT) in the Defense establishment2 is a joint Ministry of 
Defense and IDF body3. MAFAT is in charge of the R&D of weapons and the technological 
defense infrastructure to ensure Israel's capability of developing the weapons required for 
IDF buildup and strength. For this purpose, a designated annual budget was put at its 
disposal, out of the IDF budget framework, used mainly for R&D activity (the main R&D 
budget). 

  

 
1  In this report, the distinction between R&D and complete development is made in order to differentiate between 

the different types of research and development activity carried out in the various bodies of the defense 
establishment. 

2  Defense establishment in this report – IDF and Ministry of Defense 

3  The head of MAFAT is subordinate to the Director-General of the Ministry of Defense in topics that the Ministry of 
Defense is in charge of, and the military Chief of Staff in topics of which the IDF is in charge. 
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several 
hundred 
million NIS 

 several billion 
NIS 

 several 
billion USD 

 several 
billion NIS 

 

the main annual R&D 
budget (NIS) in the 
years 2018−2020 

 on all R&D expenditure 
in the defense 
establishment in 2020 
not including the 
participation of external 
bodies 

 the scope of 
engagement of the 
defense 
establishment in 
the years 
2016−2020 in 
cooperation plans 
with foreign 
countries (GTG4) 
as part of 
establishment 
export agreements 

 investment of the 
three largest 
defense industries5 
in self R&D in 2020 

 

     

 
Audit actions 

In 2018, the State Comptroller's office published an audit report on the Management of 
the R&D Programs in the Defense establishmen 6  (the previous audit). The issues 
examined included: forming the overall defense development program; determining 
MAFAT's R&D budget; the interrelations between MAFAT and the IDF in the R&D field; 
management and preservation of the information in MAFAT; and the normative 
foundation for regulating the R&D field in the Ministry of Defense and the IDF. From 
October 2020 to July 2021, the State Comptroller's office intermittently conducted a 
follow-up audit to examine whether the main deficiencies noted in the previous audit 
have been rectified. The follow-up audit was conducted at the Ministry of Defense and 
the IDF. 

 
4  Government To Government. Along with the parties' signing of these agreements, the Ministry of Defense signs 

on behalf of the State of Israel "back to back" agreements with the Israeli defense industries, including an 
undertaking by the defense industries to realize the commitments made by the state with regard to the 
development and production of weaponry. As part of these agreements, the Ministry of Defense will receive, inter 
alia, at no charge, a budget framework for industries-oriented R&D. 

5     The Israel Aerospace Industries Ltd., Rafael Advanced Defense Systems Ltd., and Elbit Systems Ltd.  

6  The State Comptroller, Annual Report 69A (2018): Management of the Research and Development Programs in 
the Defense Establishment, pp. 695-767. 
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This report was presented to the Prime Minister and the State Control Committee of the 
Knesset on December 30, 2021. 

By the authority under Section 17(c) of the State Comptroller Law 1958 [Consolidated 
Version] and after considering the government's arguments, consulting with the 
protection of national security information bodies and coordination with the Chairman 
of the Knesset, and since the subcommittee of the State Control Committee failed to 
convene, it was decided to publish this report while imposing confidentiality on sections 
of it. These sections shall not be submitted to the Knesset, nor shall they be published.  

The findings of the audit report and its recommendations are valid as of the above date 
of its presentation. 

 
Key findings 

 

Overall defense development program − the previous audit raised that despite the 
responsibility assigned to it, MAFAT failed to gather data regarding the R&D in all IDF 
bodies, the Ministry of Defense, and the self R&D programs in the defense industries; 
nor has it prepared a comprehensive defense-related development plan, among other 
things, to be presented by the Head of MAFAT to the heads of the defense 
establishment. The follow-up audit raised that the deficiency was not rectified: the 
Ministry of Defense has not examined, jointly with the IDF, ways of enabling a 
comprehensive view of the activity in this field based on the same reasons noted in the 
previous audit; MAFAT has failed to gather and present to the Director-General of the 
Ministry of Defense and the Chief of Staff data on the R&D plans in all of IDF bodies, 
on the Ministry of Defense, and on the self R&D plans in the defense industries. It has 
also canceled the order on the "Overall Defense Development Project." 

Determining the main R&D budget	− the previous audit raised that the main R&D 
budget was determined without preliminary staff work, considering relevant matters, 
such as the financial scope of all stages of defense R&D and their characteristics, the 
R&D needs of the Ministry of Defense, various options for the realization of these needs, 
IDF buildup plans, and its investment budget in complete development projects and 
armament. The follow-up audit found that the main R&D budget in the years 
2018−2021, about hundreds of millions of NIS a year, remained unchanged (without 
participation) and that the deficiency had been slightly rectified: MAFAT presented its 
main R&D budget requirements regarding different parameters such as the main R&D 
budget compared to the entire defense budget (including elements not connected to 
IDF buildups such as current subsistence costs, and construction and rehabilitation 
costs). In projects performed by MAFAT, there were gaps between the presentation of 
vital data and parameters and the overall budget − such as the total participation of the 
defense industries in the R&D plans, the scope of payments received in the GTG 
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agreements, the R&D stages performed as part of them, and potential IDF armament 
from the R&D plans, considering the budget available for this purpose.  

Management of the data on R&D and complete development in the defense 
establishment − the previous audit found significant gaps (even more than 100%) in 
the data on all R&D and complete development carried out in the defense establishment 
and reported over the years by the various factors in the Ministry of Defense7. The 
follow-up audit found that the deficiency was slightly rectified: gaps between the reports 
still exist, and the Ministry of Defense has not capitalized the development and 
armament costs as an intangible asset but instead registered them under the "armament 
and projects expenses" clause − not according to accounting standards; therefore, the 
financial statements do not provide complete information on the scope of initial 
development and armament, even in the explanation of the financial statements. 

Effectiveness of the main R&D programs − the previous audit raised that in many 
cases, the IDF chose not to advance technological capabilities achieved by MAFAT due 
to various priorities and budget constraints. Furthermore, MAFAT and the Planning 
Directorate8 failed to survey the advancement of the main development outcomes that 
are ready for complete development projects in the IDF and they lacked organized data 
on the matter. The follow-up audit found that the deficiency was slightly rectified: even 
though many R&D programs, with an emphasis on those that reached pre-development, 
are not advanced to complete development projects and armament; and MAFAT and 
the Planning Directorate do not perform an orderly methodical survey on them to 
conclude and improve R&D efforts.  

Management and retention of information in MAFAT − the previous audit raised 
that MAFAT lacked advanced data systems to manage its R&D programs and complete 
development projects; MAFAT lacks a consolidated system of the technological data 
accumulated during the execution of R&D programs, and that MAFAT does not 
methodically retain data about development processes that were halted or failed. The 
follow-up audit found that the deficiency was partially rectified: MAFAT upgraded and 
improved the data systems used by it; however, at the end of the follow-up audit, gaps 
still existed in this field: the data systems do not manage substantial data; such as the 
sums contributed by the industries and IDF bodies in MAFAT's R&D programs; the data 
systems do not support the activity performed in its administrations, and MAFAT has no 
data system to preserve its technological knowledge.  

The normative foundation in the Ministry of Defense for R&D activity − the 
previous audit raised that eight of the procedures concerning MAFAT and R&D in the 
defense establishment had not been updated for years, with four of them updated 
during the previous audit. However, specific procedures on important matters remained 

 
7  In the financial statement of the Ministry of Defense and reporting to the Central Bureau of Statistics (CBS). 

8  Until June 2020 this directorate was called the Planning Directorate. After that it was split into two directorates.  
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outdated, and some fields of MAFAT activity, including its work interrelations with the 
IDF, had still not been regulated in Ministry of Defense procedures. The follow-up audit 
found that the deficiency was partially rectified: at the audit end date, two procedures 
had been updated, one was being updated, and another was canceled. As part of the 
procedure updates, MAFAT roles and responsibilities defined in the procedures were 
partially reduced; for example, control of the development programs of IDF bodies and 
defense industries and consulting the Minister of Defense, Director-General of the 
Ministry of Defense, and the Chief of Staff regarding these fields. MAFAT's activity in 
R&D, including its interrelations with IDF bodies in this field, has not been regulated in 
Defense Ministry procedures, nor has procedures conserving the handling of GTG deals 
been completed.  

The normative foundation for R&D activity in the IDF − the previous audit raised 
that the IDF did not have General Staff or Supreme Command regulations concerning 
R&D or interrelations between IDF bodies and MAFAT. This, although regulations on 
some of these issues exist in the Ministry of Defense and despite the need that both of 
them issue parallel regulations. It also raised that the organizational command of 
MAFAT, which determines its mission, roles, and organizational structure, has not been 
updated in a decade. The follow-up audit found that the deficiency had not been 
rectified: General Staff lacks regulations regarding R&D or interrelations between IDF 
bodies and MAFAT, even though some of the Ministry of Defense regulations include 
topics common to the IDF, liable over them. In addition, no updated organizational order 
has been published, even though in March 2020, the Ministry of Defense issued an 
updated organizational regulation for MAFAT.  

 

The interrelations between MAFAT and the IDF in the R&D field − the previous audit 
raised that the interrelations between MAFAT and the IDF in the R&D area − including the 
transfer of data, its examination, and the forming of R&D programs in response to IDF needs 
in the short and long term−was not sufficiently established, organized or systematic. It also 
raised that the presentation of plans to the Planning Directorate as part of the approval of the 
annual working plan was partial and general, and the involvement of the Planning Directorate 
in the various R&D plans was limited. In addition, it failed to effectively control the 
implementation of the annual working plan. The audit also raised that due to the IDF's poor 
evaluation of its operational and long-term buildup needs, it failed to effectively focus MAFAT 
within this time range and did not systematically and orderly communicate its future needs to 
MAFAT.  

The follow-up audit found that the deficiency had been considerably rectified. Improvements 
were made in the interrelations and cooperation between MAFAT and the IDF: regarding the 
strengthening the ability of the General Staff to direct buildup, including R&D; and the 
strategic approach in MAFAT's R&D unit, initiated by the head of the unit, to improve the 
interrelations and partnership with the IDF. However, R&D is directed without defining 
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priorities, budget scopes, and timetables required for reaching the technological solution. 
Rules have not been made to optimize working relations in R&D, and the nature of the 
interface between MAFAT and the IDF has been determined mainly by the judgement of the 
various factors in these bodies.  

 

 
Key recommendations 

 It is recommended that the Ministry of Defence complete the staff work to examine the 
overall defense development program to gather all the data required for its presentation. 
This is to exhaust the resources invested in this field and maximize its achievements and 
the oversight by the Ministry of Defense and General Staff administration. As part of the 
staff work, it is recommended to consider whom to assign the data gathering, especially 
since the procedure about MAFAT's responsibility for this matter has been canceled. 

 It is recommended that the Ministry of Defense and the IDF examine the main R&D 
budget according to its goals and purpose and the IDF's needs and buildup priorities. 
This, considering its limited resources it allocates to development and armament 
projects, within the financial scope of all defense R&D aspects and their characteristics; 
and including collaboration with MAFAT in the R&D programs it's promoting in Israel and 
abroad and in the defense industries' activity as part of their self R&D. 

 It is recommended that the financial report of the finance department in the Ministry of 
Defense include complete information on the scope of initial development and armament 
carried out by the defense establishment every year. This is part of the methodology for 
mapping all investments in R&D in the Ministry of Defense.  

 It is recommended that the General Staff proceed to influence the R&D work plan, by 
increasing its involvement and oversight with MAFAT's overall R&D activity, using 
determined tools and indexes. It is also recommended that the Planning Directorate and 
MAFAT form agreed-upon rules and principals regarding coordination and control of R&D 
programs with the IDF to reduce gaps between R&D investment and operational needs.  

 It is recommended that MAFAT and the Planning Directorate determine together effective 
evaluation indexes for R&D programs, especially those ready to be completely developed, 
and systematically survey performance regarding R&D, according to the agreed-upon 
indexes, for investigating and concluding. Given the dynamic characteristics of R&D 
programs and the long duration of their executions, it is recommended to perform 
tracking on a multi-annual basis. 
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 It is recommended that the Director-General of the Ministry of Defense establish an 
external forum for MAFAT to examine its R&D activity, including the framework of its 
meetings.  

 It is recommended that MAFAT develop mechanized data systems to manage its activity, 
both R&D programs and complete development projects, including activity performed as 
part of the administrations under its charge. In addition, it is recommended that MAFAT 
share data accumulated in the data system with the bodies dealing in R&D and complete 
development in the defense system, within necessary restrictions.  

 It is recommended that MAPAT regulate its activity, including R&D and required work 
interfaces vis-à-vis the IDF. Due to the reduction in MAFAT's responsibility regarding the 
integration of R&D activity in the defense system, and the control and monitoring thereof, 
it is recommended that the Director-General of the Ministry of Defense and the Chief of 
Staff examine appointing a responsible body to control and track all the activity in this 
area.  

 It is recommended that the Planning Directorate, in coordination with MAFAT, conduct 
staff work to complete the provisions regarding R&D and the required cooperation 
between the IDF and MAFAT. The IDF should include mechanisms designed to increase 
its involvement in the main R&D programs while basing the commitment of all parties 
involved to exhaustion of the R&D planning process and drawing the maximum benefit 
from it. It is further recommended that MAFAT and the Planning Directorate update 
MAFAT's organizational command to express the changes made in its mission, roles, and 
organizational structure. 
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R&D in the defense establishment – follow-up audit's key 
findings  

 

Management of R&D programs in the defense establishment 

Audit chapter 

Deficiencies in 
previous audit 
reports 

Degree to which deficiencies have been rectified 
according to follow-up report 

Not 
rectified 

Slightly 
rectified 

Partially 
rectified 

Considerably 
rectified 

Fully 
rectified 

Overall defense development program 

Overall defense 
development 
program 

MAFAT has not gathered 
data on the R&D plans 
in all of IDF bodies, in 
the Ministry of Defense 
and on self R&D plans in 
the defense industries, 
to present a 
comprehensive defense 
R&D plan to the heads 
of the defense system. 

     

Determining the main R&D budget and management of R&D, and complete development 
data in the defense establishment 

Determining 
the main R&D 
budget 

The main R&D budget 
was determined without 
considering vital issues. 

     

Management of 
R&D and 
complete 
development 
data in the 
defense system 

Considerable gaps exist 
between the various 
reports on overall R&D 
and complete 
development 
expenditures in the 
defense system. 

     

Interrelations in the R&D area between MAFAT and the IDF 

The 
interrelations 
between 
MAFAT and the 
IDF in the R&D 
field 

The R&D interrelations 
between MAFAT and the 
IDF had not been 
sufficiently established, 
organized, and 
systematic, and the 
involvement of the 
Planning Directorate was 
limited. 
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Management of R&D programs in the defense establishment 

Audit chapter 

Deficiencies in 
previous audit 
reports 

Degree to which deficiencies have been rectified 
according to follow-up report 

Not 
rectified 

Slightly 
rectified 

Partially 
rectified 

Considerably 
rectified 

Fully 
rectified 

Effectiveness of 
the main R&D 
programs 

In many cases, the IDF 
chose not to advance 
technological capabilities 
obtained through MAFAT 
to complete 
development projects 
due to the priorities of 
the relevant IDF bodies 
and budget constraints. 
This, without conducting 
tracking by MAFAT and 
the Planning Directorate. 

     

Management and retention of data in MAPAT 

Management 
and retention 
of knowledge in 
MAFAT 

MAFAT did not have 
advanced data systems 
to manage all of its R&D 
activity regarding 
programs and complete 
development projects, 
nor was there a 
consolidated system for 
the technical data 
accumulated during the 
executions of the R&D 
programs. 

     

Regulating of R&D in the defense establishment 

The normative 
foundation of 
R&D activity in 
the Ministry of 
Defense 

A significant part of the 
procedures for MAFAT 
R&D in the defense 
system had not been 
updated for years. There 
were areas in MAFAT 
activity that had not 
been regulated in 
Ministry of Defense.  

     

The normative 
foundation for 
R&D activity in 
the IDF 

The IDF did not have 
General Staff R&D 
regulations, and 
MAFAT's organizational 
order had not been 
updated for a decade. 
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Summary 
The Research and Development in the Defense Establishment of the State of Israel is a 
significant component in building its military might and reinforcing its security. The previous 
audit report noted R&D management deficiencies and the control thereof in the defense 
system, including budgeting and planning regulations and formation of the work plan and the 
interrelations between MAFAT and IDF bodies; means used by MAFAT to manage R&D 
activity; and oversight of this activity by the Chief of Staff. The follow-up audit raised that 
certain deficiencies had been rectified, some to a large extent and others only to a small 
extent. In addition, the IDF and MAFAT continue to strengthen the interrelation between 
them; MAFAT develops and upgrades the data systems supporting its activity, including the 
formation of R&D plans and budget control thereof; the Ministry of Defense has updated two 
regulations that had remained unchanged for years. Furthermore, the follow-up audit found 
that some of the deficiencies had not yet been rectified; for example, the Ministry of Defense 
and the IDF have not performed staff work to determine the main R&D budget considering 
vital issues; MAFAT does not possess data on the overall participation of industries and IDF 
bodies in the R&D plans advanced by it; no systematic tracking of R&D plans is performed 
regarding R&D programs which have reached the pre-development stage and are not 
advanced to development and armament projects to conclude and improve R&D efforts; no 
General Staff provisions have been written in the IDF dealing with R&D or interrelations 
between IDF bodies and MAFAT. Given the centrality of R&D in IDF buildup and the 
considerable resources invested in it, the Ministry of Defense and IDF must rectify the 
deficiencies that have not yet been rectified since the previous audit and optimize R&D efforts 
to achieve its objectives. 



 

 

Israel Defense Forces 

Multi-Arm 
Headquarters Trainer 
(MAMRAZ) 
 
 
 
 

 

Report of the State Comptroller of Israel | March 2022 



 

 



Report of the State Comptroller of Israel | March 2022 

|   59   |  

Abstract  |  M
ulti -Arm

 H
eadquarters Trainer (M

AM
RAZ)   

 

Multi-Arm Headquarters Trainer (MAMRAZ) 

 
The Multi-Arm Headquarters Trainer (MAMRAZ) is a simulation system designed to plan, 
manage, and investigate training and headquarters exercises. The MAMRAZ was designed 
based on a previous simulator system that provided only a partial solution since it was not 
interconnected with other mechanized systems. This gap grew progressively with the 
introduction of various systems requiring network integration. Therefore, MAMRAZ was 
designed to enable headquarters exercises with imaging of the mechanized connection 
between the systems participating in combat. The IDF planned to develop the MAMRAZ in 
2013−2017 and budgeted it in these years mainly from the Operations Directorate, Ground 
Forces, and Air Force budgets. The Operations Directorate defined the operational need for 
MAMRAZ, content development was led by the Information and Communication Technology 
(ICT) Directorate, and the Planning Directorate applied General Staff supervision of the plan 
in this period. Since 2018, no continuation plan has been determined for MAMRAZ, including 
budgets and responsible bodies, causing difficulties in continuing to develop MAMRAZ. With 
the need for training that simulates the complete and current battlefield as much as possible, 
it is essential to complete the development of the contents in the MAMRAZ project.  
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Dozens  
of main 
headquarters 
exercises 

 Number  
of main 
headquarters 
exercises 

 

Approx. NIS 88 
million 

 

conducted based on MAMRAZ 
in the years 2014−2020  

 

 due to the Covid-19 pandemic 
the number of exercises 
conducted in 2020 based on 
MAMRAZ decreased by 57% 
compared to 2018 (the year in 
which the peak number of 
exercises were conducted over 
the last seven years) 

 is the MAMRAZ budget for 
the years 2013−2017: NIS 56 
million development budget 
in the plan + NIS 32 million 
civilian support budget in 
operating MAMRAZ in 
exercises  

 

     

Approx. 45% 
of the interfaces 

 Since 2018 
and onward 

 Approx. NIS 12 
million 

 

developed as part of the 
MAMRAZ plan were not fully 
completed 

 MAMRAZ development is not 
budgeted according to an orderly 
plan 

 of the Air Force budget was 
allocated for developing the 
MAMRAZ-Air Force interface, 
which was not completed 

 

 
Audit actions 

From October 2020 to June 2021, the State Comptroller of Israel audited MAMRAZ, 
mainly its plan for 2013−2017, its development and operation since 2018, its contents, 
and its imaging of the complete battlefield. The audit was conducted in the IDF and the 
Ministry of Defense.  

This report was presented to the Prime Minister and the State Control Committee of the 
Knesset on December 30, 2021. 

By the authority under Section 17(c) of the State Comptroller Law 1958 [Consolidated 
Version] and after considering the government's arguments, consulting with the 
protection of national security information bodies and coordination with the Chairman of 
the Knesset, and since the subcommittee of the State Control Committee failed to 
convene, it was decided to publish this report while imposing confidentiality on sections 
of it. These sections shall not be submitted to the Knesset, nor shall they be published.  

The findings of the audit report and its recommendations are valid as of the above date 
of its presentation.  
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Key findings 

 

Scope of main headquarters exercises – in 2014−2018, the main headquarters 
exercises conducted based on MAMRAZ − increased; however, in 2019 and 2020, there 
was a decrease due to operational events and the Covid-19 pandemic (an increase of 
700% from 2014 to 2018, and then a decrease of 57% in exercise in 2020). 

The MAMRAZ plan budget for 2013−2017 and control thereof – gaps were found 
in the data held by various IDF factors (approximately NIS 38 million according to 
Planning Directorate figures) and the Ministry of Defense (approximately NIS 75 million) 
regarding the actual costs of characterization and development of MAMRAZ and civilian 
support of its operation in exercises. The Planning Directorate did not have complete 
details of the realization of budgets as part of the MAMRAZ plan. It failed to examine the 
scope of the reduced overhead of military manpower that may occur following the 
development of MAMRAZ.  

Control and tracking by the Operations Directorate – 12 years after the MAMRAZ 
operational requirements document was written, it was not updated, despite the changes 
in the requirements and the battlefield that MAMRAZ is supposed to simulate. 

Management of the MAMRAZ plan in the ICT Directorate – the MAMRAZ plan and 
budget, approximately NIS 88 million, was managed by one official in the ICT Directorate 
without the support of any administrative apparatus. Since 2018, the end of the plan, the ICT 
Directorate had no military official familiarized with the system, in charge of MAMRAZ. 
Therefore, the ICT Directorate has not performed any effective control or tracking of the 
activity of the private company that created the MAMRAZ outcomes.  

Development and operation of MAMRAZ since 2018 – since the end of the 
MAMRAZ plan at the end of 2017 and until the audit end date, no designated multi-
annual plan including budget or responsible factors has been made for MAMRAZ.  

Realization of connectivity content in the MAMRAZ plan – at the audit's end date, 
the development of several interfaces −  constituting approximately 45% of the 
interfaces planned had not yet been completed. This is due to malfunctions in 
development management and because the MAMRAZ plan ended at the end of 2017 and 
has not been renewed.  

Realization of applicative content in the MAMRAZ plan – development of a 
particular model has not been completed regarding the field echelons, nor has any 
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investigation capability been developed in MAMRAZ, enabling mechanized comparison 
of exercise data to the data of other systems.  

Imaging of the entire battlefield based on MAMRAZ – despite the understanding 
among senior IDF echelons that systematic development and updating of doctrines and 
capabilities in MAMRAZ can ensure realistic imaging of our forces and those of the 
enemy, gaps exist in this field, such that compromise the system's ability to simulate the 
operational environment properly. The effectiveness of exercises and operational 
improvement obtainable through them are thus compromised.  

 

 

MAMRAZ serves as an essential system for the training of senior IDF headquarters 
– MAMRAZ is of great importance in the multi-branch exercises of senior headquarters in the 
IDF. Due to its being a simulation system connected to their system, it simulates the working 
environment in which they work, in routine and emergencies. From 2014 to	2020, the IDF 
carried out dozens of headquarters training, all using the MAMRAZ. 

 

 
Key recommendations 

 It is recommended that the Planning Directorate perform a periodic assessment to 
examine the degree of savings in costs resulting from the system's development, 
conclude, and improve decision-making regarding the continued management of the 
project.  

 In cooperation with the Operations Directorate, it is recommended that the Planning 
Directorate formulate a new multi-annual plan for the MAMRAZ – reflecting the 
operational requirements document and including periodic tracking of the changes in 
functional requirements. It is recommended that complete MAMRAZ interfaces be 
considered, whether as a plan in itself or as part of another plan dealing with multi-
branch exercises. In addition, it is recommended to determine contents, budget sources, 
schedules, milestones, and management and control mechanisms. In addition, it is 
recommended that in the MAMRAZ continuation plan, the Planning Directorate determine 
a management mechanism to ensure that the branches complete the development 
required of them and provide frequent updating of the system according to changes that 
occur, among other things, like the combat and enemy capabilities. 

 It is recommended that as part of the new multi-annual MAMRAZ plan, an administrative 
mechanism be determined in the ICT Directorate to collect and retain the professional 
knowledge accumulated to avoid dependence on a civilian organization for this matter. 
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It is also recommended that the Planning Directorate, in cooperation with the Ministry of 
Defense, will consider integrating the Administration for the Development of Weapons 
and Technological Infrastructure (MAFAT) as a guide in the process, as defined from the 
outset in the master task document of the MAMRAZ project. Building and budgeting a 
multi-annual plan will enable the continued operation of MAMRAZ, including the update 
of content if the need should arise.  

 It is recommended that the Operations Directorate, as the operational customer, in 
cooperation with the ICT Directorate, verify completion of the investigative capability 
aspired to at the outset, i.e., the ability of comparative investigation of MAMRAZ data 
with data of other systems.  

 It is recommended that the Planning Directorate, in cooperation with the Operations 
Directorate, ICT Directorate, and branches, conduct staff work to suit the organizational 
framework for managing and operating simulation systems in the IDF, among other 
things, by examining how this is done in similar foreign organizations. 
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Summary 
The Multi-Arm Headquarters Trainer (MAMRAZ) serves many users in the IDF and is of great 
importance in multi-branch exercises of the senior IDF headquarters. Since the end of the 
MAMRAZ plan at the end of 2017 and until the audit end date, no designated multi-annual 
plan including budget or responsible factors has been made for MAMRAZ. This is although 
MAMRAZ continues to serve as the main system for simulative training requiring, among other 
things, completion of contents, updates due to changes in the battlefield, and technological 
adjustment for the branch systems. It is recommended that the Planning Directorate, in 
cooperation with the Operations Directorate, ICT Directorate, and branches, formulate a new 
multi-annual plan for MAMRAZ in which, among other things, a management mechanism will 
be determined to retain the knowledge and professional continuity in the ICT Directorate, for 
other future complex long-term ICT projects. 
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Aspects of the Activity of the Military Police 
Criminal Investigation Division –  
Follow-up Audit  

 

The Military Police Criminal Investigation Division (MPCID) is a unit of the IDF designated to 
serve as an investigative body for the detection of military and non-military crimes committed 
by soldiers (regular, conscripted, or reserve) and others subject to it, according to the Military 
Justice Law 1955. The primary roles of the unit are to prevent crime in the army units and 
investigate crimes; operate an intelligence and investigation body for information gathering, 
research, and evaluation; gather and prepare evidence material for the prosecution of 
offenders; and cooperate with the Israel Police parallel investigation bodies. Most of MPCID's 
activity is focused on crimes committed by IDF conscript soldiers, usually without any criminal 
record (at least none significant). This requires its detectives to act with care and sensitivity 
to prevent mishaps and undesirable incidents. This constitutes a challenge for MPCID 
detectives and intelligence coordinators since they are relatively young, usually with no 
significant life experience. 

 

 

23,308 cases 
 3,719 

investigation files 
 
8,923  

handled by the MPCID unit in 
2020 

 opened by MPCID in 2020  involved in MPCID 
investigation in 2020 

 

     

15 Intelligence  
coordinators 

 
7.8% 

 
53.7% 

 

in initial regular service filled 
this role in the intelligence 
section at MPCID bases in 
June 2021 (out of 17 
positions) 

 of total MPCID activity in 
2020 focused on the 
investigation of crime 
associated with weapons and 
firearms 

 of total MPCID activity in 
2020 focused on the 
investigation of drug offenses 
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Audit actions 

In May 2019, the State Comptroller of Israel published a report on the Activity of the 
Military Police Criminal Investigation Division (previous audit). From October 2020 to 
June 2021, the State Comptroller of Israel examined the rectification of the main 
deficiencies noted in the previous audit. The follow-up audit was conducted in the IDF, 
in the unit of the Director of Security of the Ministry of Defense, and at the National 
Center of Forensic Medicine. 

 
Key findings 

 

Staff work regarding the independence of MPCID – in the previous audit, the 
State Comptroller recommended performing comprehensive staff work in cooperation 
with relevant military and civilian bodies to ensure the principles of professional 
investigation so that MPCID can optimally fulfill its mission and roles. It was further 
recommended that the staff work recommendations be presented for review and 
approval by the defense minister. The follow-up audit raised that the IDF had not 
conducted staff work regarding MPCID's independence, and no conclusions were 
presented for the defense minister's review and approval. The need for such review is 
significantly essential in light of the situation report presented by an external team 
regarding the recruitment of sources, according to which examination of topics 
connected with workforce planning is required. 

Segmentation of MPCID investigations in 2020 – according to the segmentation 
of investigations, the ratio of drug offenses investigations is significantly higher than 
investigations in other areas. Although the 2020 MPCID summary indicates of growth in 
the theft of weapons and their parts.  

Annual certifications regarding handling crime scenes – in the previous audit, 
deficiencies were raised regarding the handling of crime scenes by MPCID detectives. 
The Ministry of Defense has decided on performing professional certification for the 
handling of crime scenes. The follow-up audit raised that deficiencies on this matter 
were partially rectified. In 2019, a two-day course was held (instead of the five days 
stated in the MPCID commander's guideline) that did not include most of the compulsory 
material determined in the guideline. In 2020, a three-day course was planned; 
however, according to MPCID, it was never held due to Covid-19 pandemic restrictions. 
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Weapons tester position at the National Headquarters of the Israel Police – 
the previous audit noted that although MPCID had applied to the IDF Manpower 
Directorate to arrange this position, this was not arranged. This deficiency was not 
rectified in the follow-up audit – no weapons tester was employed. In the absence of a 
designated position, during the previous audit, MPCID had placed, by its initiative, a 
weapons tester at the Israel Police National Headquarters in a detective position to fill 
this gap.  

Intelligence Section at MPCID – training of intelligence coordinators – the 
previous audit raised several deficiencies in the training of intelligence coordinators: they 
lacked professional concepts; hence, they did not act in accordance with them, with 
many of them failed at their job. The follow-up audit raised that while the Southern 
District of MPCID assigned a personal mentor to each coordinator; the Northern District 
of MPCID did not prepare any orderly training plan in advance, including the mentors' 
names assigned to coach each of the new coordinators in the district. Even a week after 
the training period had begun, there was still no such plan.  

Intelligence section at MPCID – recruitment of Intelligence sources – the audit 
raised that the sources recruitment team recommended recruiting sources after at least 
two meetings. Still, a new MPCID guideline allows the recruitment of a soldier as a source 
based on one meeting only if he had previously been investigated as a suspect (at MPCID 
or the Israel Police); this, regardless of the investigation results or severity of the crime 
he was suspected of. Even a soldier who was once a suspect, following an intelligence 
information, whether the suspicion had been verified or not, can be recruited as a source 
for MPCID in one meeting only.  

The MPCID mechanized information system – MITCHAM (investigation and 
intelligence processes system) – the previous audit noted that due to recurrent 
malfunctions and lack of synchronization with the Manpower Directorate systems, the 
MITCHAM is not used as a reliable database. The follow-up audit pointed out that the 
MITCHAM remains an outdated, inadequate system aside from a few improvements. In 
addition, the MPCID upgraded the system; however, it is contingent upon Manpower 
Directorate resources for 2021, which had not yet been approved before the audit was 
over.  
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Crime scene kits – in the previous audit, the kits were in poor condition, many with missing 
or faulty equipment items. In the follow-up audit, these deficiencies were rectified: MPCID 
purchased new kits and improved the ongoing maintenance of the crime scene kits.  

Handling of exhibits – the previous audit raised deficiencies in the handling of exhibit rooms 
at four MPCID bases. In the follow-up audit, deficiencies concerning the handling of exhibits 
at MPCID bases were fully rectified and were under frequent supervision.  

Receiving of medical-legal opinion from the National Center of Forensic Medicine 
– the previous audit raised that in about 54% of the cases examined in 2017, the National 
Center of Forensic Medicine did not meet deadlines for submitting of medical-legal reports on 
autopsies of soldiers, which led to a considerable prolonging of MPCID investigations. The 
follow-up audit raised that these deficiencies were considerably rectified. A special team was 
established to handle cases of non-operational fatalities. The team improved work interfaces 
with the National Center of Forensic Medicine and the accuracy of tests conducted for MPCID. 
In addition, the number of cases (from all non-operational fatalities) in which the Center of 
Forensic Medicine met deadlines for submission of medical-legal opinions increased. 

National Fraud Investigation Unit – the previous audit raised that the unit's workforce 
had been cut back, resulting in a considerable decline in the unit's number of fraud 
investigation files. Furthermore, no specific professional training courses were held in MPCID 
for intelligence staff in the fraud investigation area. The follow-up audit raised that the 
deficiencies had been rectified: MPCID had improved the professional level of the unit by 
certificating the detectives, increasing the workforce, and cooperating with other investigation 
bodies enhancing the unit's professional level. All the above have increased the number of 
fraud files handled by the unit.  

MPCID Intelligence – the previous audit noted deficiencies in the professional level of the 
intelligence section, based mainly on conscript soldiers, including training and supervision of 
this section. The follow-up audit raised that MPCID established its intelligence section only on 
regular army personnel to create a professional, experienced and mature intelligence section 
while providing it with specialized training. It was also raised that MPCID improved the 
professional level of base commanders in intelligence, thus strengthening the involvement of 
commanders in this discipline. 
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Key recommendations 

 The State Comptroller of Israel recommends that the deputy chief of staff implement 
professional investigation principles to which MPCID must adhere to optimize its roles 
and activities. Furthermore, it is essential to properly plan and build the unit to ensure 
the stability of the resources vital to MPCID and enable it to perform its tasks at the 
required professional level.  

 It is recommended that MPCID increase its efforts to thwart and prevent other serious 
crimes aside from narcotics crimes, of which repercussions are significant and go beyond 
IDF limits; for example, theft of weapons. It is further recommended that MPCID examine 
whether it should handle new crime fields, such as illegal online activity and cybercrime. 

 It is recommended that the deputy chief of staff consider alternative methods of 
recruiting intelligence sources to reduce drug abuse in the IDF, such as increasing 
commanders' involvement.  

 It is recommended that the Head of the Manpower Directorate and Chief Military Police 
Officer track the implementation of the recommendations given by the committee for 
examination of sources recruitment and verify that explicit metrics have been established 
for examination of the effectiveness of actions performed to promote the intelligence 
section and verify compliance with them. This is in light of the unit's importance and the 
need to maintain its professional level and prevent fatal errors.  

 It is recommended that the MPCID commander maintains professional handling of crime 
scenes and professional certification of the investigators; provide that each intelligence 
coordinator receive training according to the guideline on this matter; enhance the 
professional level of MPCID base commanders in the sensitive area of intelligence and 
recruitment of sources, including the extension of the training undergone by 
commanders to a period longer than three days. 

 It is recommended that the Head of Manpower Directorate recruit intelligence sources 
according to the recommendation of the external team for examination of sources 
recruitment and recruit each intelligence source after at least two meetings. 

 Since the transition to intelligence coordinators in regular service is in its initial stage, it 
is recommended that the commander of MPCID improve the control over one on one 
meetings between coordinator and intelligence source. 

 It is recommended that the Head of the Manpower Directorate put a designated 
advanced information system at the disposal of MPCID to meet the needs of the 
investigation and intelligence section management. 
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The MPCID's annual activities, rate and numbers  
 

 

The State Comptroller's office arranges the MPCID annual activity reports.  

Property, fraud, 
deception & forgery

Operational
 topics

Non-operational
 death

Other topics Weapons &
 !rearms

 Road
accidents

Narcotics

No. of investigations - noted in parentheses2017 2020
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Findings of follow-up audit of rectification of deficiencies 
noted in the previous audit 

 

Audit chapter 
Deficiencies in previous audit 
reports 

Degree to which deficiencies have been 
rectified according to follow-up report 

Not 
rectified 

Slightly 
rectified 

Considerably 
rectified 

Fully 
rectified 

Ensuring the 
independence 
of MPCID 
activity 

MPCID officers expressed their 
concern to the auditing team that 
the participation of senior officers in 
sensitive investigations might harm 
their future promotion.  
The State Comptroller recommended 
undertaking comprehensive staff 
work, including involvement of non-
military bodies, to examine ways to 
ensure MPCID's ability optimize its 
mission and roles. The IDF Military 
Prosecution has joined in this 
recommendation, noting that it 
would be worthy of considering 
reinforcing MPCID. 

    

Investigation 
management 
and exhibit 
handling 

Deficiencies were found in MPCID 
handling of crime scenes, including 
failure to document various details 
from the scene. 

    

Crime scene kits were in poor 
condition, many with missing or 
faulty equipment. 

    

Faulty or partial arrangement of 
exhibit rooms; incorrect handling 
of special exhibits; and 
deficiencies in documenting the 
exhibits. 

    

Outsourced 
services 

The IDF has failed to employ 
weapons tester. In the absence of 
a designated position, MPCID has 
allocated a weapons tester to the 
lab at the National Headquarters 
of the Israel Police in the position 
of an MPCID detective. 

    

Delays occurred in the submission 
of legal-medical opinions from the 
Center of Forensic Medicine to 
MPCID, which led to a 
considerable prolonging of MPCID 
investigations. 
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Audit chapter 
Deficiencies in previous audit 
reports 

Degree to which deficiencies have been 
rectified according to follow-up report 

Not 
rectified 

Slightly 
rectified 

Considerably 
rectified 

Fully 
rectified 

National 
Fraud 
Investigation 
Unit 

In 2017, after organizational 
changes were made in MPCID, a 
considerable decrease occurred in 
the number of fraud files handled in 
the National Fraud Investigation Unit 
compared to an average number of 
files dealt with during 2016–2020. 

    

No specific professional training in 
fraud investigations had been held 
at MPCID, and the fraud detectives 
at MPCID were without 
specialization. 

    

MPCID 
Intelligence 

Deficiencies were found in the 
professionalism of the intelligence 
section, including the training 
process and the supervision of this 
section. 

    

The 
investigations 
and 
intelligence 
processes 
system does 
not 
constitute a 
reliable 
database 

Due to the multitude of malfunctions 
and lack of synchronization with the 
Manpower Directorate systems, the 
system cannot be considered a 
reliable database. 
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Summary 
MPCID is a designated unit for detecting and investigating delinquency and crime within the 
IDF, and it faces many challenges in its activity. MPCID detectives and intelligence 
coordinators, despite their high-quality attributes, are relatively young and usually without 
rich life experience. Nevertheless, they must exercise discretion and highly developed 
emotional capabilities dealing with complex, sensitive situations.  

The findings of this audit indicate that MPCID has rectified many deficiencies noted in the 
previous audit. For example, in the intelligence field, MPCID has enhanced professionalism in 
the section, which is currently based on regular service members only. A new certification 
course has been launched for coordinators, and the involvement of base commanders in the 
intelligence section's activity has been increased. Nevertheless, it is recommended that the 
MPCID commander enhance the training and control regarding the sensitive issue of source 
recruitment.  

Regarding several fields that IDF bodies other than MPCID are in charge of, connected mainly 
with MPCID resources, deficiencies noted in the previous audit were not rectified. Mostly, no 
staff work has been done to examine MPCID's ability to optimize its roles and activities. 

The State Comptroller's office recommends that the deputy chief of staff examine the 
resources vital to MPCID, emphasizing the workforce to perform its tasks with the appropriate 
professionalism in light of its mission and roles. 
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Outsourcing in the IDF  

 
Outsourcing specific activities in the IDF − not including its core activities − means 
transferring these activities to be executed by civilian companies. The IDF uses outsourcing 
as an instrument for implementing its policy − reducing its involvement in managing economic 
activity, thus becoming more efficient. Since the beginning of the 1990s, the IDF has been 
examining ways of enhancing its economic efficiency, among other things, through the 
implementation of outsourcing. Since September 2015, a General Staff Civilianization Team 
has been examining and guiding these processes. Since 2017, the head of the Budget 
Department in the Ministry of Defense and the financial advisor to the Commander in chief of 
the Israel Defense Force have led this team.  

 

55  30  19  2 
activities for 
execution by 
outsourcing, raised 
by IDF branches to 
be considered by the 
General Staff 
Civilianization Team 
in 2016−2019 

 activities for execution 
by outsourcing 
approved by the 
Director-General of 
the Ministry of 
Defense in 
2016−2019 

 outsourcing in the 
various IDF branches 
began in 2016−2020 
(among the 30 
activities approved by 
the Director-General 
of the Ministry of 
Defense)  

 the outsourcing was 
carried out in the 
navy, without 
presenting it before 
the General Staff 
Civilianization Team 
and without the 
Director-General of 
the Ministry of 
Defense approval 

       

NIS 7 
billion 

 NIS 147.5 
million 

 NIS 17.2 
million 

 
0.25%  

the 2019 budget for 
"current, and 
operations, 
administration 
maintenance (OAM)": 
Ground Forces −	3.1 
Air Force − 3.4  
Navy − 0.5 

 the planned annual cost 
of 19 activities 
outsourced:  
Ground Forces (9) − 93.8 
Air Force (9) − 31.3  
Navy (1)	− 22.4  

 the sum of planned 
annual saving from 
performing 
outsourcing:  
Ground Forces − 8.8  
Air Force − 2.3  
Navy	− 6.1 

 the planned ratio of 
budget savings in the 
"current and 
operations, 
administration and 
maintenance" from 
outsourcing:  
Ground Forces − 0.28%  
Air Force − 0.07%  
Navy	− 1.21% 
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Audit actions 

From June 2019 to November 2020, the State Comptroller's office audited, intermittently, 
outsourcing processes of specific activities in the IDF, mainly: regulating the outsourcing, 
examination of outsourcing vessels maintenance in the General Staff Civilianization Team, 
outsourcing processes for the maintenance of two navy vessels, and control by the 
Department of Production and Procurement in the Ministry of Defense (DOPP) as well as 
the Budgets Department in the Navy on this matter. The audit was conducted at the 
Ministry of Defense and the IDF.  

The report was presented to the Prime Minister and the State Control Committee of the 
Knesset on 15.2.21, with the duty of confidentiality imposed on it until discussion in the 
subcommittee of the State Control Committee.  

Under the authority vested in the State Comptroller's Office under Section 17(c) of the 
State Comptroller Law 1958 [Consolidated Version] and considering the government's 
arguments, and after consulting with the bodies in charge of the protection of national 
security information and coordination with the Chairman of the Knesset, and since the 
stated subcommittee failed to convene, it was decided to publish this report while 
imposing confidentiality on parts of it. These sections shall not be submitted to the 
Knesset, nor shall they be published. 

The findings of the audit report and its recommendations are valid as of the above date 
of its presentation. 

 

 
Key findings 

 

The cost of outsourcing in IDF branches – the Ground Forces budget for OAM in 
2019 was NIS 3.1 billion, and the estimated savings from outsourcing was approximately 
NIS 8.8 million per annum, out of about NIS 103 million per annum − the estimated 
cost of execution by the IDF; the Air Force budget in 2019 was − approximately NIS 
3.4 billion, and the savings were approximately NIS 2.3 million out of approximately NIS 
34 million the estimated cost of execution by the IDF; the Navy budget was 
approximately NIS 0.5 billion, and the savings were approximately NIS 6.1 million out 
of approximately NIS 29 million. 

Orders and instructions in the Defense Establishment – the standing order of 
the Ground Forces and procedure of the Air Force do not discuss the examination 
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process in the Budgets Department, and the Director-General of the Ministry of Defense 
may authorize outsourcing. In the Navy, there is no order or procedure on this matter.  

Integration of the examination of insourcing and outsourcing – the IDF General 
Staff, does not have a complete status of insourcing1 examination and optimizing and 
outsourcing activities. Except for the economic examination performed by the Budget 
Department upon renewal of engagement agreements with companies, the General Staff 
does not examine periodically the activities that civilian companies have begun to perform 
for the IDF before the establishment of the General Staff Civilianization Team. 

Examination of the outsourcing of vessel maintenance in the General Staff 
Civilianization Team – the latter has not completed its examination of outsourcing of 
the maintenance of large and small vessels, including Navy maintenance echelons, 
including the painting of vessels which is a comprehensive activity about all maintenance 
content in the Navy. This is contrary to the former head of the IDF Planning Directorate's 
decision that such an examination be made. In addition, at the end of the audit in 
November 2020, the Navy and DOPP had still not presented "insights and conclusions" 
from the outsourcing carried out on maintaining a small2 vessel to the General Staff 
Civilianization Team.  

Outsourcing of activity in the Navy in 2016−2019 – the Navy had not submitted 
for examination to the General Staff Civilianization Team the outsourcing of the 
maintenance of the two small vessels A and B, nor had the Director-General of the 
Ministry of Defense approved it. Nevertheless, the DOPP, whose representative is a team 
member, acted to realize the Navy's procurement requirements for the performance 
thereof and proceeded to engage with civilian companies. It was found that no one in 
the Navy Economy and Budget Department or DOPP had alerted the General Staff 
Civilianization Team and Head of Navy Equipment Division that these should be 
submitted for examination by the team and approval by the Director-General of the 
Ministry of Defense.  

Outsourcing of activity in the Air Force in 2016−2019 – the Air Force had not 
submitted for examination to the General Staff Civilianization Team two outsourcing 
activities regarding spare parts for aircraft and support for ICT systems. This illustrates 
a lack of clarity regarding the content of the Ministry of Defense provision regarding 
renewal of engagement, including a substantial change of content.  

 

 

 
1  In this report, insourcing means the transfer of activity carried out by civilian parties to the IDF. 

2  With the exception of the topic presented in December 2019 by the State Comptroller's office to the Budgets 
Department with regard to the outsourcing of two small vessels A and B without approval by the Team. 
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Instruction by the Head of the Budget Department and Financial Advisor to the 
Chief of Staff – the latter has instructed the branches to submit outsourcing for 
examinations to the General Staff Civilianization Team. 

 

 
Key recommendations 

 It is recommended that the Ministry of Defense and the IDF consider setting annual 
objectives for the scope of savings achieved through outsourcing, the scope of financial 
planning and execution of outsourcing, and improvement in operational ability or level 
of service in each branch, track the fulfillment of these objectives and, according to the 
results, examine the profitability of continued outsourcing of these activities in the IDF. 

 It is recommended that the Budget Department and Planning Directorate examine, every 
year, the sums saved by the branches following the outsourcing and determine financial 
criteria for budgeting the branches if they have succeeded in optimizing and consider 
awarding them a General Staff prize. This is to motivate the branches further to take the 
initiative and conduct outsourcing processes, and thus increase efficiency in the IDF. It 
is additionally recommended that the Budget Department regulate the branches report 
of the outsourcing costs presented to the General Staff Civilianization Team, in an orderly 
and timely manner including a sums hierarchy of execution of which significant 
differences between the planned and actual costs shall be reported. 

 It is recommended that the General Staff Civilianization Team form a framework for 
examining outsourcing satisfaction, within the branches, through surveys, their analysis, 
and drawing of general and specific inter-branch conclusions. In addition, the branches 
shall present to the Team the stated findings for periodically examination, among other 
things, for tracking and control, by the General Staff, regarding the outcomes obtained 
and the nature of the operational solution. 

 It is recommended that the General Staff Civilianization Team require the branches to 
present periodic examinations of the outsourcing performed to improve conclusions 
drawing and their future outsourcing implementation and increase economic efficiency 
and provision of an operational response through them. Further, the examinations must 
be published for mutual learning among all IDF branches. 

 It is recommended that the Director-General of the Ministry of Defense and General Staff 
Civilianization Team form a hierarchical model according to engagement sums and 
substance of changes in management concept or work content in existing outsourcing. 
Regarding small or less substantial sums, it is recommended to authorize the branches 
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to continue with the outsourcing and consider an alternative mechanism of reporting 
these cases to the Team. This is to allow management flexibility and encourage the 
branches to optimize through outsourcing. 

 It is recommended that the Ministry of Defense and IDF properly define outsourcing 
activity in Ministry of Defense Instructions and General Staff Orders, including reference 
to new activity hitherto performed in the IDF, and regarding distinguishing between 
outsourcing and assistance activity, to the extent that such exists. 

 It is recommended that the IDF consider General Staff control, regarding the proper 
answer it requires as well as economic efficiency in both insourcing and outsourcing, 
including the need to determine a body to coordinate the two; and organize periodic 
examination by the General Staff concerning the profitability of outsourcing begun before 
the establishment of the General Staff Civilianization Team. 

 It is recommended that IDF branches and General Staff departments, in coordination 
with the General Staff Civilianization Team, map out the activities performed through 
civilian companies, and examine which of them constitute outsourcing and require that 
the Team discuss and refer them to the Director-General of the Ministry of Defense for 
approval. In addition, it is recommended that the Ministry of Defense examine optimal 
methods of control, including those required in the computerized procurement system, 
to identify any activity that constitutes outsourcing. 

 

 

Process for outsourcing 

Budget Department presentation on examination and guiding privatization moves in the IDF 

since March 2017, arranged by the State Comptroller's office. 
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Summary 
In light of the importance of optimizing the IDF in general and primarily through outsourcing 
and to optimize the processes of initiating, examining, and guiding outsourcing in the Defense 
Establishment, the Ministry of Defense and IDF should work together on rectifying the various 
deficiencies raised in this report and strengthen and optimize its control mechanisms. This is 
most valid during a period of economic efficiency such as is expected to occur in the Defense 
Establishment in the coming years. 
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Preparedness for Damage to Hazardous 
Materials Facilities during Combat Events 

 
Throughout the State of Israel, there are thousands of facilities where hazardous materials 
(HAZMAT) are stored. Some of them are located  near dense population centers. These 
facilities are under security threats dealt with by the state. A HAZMAT incident may be a leak, 
fire, spill, or release of hazardous materials that were not designed to be carried out in the 
normal processing or production process. A HAZMAT incident may occur, among other things, 
due to combat, constituting a hazard to human life and the population's health in its 
surroundings. In addition, such events might destroy buildings, vital national infrastructure, 
and cause environmental harm, including air pollution to residential areas, agriculture, and 
water. A HAZMAT incident might undermine the functional continuity of the economy, for 
example, in the evacuation of the population, disruption to the operation of vital 
infrastructures, and blocking of main transportation routes. The risk of severe economic 
damage due to a HAZMAT incident should be added to all of these.  
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Approx. 
3.2 

 

3,700 

 

hundreds 
 Approx. 
USD 4.5 
billion 

million inhabitants in 
Israel (maximum 
assessment) live in 
areas1 in which there 
is a risk of harm to 
health for 
unprotected people 
in open areas during 
a HAZMAT incident2 

 number of HAZMAT 
holders of which the 
Home Front 
Command (HFC) is 
in charge of reducing 
the impacts of a 
HAZMAT incident in 
their facilities during 
combat 

 hits of missiles and 
rockets expected 
during combat on 
civilian home front in 
Israel according to an 
analysis performed by 
the HFC in July 2016 
regarding the IDF's 
reference scenario for 
the home front 
 

 is a financial damage 
assessment of the 
HAZMAT incident in 
the port of Beirut, 
Lebanon in August 
2020 according to 
online publications 

       

25%  6  30 – 40  12%  
rate of HAZMAT 
holders who have 
not reported of their 
possession to the 
HFC in 2019 (921 out 
of 3,686 holders) 
according to HFC 
reports, in 2020 this 
rate was – 2%  

 

 out of nine fire 
stations with HAZMAT 
units are not in 
compliance with the 
training objective 
determined by the 
National Fire and 
Rescue Authority 

 minutes is the response 
time of the National Fire 
and Rescue Authority's 
HAZMAT unit in a 
HAZMAT incident 

 rate of firefighters in 
the National Fire and 
Rescue Authority with 
HAZMAT monitoring 
capability (200 out of 
1,681 firefighters) 

 
Audit actions 

From November 2019 to October 2020, the State Comptroller's office conducted an audit 
on preparedness for damage to HAZMAT facilities during combat events. Actions to 
complete the audit were performed until December 2020. The audit was conducted in the 
Home Front Command (HFC), the National Emergency Authority, the Israel Fire and 

 
1  In proximity to population threatening facilities (protected) and in proximity to facilities with potential risk to the 

population (that do not require protection). 

2  This assessment encompasses all inhabitants within all risk areas, including inhabitants counted several times due 
to overlap of risk areas of various facilities. 
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Rescue Services, the Israel Police, the Ministry of Environmental Protection, the National 
Cyber Directorate, and the National Security Council. Supplementary examinations were 
performed in the planning and intelligence departments in the IDF.  

This report was submitted to the prime minister and the State Control Committee of the 
Knesset on May 30, 2021. Confidentiality was imposed on the report until the 
subcommittee of the State Control Committee of the Knesset convened.  

Under the authority given to the State Comptroller under Section 17(c) of the State 
Comptroller Law 1958 [Consolidated Version] and taking into account the government's 
arguments, and after consulting with the bodies in charge of the protection of national 
security information and coordination with the Chairman of the Knesset, and since the 
stated subcommittee failed to convene, it was decided to publish this report while imposing 
confidentiality on sections of it. These sections shall not be submitted to the Knesset, nor 
shall they be published. The findings of the audit report and its recommendations are valid 
as of the above date of its presentation. 

 

 
Key findings 

 

Update of the IDF reference on home front threat – the current threat reference 
to the home front is valid from 2016, according to which tens of thousands of missiles 
and rockets3 or other weapons are expected to be fired on the Israeli home front from 
countries and hostile elements, as part of a multi-front war. The IDF planning 
department has not yet finished forming the reference threat to the home front, and 
the National Emergency Authority has not yet finished updating the aggregate reference 
threat to the civilian arena, among other things, since the IDF has not yet approved the 
reference threat to the home front. 

Preparation of an aggregate risk survey – the Ministry of Environmental Protection 
has not yet completed the second stage of the aggregate risk survey for Haifa Bay, 
dealing, among other things, with the war scenario.  

Unmanned aerial vehicle (UAV) threat – specific gaps were found. 

Preparedness for cyber threats – except for a reference scenario prepared once a 
year by the National Cyber Directorate for critical national infrastructures (as stated to 
the State Comptroller's office), the National Cyber Directorate and Ministry of 

 
3  Ground to ground missiles, ground to ground rockets, and mortar shells. 
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Environmental Protection have not prepared a reference scenario for the cyber threat 
about facilities holding HAZMATs that are not critical national infrastructure bodies.  

Update of toxins permits – in 2018−2020, the Ministry of Environmental Protection 
renewed 21 toxin permits (in 2015 it renewed another permit) out of hundreds of 
applications from holders of HAZMAT to update their toxins permit, from the aspect of 
quantities or materials. This, without the HFC reviewing applications that include 
additional quantity or change in the type of HAZMAT at the facility that require the check 
of protection requirements in the facility, thus without complying with the information 
procedure.  

The establishment of a National HAZMAT System – the Ministry of Environmental 
Protection's has been working to establish the national HAZMAT system for about 14 
years, since the publishing of the Shafir Report in 2007, which was adopted by the 
Ministry of Environmental Protection. Moreover, at the audit end, even though a pilot for 
the system had begun in 2019−2020, the system had not yet been completed, and no 
schedule for its establishment was determined.  

Fitness of HFC battalions – the HFC does not have complete data on the battalions' 
fitness in a rescue in a HAZMAT incident outline, according to all fitness components of 
this outline required to determine the scope of training and exercises of the forces to 
maintain their operational fitness.  

Preparedness of National Fire and Rescue Authority forces for handling 
HAZMAT incidents – six out of nine firefighting stations with HAZMAT units do not 
comply with the training objective determined for firefighters to handle HAZMAT 
incidents, and only 200 out of 1,681 firefighters have HAZMAT monitoring capability. In 
addition, the initial response time of regular firefighting teams set by the National Fire 
and Rescue Authority as an objective in HAZMAT incidents as well (up to 15 minutes) is 
longer than that commonly accepted abroad (seven minutes) and contingent upon the 
establishment of additional firefighting stations.  

Preparedness of police forces for dealing with HAZMAT incidents – there is 
concern that the police, which have an essential role in rescuing injured from HAZMAT 
incident zones, will not be available for rescue operations at the required schedule 
according to HFC commands.  

Regulating emergency teams – regulating the obligation of HAZMAT holders to 
maintain emergency teams is based on the toxins permit rather than mandatory 
regulations. Furthermore, toxins permits given to plants holding HAZMATs stipulate that 
the emergency team include at least two people, irrespective of the size of the plant, its 
classification, and the degree of risk to the population and the environment.  

Participation of local authorities in National Fire and Rescue Authority training 
– in 2017–2018, no local authority has participated in the training provided by the 
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National Fire and Rescue Authority. In 2019 only three authorities participated in the 
training.  

 

 

Comparison of data in the Ministry of Environmental Protection and the Home 
Front Command regarding HAZMAT holders – the State Comptroller's office 
performed a computerized comparison between the data in the Ministry of Environmental 
Protection database and the HFC regarding 278 HAZMAT holders, classified by the Ministry 
of Environmental Protection as Level A – the highest level of risk to humans and 
environment. The examination noted negligible differences between the data found in the 
Ministry of Environmental Protection databases and the Home Front Command regarding 
39 HAZMAT4 holders, that do not affect the need for protection of the facilities. 

 

 
Key recommendations 

 It is recommended that HFC examine from time to time the data on the threat of UAVs 
and its implications regarding HAZMAT plants in various areas of Israel, especially those 
defined by HFC as holding population-threatening HAZMATs and those defined as a 
potential risk to the population. This is to determine the suitable protection for them and 
thus reduce the risk of HAZMAT incidents due to direct hits by armament launched from 
UAVs.  

 It is recommended that the National Cyber Directorate prepare a national level reference 
scenario. Accordingly, the Ministry of Environmental Protection should prepare a 
reference scenario regarding HAZMAT plants cyberattacks, thus optimizing their 
preparedness. If needed, they may seek assistance from the National Emergency 
Authority and the IDF in preparing the reference scenario. 

 It is recommended that the National Emergency Authority and the Ministry of 
Environmental Protection complete a consolidated guideline to improve the coordination 
and cooperation in dealing with HAZMAT incidents. As part of forming the consolidated 
national guideline, it is recommended to consider reducing regulation and consolidating 
authority.  

 The Ministry of Environmental Protection should submit by the regional HAZMAT 
superintendents to HFC all applications to change HAZMAT type or additional amounts 
of HAZMATs held by them. Thus ensuring compliance with the work procedures between 

 
4  The data on the remaining facilities are the same. 
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the Ministry of Environmental Protection and HFC, not to issue any toxin permits without 
the HFC review.  

 It is recommended that the National Fire and Rescue Authority, in cooperation with the 
Ministry of Public Security, examine its overall preparedness, including response time to 
HAZMAT incidents, and closing of operational gaps in detecting, identifying, and 
monitoring, and thus responding to HAZMAT incidents with emphasis on incidents during 
combat. 

 

 
Areas of responsibility of the main bodies dealing with HAZMAT 
incidents 

Source: State Comptroller of Israel. 

 

 
  



Report of the State Comptroller of Israel | March 2022 

|   93   |  

Abstract   |  Preparedness for D
am

age to H
azardous M

aterials Facilities during Com
bat Events 

 
Summary 
Preparedness for damage to HAZMAT facilities during combat requires coordination, 
cooperation, and preparation from many different bodies. This audit found deficiencies in the 
bodies' preparedness for emergencies and dealing with HAZMAT incidents in real-time. The 
State Comptroller's office sees the importance of rectifying the deficiencies while 
implementing the recommendations noted in this report to reduce as much as possible the 
risks posed by HAZMAT incidents caused by acts of war and the damage caused by such 
events. All bodies involved should rectify the deficiencies, each under its responsibility. And 
the Ministry of Environmental Protection the national professional as a guide on HAZMAT 
affairs, should monitor the needed rectifications noted in the report. 
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The Institute for Intelligence and Special 
Operations (Mossad) 

Audit actions 
The State Comptroller conducted an audit of a certain area in the Institute for Intelligence 
and Special Operations (Mossad). However, for reasons of state security, and pursuant to 
Section 17(c) of the State Comptroller Law 1958 (Consolidated Version), the State Comptroller 
has decided not to submit this to the Knesset nor publish this report.  
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The Israel Atomic Energy Commission 
(IAEC) 

Audit actions 
The State Comptroller conducted an audit of a certain area in the Israel Atomic Energy 
Commission (IAEC). However, for reasons of state security, and pursuant to Section 17(c) of 
the State Comptroller Law 1958 (Consolidated Version), the State Comptroller has decided 
not to submit this to the Knesset nor publish this report.  
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Acquisition of a Dedicated Aircraft for the 
Use of Heads of State 

 

Today, the prime minister uses civilian aircrafts leased from one of the airlines, and the state 
president flies on commercial flights. In April 2014, in light of gaps in communication and lack 
of optimal aircraft security, the Goldberg Committee recommended1 the acquisition of a 
dedicated aircraft for the use of the president of the state and prime minister (heads of state) 
while on duty and the recommendation was approved by a government decision. In August 
2015, the Security Cabinet (the Cabinet) decided that the Prime Minister's Office would 
characterize a dedicated aircraft for the use of heads of state and purchase the aircraft 
through a tender initiated by the Ministry of Defense. The Cabinet approved a budget 
estimation for the aircraft's acquisition, transformation, maintenance and operation for five 
years (the Project). It was further decided that the Prime Minister's office would own the 
aircraft and that the Air Force would fly it. In September 2016, the Ministry of Defense signed 
an agreement with Israel Aerospace Industries (IAI). The agreement covers the acquisition 
of the aircraft, various installations, its operation and maintenance, and subsequently, the IAI 
started the works.  

  

 
1  In December 2013 the government of Israel decided to establish a public committee to examine all the aspects 

related to acquisition of an aircraft dedicated for air transport of the heads of state, including economic and security 
aspects. Following the decision, the prime minister appointed a committee headed by former justice Eliezer 
Goldberg. The committee included two other members.    
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Approx. NIS 

152 million 

 NIS 729 
million 

 NIS 590 
million 

 

(USD 40 million) the price 
representing the economic 
viability of the acquisition and 
conversion to a dedicated 
aircraft (according to a study 
conducted by the Ministry of 
Finance in 2011) 

 estimation of the project 
budget approved by the 
Cabinet in August 2015, out of 
which NIS 393 million was 
allocated for the acquisition 
and conversion of the aircraft, 
including infrastructures 
(foundation phase)  

 project's budget based on the 
government decision from 
August 2016, including NIS 
140 million for changes and 
unexpected expenses 

 

     

100–120  
 NIS 5.2 
million 

 June – July 
2021 

 

the number of passengers the 
aircraft can carry, according 
to the requirement made in 
2010. Compared to 61 − the 
maximal number of 
passengers who joined the 
prime minister on flights 
between 2010 and 2013   

 estimation of an average flight 
cost of the heads of state 
aircraft (taking into account 
foundation costs). Compared to 
the average flight cost of the 
prime minister between 2015 
and 2019 – NIS 2.5 million 

 the estimated delivery time of 
the aircraft as of March 2021 
(58−59 months from placing 
the order). Compared to 
September 2018 (24 months) 
− the original estimated 
delivery time according to the 
agreement 

 

 
Audit actions 

From February 2019 to March 2020, the State Comptroller of Israel examined, among 
other things, the following subjects: preparation work before the Goldberg Committee 
and towards the approval of the project by the Cabinet and its approval by the cabinet; 
conversion phase security aspects and the response definition to cyber threats; 
determining the project budget; project changes and their cost; execution of the project's 
budget vs. planning and meeting timetable deadlines until the aircraft delivery. The audit 
was conducted in the Prime Minister's office, National Security Council, Ministry of 
Defense, Air Force, IAI, General Security Service, and the Ministry of Finance. 
Supplementary audits were conducted by October 2020, and some data were updated 
by March 2021.     

This report was submitted to the prime minister and the Knesset State Control Committee 
on May 30, 2021. Confidentiality was imposed on it until the subcommittee of the State 
Control Committee of the Knesset convened.     
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Under the authority vested in the State Comptroller under Section 17(c) of the State 
Comptroller Law 1958 [Consolidated Version] and taking into account the government's 
arguments, and after consulting with the bodies in charge of the protection of national 
security information and coordination with the Chairman of the Knesset, and since the 
stated subcommittee failed to convene, it was decided to publish this report while 
imposing confidentiality on sections of it. These sections shall not be submitted to the 
Knesset, nor shall they be published. 

The findings of the audit report and its recommendations are valid as of the above date 
of its presentation. 

 
Key findings 

 

Determining the aircraft's characterization, ownership, and the entity flying 
it before the presentation to the Goldberg's Committee − no documentation was 
found of the preparation work conducted by the Prime Minister's office in 2010 for the 
main project requirements settings, such as direct flight range, aircraft's model and age 
and the requirement it can carry 100−120 passengers, which is 64%−97% higher than 
the maximal number of passengers who boarded the prime minister's flights between 
2010 and 2011 (61 passengers). The National Security Council pointed out to the 
Goldberg Committee the need to carry 150−200 passengers on board which was higher 
than the requirement made by the Prime Minister's Office and 146%−228% higher than 
the maximal number of passengers who boarded the prime minister flights between 
2010−2013 (61 passengers), without providing any explanations for the gaps above. 
Moreover, the Prime Minister's Office did not examine potential alternatives concerning 
the ownership of the aircraft and the entity that would fly it before announcing in 2012 
that the aircraft would be owned by the state and flown by Air Force pilots. Following 
additional implications raised by the Civil Aviation Authority of Israel and the Military 
Advocate General Office, the Prime Minister's Office and the National Security Council 
validated the announcement in early 2013 without any proof of its examination. The 
main requirements set by the Prime Minister's Office in 2010 (range of direct flight, 
number of passengers on board, and the aircraft's interior configuration) were not 
examined as part of the decision-making process conducted in the following years. 

Presenting the costs of the dedicated aircraft to the Goldberg Committee and 
the Cabinet − the Ministry of Defense presented to the Goldberg Committee the 
estimated cost of aircraft acquisition and conversion (without operational costs) at 
approx. USD 70 million, however, this estimation did not include VAT, and the cost of 
initial investment required if the aircraft is operated by the Air Force (approx. USD 6.5 
million). The National Security Council that compared and examined these project 
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estimations costs − by the Ministry of Finance's team and by the Ministry of Defense's 
team − and presented the findings to the Committee did not emphasize the fact that 
the cost estimations conducted by the two teams were not comparable due to the VAT 
component. In addition, the National Security Council did not indicate to the committee 
whether the target cost it stated (USD 50 million) includes VAT or not and whether it 
includes the cost of initial investment required if the Air Force operates the aircraft.  

It was found that even though the Goldberg Committee recommended the acquisition 
of a dedicated aircraft for the use of the heads of state with a recommendation to reduce 
the costs presented in the summary of the Ministry of Defense's team, the costs that the 
Cabinet eventually approved, approx. NIS 729 million was NIS 137 million higher than 
the costs presented to the Committee by the Ministry of Defense's team. The National 
Security Council did not emphasize this fact to the Cabinet. Moreover, the presentation 
to the Cabinet by the National Security Council was not updated in terms of estimation 
of the total cost of the aircraft and the figures included in the presentation and in the 
motion the National Security Council submitted to the Cabinet regarding the acquisition 
of the aircraft were not comparable – the costs included in the presentation were 
presented in USD, they did not include VAT, while the costs included in the motion were 
presented in NIS and included VAT. The members of the Cabinet did not mention the 
gaps related to the costs during the discussion held at the Cabinet 

Presenting additional aspects to the Cabinet − As part of the presentation to the 
Security Cabinet, the National Security Council mainly emphasized the security 
importance of a dedicated aircraft for the use of the heads of state regarding the need 
to secure the aircraft and to maintain ongoing secure satellite communication during 
flights. The Goldberg Committee discussed these topics, and pointed out specific gaps 
that justified the acquisition of a dedicated aircraft. Nevertheless, the National Security 
Council did not specify to the Cabinet several substantial security aspects, and the 
members of the Cabinet did not discuss them: response to security threats known at the 
time, gaps and capabilities related to a specific security aspect, and the security 
responsibility about the conversion phase. Moreover, additional subjects were not 
presented at the Cabinet, such as aircraft configuration, the implications of acquiring a 
20 years old aircraft, as opposed to a newer one, the potential alternatives related to 
aircraft's ownership, the entity that flies it, its regular parking location, their implications 
and costs. 

Determining security aspects − the Security Department in the Prime Minister's 
Office and the Protective Security Department in the General Security Service defined a 
substantial part of the security requirements − estimated at about NIS 92 million − only 
after the Project's approval by the Cabinet, just before the publishing of the tender and 
even during the tender phase (before submission of proposals). In addition, the tender 
clause according to which during the conversion phase, the Director of Security of the 
Defense Establishment (D.S.D.E) will guide the winning company regarding the security 
aspects, was accepted without a systemic examination by the relevant bodies, including 
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the D.S.D.E, the General Security Service and the Security Department of the Prime 
Minister's Office, regarding the D.S.D.E's suitability to undertake such a responsibility. 
Furthermore, these bodies did not specify the implementing process of a particular 
security aspect before publishing the tender, even not during the tender phase.  

Defining the response to cyber threats before Project's approval and during 
the tender phase − two weeks before the Project approval by the Cabinet, the General 
Security Service defined only an initial and general response related to protection against 
cyber threats. Moreover, representatives of a Technological Unit in the General Security 
Service, experts in this area, were not involved in the Project before its approval by the 
Cabinet and became involved only after the tender phase − in early 2017. In addition, 
the tender included only general requirements in this area. 

Updating the Project's Budget − the estimation of costs presented to the Goldberg 
Committee in 2014, based on a calculation of five years of operation, was NIS 592 million; 
the Cabinet approved in August 2015 a cost of NIS 729 million; and the government 
approved in August 2016 a cost of NIS 590 million based on the tender results, Air Force 
costs estimation and the Prime Minister's summary from June −	July 2016. 

The work process conducted by the Prime Minister's Office for the government approval 
of a budgetary supplement of NIS 40 million in August 2016, led to the approval of the 
budget of NIS 590 million in comparison with the budget approved by the prime minister 
in July 2016, based on the tender's results (NIS 550 million), was not carried out in a 
structural, orderly manner. The Prime Minister's Office did not specifically define the 
changes in aircraft's configuration and interior design, and did not examine their cost vis 
a vis their benefits and necessity.  

Project Changes during the conversion phase and their costs − it was found that 
most of the first block of changes2, in the cost of NIS 47 million, were configuration and 
design related, although, they were included in the tender. Furthermore, after the first 
block of changes was agreed upon, the General Security Service and the Prime Minister's 
Office added additional changes to the second block,3 in the cost of NIS 13 million. Some 
of these changes could have been included in the first block. This led to inefficiency that 
required, among other things, replanning, additional negotiations, and further delay in 
the schedule.  

Timetable for aircraft delivery − the initiative to acquire an aircraft for the use of 
heads of state started in 2010. Following over a decade, as of March 2021, the aircraft 

 
2  The "block" of changes refers to a list of additions and changes that the Ministry of Defense agreed on with IAI 

following the Prime Minister's Office demand and approval and following the completion of the negotiation with IAI. 
The first block of changes, which was finalized in June 2017, mainly consisted of changes in aircraft's configuration 
and interior design as well as changes related to communication and security.   

3  The second block of changes, which was finalized in May 2018, mainly consisted of changes related to defense as 
well as the addition of a shower.   
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purchased for this purpose in 2016 still has not been delivered to the Prime Minister's 
Office, and heads of state have not started using it.   

As of March 2021, there has been a delay of approx. 34−35 months in the expected 
delivery time, compare to the timetable agreed upon with IAI, (24 months from placing 
the order as opposed to 58−59 months). The delay was caused, among other things, by 
the following reasons: multiple changes in aircraft's interior design and decision-making 
delays by the Prime Minister's Office regarding finishing materials and shades − key 
factors that led to delays in planning, manufacturing, and supply of equipment items; 
IAI's commitment to unfeasible delivery times in the agreement and its updating 
following the first and second blocks of changes; IAI's underestimation regarding 
installing equipment in the aircraft, and delayed submission of materials and reports 
needed for licensing to the Civil Aviation Authority of Israel; IAI's inability to reduce its 
delivery time; meeting strict security requirements due to the shifting of responsibility 
for aircraft's security to the Security Department in the Prime Minister Office; and the 
impact of Covid-19 pandemic.  

Cost of average flight − the cost of an average flight in the heads of state aircraft 
(including foundation, transformation, and capital costs) is expected to be 108% higher 
than the cost of an average flight in a leased civil aircraft, as is customary at present 
(approx. NIS 5.2 million vs. NIS 2.5 million). 

Insurance coverage − the planned insurance coverage for the aircraft is lower than 
the cost of the foundation. The insurance coverage is for up to USD 60 million, i.e., NIS 
204 million4. At the same time, the cost of the aircraft, including IAI's foundation cost 
and the various systems, is estimated at NIS 382 million. 

 Implementation of Project's Budget − as of July 2020, before the end of the 
conversion phase, the remaining budget, given the Department of Production and 
Procurement's (DOPP) estimations regarding additional expected expenses, is only NIS 
2.4 million for unexpected expenses required for aircraft's operation for five years. 
Moreover, given estimates and assessments related to additional expenses from an 
external budget, it seems that the Project's cost will be NIS 7.7 million higher than the 
budget approved by the government − NIS 590 million and that there is potential for an 
additional cost due to an IAI's financial claim following the freezing of the Project as a 
result of the Covid-19 pandemic from mid-March 2020 to end of August 2020. 

  

 
4  Based on an exchange rate of 3.4 NIS to 1 USD.  



Report of the State Comptroller of Israel | March 2022 

|   115   |  

Abstract  |  Acquisition of a D
edicated Aircraft for the U

se of H
eads of State 

 services provided to them
 – follow

-up audit  

 

   

Significant improvements at the level of security including protecting the aircraft  and its 
information security, communication, control, conditions, services provided, and availability, 
are evident in the heads of state aircraft compared to the current situation (leasing civil 
aircraft).  

This Project reflects the advantages of a tender process as a competitive process aiming to 
reduce costs and use public resources efficiently − it reflected a reduction of about NIS 268 
million in the supplier's share (IAI) in the Project compared to the budgetary estimation 
approved by the Cabinet (NIS 379 million5 vs. NIS 657 million). The overall budget set for the 
Project in July 2016 (NIS 550 million) reflected a reduction of approx. NIS 180 million 
compared to the budget estimation approved by the Cabinet (NIS 729 million), among other 
things, due to the tender process. 

  
Key recommendations 

 It is recommended that the Prime Minister's office, the National Security Council, and the 
Ministry of Defense draw conclusions from a project that lasted for more than a decade 
from its initiation and for five and a half years from the tender date and ensure the 
shortest possible time for handling future projects of public and security importance. It 
is further recommended that the bodies above provide a realistic timetable for future 
projects, considering the project's complexity, the impact of changes, and the opinion of 
the relevant professionals and that the timeline allows for appropriate monitoring of the 
project's progress. 

 Regarding national projects that cost hundreds of millions of NIS, and primarily complex 
projects, in particular, the Prime Minister's Office should complete preparation work in 
collaboration with the relevant professional entities to allow regulated decision-making 
processes and specification of requirements that answer relevant needs. The Prime 
Minister's Office and the National Security Council should document all the project 
decisions and their process. 

 The Ministry of Defense and the National Security Council must ensure that complete, 
updated, and comparable data are presented throughout the project's phases, 
considering previous public committees recommendations, if appointed, thus public 
committees can recommend an appropriate modus operandi, and decision-makers, 
government and Cabinet, will be able to make decisions based on a complete factual 
basis. In addition, it is recommended that the National Security Council analyze 

 
5  With the exclusion of insurance costs that were excluded from the tender and estimated at approx. NIS 10 million.     
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alternatives for substantial issues, and their implications on economic and operational 
aspects, and present its findings to the Cabinet to support their decision-making. 

 The General Security Service, the D.S.D.E, and the Security Department in the Prime 
Minister's Office should, as much as possible fully specify future projects concerning 
security requirements before its approval and, indeed, before the tender publishing. It is 
further recommended that these bodies divide the responsibilities and the work 
processes toward the project's implementation collaboratively and based on a systemic 
view from the project first phase. 

 Integrating the Technological Unit of the General Security Service into security-national 
projects such as the dedicated aircraft project from the very first phases is 
recommended. 

 It is recommended that the Prime Minister's Office ensure that the work process for 
setting budgetary supplements for substantial changes in future projects is conducted in 
coordination with the Ministry of Finance and carried out based on a regulated manner, 
including the examination of timetables and budget, to allow well-founded decision 
making. 

  
Main events from 2010 to expected time of aircraft delivery 

 

Cour 
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Project's budget – planning vs. actual execution (in million NIS) 
 

*     Estimation of costs as was approved by the Cabinet.  
**    In accordance with D.O.P.P documents. 
***   Refers to budget for unexpected expenses approved in July 2016 (without budgetary supplement).     
****  Including D.O.P.P's estimations of additional expected expenses before negotiation 

  



  

 

|   118   |  

Acquisition of a Dedicated Aircraft for the Use of Heads of State 

 
Summary 
Acquisition of a dedicated aircraft for the use of the heads of state is a unique primary and 
complex project that includes multiple aspects, including security, developmental, 
technological, national, and regulatory aspects. Moreover, the project involves multiple 
entities, which do not necessarily have any experience in handling aviation projects.  

This audit found some deficiencies related to the preparation works to support decision 
making from 2010 to the time of approval by the Cabinet, especially regarding cost estimation, 
determining aircraft's characterizations and main requirements, specification of security 
requirements, and security coordination amongst the entities involved in the first phases of 
project's execution. In addition, following the completion of the tender, some changes were 
made to the project. These changes affected the Project's budget and caused inefficiencies 
that led, among other things, to replanning, further negotiations, and delays.  

As of March 2021, more than a decade after the Prime Minister's Office initiated the acquisition 
of aircraft, it still has not been delivered to the Prime Minister's Office, and the heads of state 
have not started using it.  

In light of the deficiencies found in this report, it is recommended that, the National Security 
Council, the Prime Minister's Office, the General Security Service, and the Ministry of Defense 
optimize their preparation work before decision-making and their preparedness for the 
execution of future projects.  

The decisions presented to the Security Cabinet, such as the heads of state aircraft project, 
are of national-security importance and involve substantial financial costs. It is appropriate 
that members of the Cabinet make decisions based on a thorough examination of information 
and comprehensive data presented to them. 
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Restitution of the Rights and Property of 
Holocaust Victims and Survivors 
Confiscated in European Countries during 
the Rule of the Nazis and their Accomplices 

 

From 1939 to 1945, approximately six million Jews were murdered in the Holocaust, and 
about four million Jews survived its horrors (the survivors). The assets and rights owned by 
the Jews who lived in Europe on the eve of the outbreak of World War II consisted of private 
and communal property (the Jewish property). The Nazi regime and its accomplices 
confiscated most of the assets. After World War II, residents in the various countries of Europe 
looted some of the property; assets were either nationalized or realized by the government 
of the stated countries, and funds remained unclaimed in banks and insurance companies, 
with no effort made to locate heirs. At present, 75 years after World War II, a great deal of 
property belonging to the approximately 10 million Jews who lived in European countries until 
1938, is still in possession of civic and government bodies in Europe, including financial 
corporations and individuals. In 2007, the Ministry for Social Equality (under its previous 
names) was put in charge of handling the restitution of Jewish property.  
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Approx. 
400,000 
Holocaust 
survivors 

 Approx. 
15,000 
Holocaust 
survivors 

 
USD 
212−673 
billion 

 

Jews live in the world in 2019, 
approx. 190,000 of them 
were in Israel 

 passed away in Israel from 
the beginning of 2019 until 
April 2020, an average of 41 
deceased per day 

 the estimated value of the 
Jewish property in European 
countries in 2010; in 1938, 
the value was estimated at 
approx. USD billion 13.5   

 

 

     

Approx. NIS 
1.6 million  

 
47 countries  

 
in 16 countries 

 

allocated by the Ministry for 
Social Equality in the years 
2015−2019 for handling the 
restitution of property, 
compared to NIS 16 million 
allocated to the ministry by 
the government in 2007   

 who participated in the 
Prague Holocaust Era Assets 
Conference in 2009 signed 
the Terezin Declaration 
concerning the restitution of 
the Jewish property 
 

 in Europe, in 2020, no 
regulation exists supporting 
the restitution of Jewish 
property 

 

 
Audit actions 

From July 2018 to July 2020, the State Comptroller's office audited intermittently, the 
government's handling of the restitution of Jewish property from European countries in 
the wake of a complaint submitted to the State Comptroller's office in June 2018 
concerning government activity in this matter. The audit was conducted in the Ministry 
for Social Equality and in the Ministry of Foreign Affairs. 
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Key findings 

 

The government's handling of the restitution of Jewish property – designated 
ministerial committees and steering committees set up by the government in 2003, 
ceased to function in 2009 and have not been reestablished since then. A designated 
committee of director generals established in 2015 has not convened since 2017. 

Implementation of the Terezin Declaration – from a report submitted to the U.S. 
Congress in 2020 by force of the JUST1 Act, it was raised that most Eastern European 
countries have yet to implement the principles of the Terezin Declaration approved in 
2009, nor the guidelines for its implementation approved in 2010. However, the Ministry 
of Foreign Affairs has not yet exhausted the diplomatic and explanatory means to 
promote the implementation of this necessary declaration.  

Handling the restitution of the property of the Jews of North Africa 
confiscated during World War II – despite the government decision of 2009, the 
administrative bodies dealing with the restitution of the property of European Jewry have 
not dealt with the restitution of the Jewish property confiscated in the countries of North 
Africa during the Holocaust period. 

Partial implementation of work plans in the Ministry of Social Equality – in 
three of the five countries in which the annual work plans of the ministry were focused, 
the objectives set in the work plans have not been achieved, while in two of the five 
countries, objectives have been partially achieved.  

Accurate data on the Jewish property's value – since 2010, the Ministry for Social 
Equality has not made any estimates of the value of the Jewish property in European 
countries, communal and private, in its entirety with deduction of the amounts of 
compensation paid.  

Initiative for Documentation of the Jewish Property – the strategic plan for 
mapping, location, and restitution of the Jewish property from the countries of Europe, 
authored by the Ministry for Social Equality in 2008, has not been fully implemented, 
except for the HEART2 project, that had taken place in the years 2013−2014. The raw 
data received from applicants as part of the project was not improved or processed, and 
the ministry did not publish this data and its significance.  

Inter-ministerial cooperation – until the audit findings were updated in January 
2021, the Ministry for Social Equality has not yet established a professional co-operation 

 
1  Justice for Uncompensated Survivors Today (JUST) Act of 2017, Pub L. 115-117 (5.9.2018). 

2  Holocaust Era Asset Restitution Task Force. 
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with the Custodian General's Department in the Ministry of Justice regarding the required 
mapping of the Jewish property in the relevant European countries and locating its heirs. 
The aforementioned subject was one of the main objectives of the Ministry for Social 
Equality's strategic plan.  

 

The State Comptroller's office commends the present achievements of the Ministry for Social 
Equality regarding allowances and pensions for survivors, particularly those who had been in 
the ghettos in Romania, and the ministry's initiative to promote research on the origins of the 
works of art stolen from their Jewish owners and found in Germany. 

The State Comptroller's office also commends the activity of Israel's representatives abroad 
in guiding the special envoy of the Ministry of Foreign Affairs to convince countries in Eastern 
Europe to adopt the Serbian model of legislation, arranging various aspects of restitution of 
Jewish property. 

 

 
Key recommendations 

 It is recommended that the Ministry for Social Equality determine measurable and 
achievable objectives in the annual work plans, in consultation with the relevant bodies 
in the government ministries. As part of this, it is recommended that the ministry form 
an action plan based on the JUST Act report and set a schedule for presenting the plan 
to the relevant government bodies.  

 It is recommended that the Ministry for Social Equality share its raw data with the 
relevant government bodies, particularly with the Custodian General in the Ministry of 
Justice; examine legal ways of presenting this data to the potential heirs, and consider 
the limitations created during data gathering as part of the HEART project. 

 In case the Ministry for Social Equality does not consider itself suited to achieving the 
objective set in the strategic plan for restitution of the Jewish property on the individual 
level, it is recommended that it transfer to the Custodian General the handling of the 
restitution of private Jewish property abroad, regarding locating Israeli citizens' rights 
holders and their heirs.  

 It is recommended that the Ministry for Social Equality publish the value of the private 
and communal Jewish property that is being discussed between it and government 
authorities in the European countries and also update the estimates of the Jewish 
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property according to experts on the topic to validate and improve the data for 
negotiation purposes.  

 It is recommended that the Ministry for Social Equality encourage additional countries to 
locate works of art looted from Jews during the Holocaust, alongside efforts to find their 
heirs. As part of this activity, it is appropriate to include the location and restitution from 
Europe of Judaica articles such as Torah scrolls, ritual articles, and Jewish cultural 
treasures.  

 It is recommended that the Ministry of Foreign Affairs instruct Israel's diplomatic 
representatives in the relevant countries in Europe to meet and implement the 
understandings between the Israeli embassies and the local administrative authorities, 
to remove the bureaucratic obstacles in handling claims of survivors and their heirs. The 
Ministry should update the public on the approved arrangements regarding the applicable 
procedures to make the claims. 
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Government decisions in the years 2003−2015 regarding the 
promotion of the restitution of Jewish property 

 

 

 

 

 

 

 

 

 

 
 

December

Form an overall multi-annual policy
on the issue; establish a designated

ministerial committee; establish a steering
committee in cooperation with representatives

of the ministerial committee and the Jewish
Agency that will submit an annual report to

the ministerial committee on the issue

Establish a designated
ministerial committee
headed by the Deputy

Minister of Diaspora A!airs

Establish a designated ministerial
committee headed by the Minister
of Social Equality with a steering

committee alongside it, as detailed
in the 2003 decision

Grant the Minister of Social Equality
all authority granted the Prime Minister

with regard to the advisory council;
establish a designated committee of

directors-general headed by the
Director-General of the Ministry

of Social Equality

Authorize the Ministry of Social
Equality to serve as a government

sta! body to advance the
handling of this issue

Establish a national advisory
council to the government and the

Prime Minister on this issue

February

FebruaryOctober

November

2003 2005

October
200920122015

2007
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Summary 
Nazi Germany brought the Holocaust upon the Jewish people, which numbered approximately 
10 million in Europe before the Second World War. From 1933 to 1945, the Nazis and their 
collaborators looted Jewish property, including the assets of Jewish communities, families and 
individuals, most of whom were murdered. The value of the Jewish property, both private and 
communal, is estimated (as of 2010) from USD 212 billion to USD 673 billion. Since 1991, 
successive governments of Israel have considered the restitution of Jewish property as a 
moral obligation and commitment to make historical justice. In 2007, the Ministry for Social 
Equality (under its previous names) was put in charge of the restitution of Jewish property. 
Its activity in this field, with its partners in government ministries and non-governmental 
organizations, has only met partial success. It should presently enhance its activity and create 
professional tools to deal with the diplomatic and legal challenges of handling this matter. 
Since 2015, the government has not been tracking the Ministry for Social Equality's activity 
on the restitution of Jewish property. Therefore, it would be appropriate for the  
Ministry for Social Equality to inform the government of its achievements in this field until 
now, alongside the difficulties it has encountered, for the government to form an up-to-date 
policy and instruct the suitable bodies on how to proceed towards advancing restitution of the 
Jewish property. In light of the government's moral and national commitment to act on this 
matter, it is appropriate that the Ministry for Social Equality and the Ministry of Foreign Affairs 
present the government with a comprehensive operative plan concerning the political and 
diplomatic aspects of handling this issue. 
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Competitiveness in the Automotive Sector  

 

The cost of vehicle ownership is one of the most significant expenses of households in Israel. 
In the automotive sector, these factors are involved: a) private entities providing the product 
and accompanying services; b) government bodies that regulate and supervise the sector in 
different areas; c) end-users, households (private entities), and companies. The automotive 
industry affects road users and the environment. The Licensing of Services and Professions in 
the Vehicle Industry Law, 2016 (The Vehicle Services Licensing Law or the Law) approved in 
2016 is designed to regulate by primary legislation the provisions about services in the 
automotive sector, including imports, to ensure an adequate professional level of service 
providers, maintain vehicle safety, protect the public peace and safety, provide regularly 
available service to consumers, confirm the existence of proper conditions at service places, 
promote Competitiveness in the automotive sector, and consumer protection. Most imports 
of new vehicles in Israel are performed through direct importers, and a minor part through 
indirect and small importers, and personal imports (parallel importers).  

As of 2020, there were 3.69 million vehicles on Israel's roads, 3.17 million of them are private 
cars. In each of the years 2016–2020, an average of approximately 356,000 new vehicles 
were added. After subtracting vehicles removed from the road, the number of vehicles grew 
by an average of approximately 119,600 each year. 
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12.2% 

 341 
private 
vehicles per 
1,000 
residents 

 

NIS 17.5 
billion 

 

96.9% 
rate of expenditure 
on vehicles from 
expenditure of 
household 
consumption in 2018  

 as of 2020, compared 
to 104 private vehicles 
per 1,000 residents as 
of 1980.  
The average vehicle 
age in Israel for 
private vehicles in 
2019 was 6.7 years, 
compare to 11.5 
years in the European 
Union 

 the value of vehicle 
imports in 2020, of 
them NIS 14 billion 
for passenger 
vehicles import 

 market share of the 
direct importer as of 
2020 

       

8.4% 
 
4.9% 

 NIS 

0.8–1.6 
billion 

 

60%  
the average rate of 
profit before tax from 
the turnover of the 
12 direct vehicle 
importers in 
2014−2017, 
according to the 
Ministry of Finance 
calculations 
 
 
 
 
 
 
 
 
 
 

 the rate of profit 
before tax from the 
turnover of four 
public leasing 
companies in 2019 
compared to about 
1.9% in 2015 
 

 estimate of the 
average annual 
economic significance 
of high profitability in 
the automotive sector 
compared to other 
sectors examined in 
the years 2014−2017 

 the rate of spare 
parts out of 144 
examined, for which 
the difference 
between the main 
importer's price and 
the lower price from 
another importer was 
greater than 50% 
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Audit actions 

From March 2019 to August 2021, the State Comptroller's office intermittently audited 
the competition in the automotive sector. The audit was performed at the Ministry of 
Transportation, the Israel competition Authority and the Capital Market Authority, 
Insurance, and Savings. A completion audit was conducted at the Bank of Israel. In 
addition, meetings were held with professionals from the private sector, representatives 
of associations connected with the automotive sector (Israel Garages Association, 
Insurance Companies Association, Israel Vehicle Importers Association (IVIA), Appraisers 
Association, Chamber of Commerce), and with private importers. 

1. Regulation and competitiveness in the automotive sector  

 
Key findings 

 

The economic implications of high profitability in the automotive sector 
compared to other sectors examined – by the difference in profit in monetary terms 
calculation model, in 2014−2017 in the automotive sector, a reduction in the consumer 
surplus occurred at an annual amount between approximately NIS 0.8 billion to 
approximately NIS 1.6 billion. 

Legislation of regulations under the Vehicle Services Licensing Law – in June 
2016, the Vehicle Services Licensing Law was passed, designed to regulate the 
automotive sector services in primary legislation. Since then, several regulations have 
been installed under the Law. During the audit period, about four years since the law 
was passed, the Ministry of Transportation had not completed the installation of seven 
regulations required, among other things, to promote competition in the sector under 
the law, including regulations regarding engagement terms with an importer's service 
garage and three regulations already installed requiring amendment. Due to the failure 
to legislate the regulations on time, it was necessary to amend the Law to extend the 
validity of the supervision orders.  

Effectiveness of the Parallel Import Reform  

• Impact on the market share of parallel imports – about four years since 
the Vehicle Services Licensing Law go into effect, parallel importers (including 
indirect imports, small imports, and personal imports) are not considered a 
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significant competitor to the direct importers. The latter, in 2020, held a market 
share of approximately 96.9% of private vehicle imports. Indirect imports 
import a few brands (from 2013 to February 2020 – 8,089 vehicles were 
imported by indirect imports and about 96% [7,747] of five different brands). 
The small imports focused on luxury cars, mainly three brands. 

• Impact on prices of new vehicles – the parallel imports reform did not lead 
to a decline in prices of new cars. Since the Vehicle Services Licensing Law went 
into effect (October 2016) until a month before the beginning of the first 
lockdown of the Covid-19 pandemic (March 2020), the CBS Consumer Price 
Index for New Cars increased by approximately 1.6%, with an actual increase 
of a moderate rate of about 0.3% in this period. 

Barriers to vehicle imports  

• Model code for personally imported vehicle – although transportation 
regulations were installed in September 2012 so that vehicle value will be 
determined according to the model code written in the vehicle license, and 
although the Ministry of Transportation decided in February 2013 on a 
procedure for determining the model code for M1 and N1 type vehicles, it was 
found that in practice, consumers importing vehicles by personal import are 
required to perform a valuation of the vehicle for insurance purposes at extra 
cost.  

• Certificate of origin – there may be cases in which vehicles imported to Israel 
by parallel importers and manufactured in countries that Israel has commerce 
agreements with are not entitled to tax exemption due to difficulties in 
compliance with the conditions for it, among other things, the need to present 
a preference document (certificate of origin or declaration invoice) and proof of 
the merchandise complying with t  he origin rule outlined in the commerce 
agreement. In such cases, the cost of the parallel import vehicle is higher. 

• Registration of new vehicles imported by personal import as used 
vehicles – new vehicles imported by personal imports is registered in the 
vehicle license as used vehicles. Therefore, determining the depreciation of 
personally imported vehicles according to the Levy Yitzhak price list nullifies 
part of the consumer surplus inherent in purchasing a vehicle by personal 
import due to the reduced price for its sale in the used car market or payment 
from the insurance company in an insurance event (theft or total loss). 

The Israel competition Authority's examination of the competitiveness level 
– in its examination to approve mergers in the automotive sector, the Israel competition 
Authority relied on various opinions of importers and professionals, a list of alternative 
models to a particular auto brand, the names of the importers who import them, and 
the number of importers active in the market. In its merger examination, the Authority 
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does not use – as commonly accepted in supervisory authorities in other countries – 
advanced models and calculations to analyze the competitiveness level in the automotive 
sector. Furthermore, the Authority had prepared a draft analysis of competitiveness in 
the import of vehicles in 2012 to present its position on various topics connected with 
competition in the sector; however, at the time this audit was conducted, it had not 
finished consolidating the examination findings into a final report, nor published a report 
on the matter.  

Level of competitiveness in the automotive sector, Profitability analysis – the 
examination findings may indicate problems with the competitiveness level in the 
automotive sector, corresponding to the conclusion of the Chief Economist Department 
from 2017, according to which the profitability rate in the automotive sector is unusual 
for a commerce sector. The average profitability in 2014−2017 (profit rate before tax 
from the turnover) of the 12 direct vehicle importers (approximately 6.3% without 
deduction of purchase tax) and the profitability of the four major vehicle importers at the 
outset of the decade (about 8.1% without deduction of purchase tax)1 was consistently 
and significantly higher than the profitability of the significant public leasing companies 
(approximately 2.3% and about 2% in the three and four major public leasing 
companies, respectively). Furthermore, profitability gaps were found in favor of the 
vehicle importers in comparison to the average profitability of companies in the wholesale 
commerce sector and companies in the retail commerce sector (approximately 3.9% and 
about 2.2% respectively) classified by CBS, in the same commerce sector (G Order) 
together with the vehicle importers2.  

The competitiveness level in the sector: analysis of passing on changes in 
importers' gross costs to consumers from import of private vehicles 

• Degree of passing on changes in gross costs to consumers – the findings 
of the State Comptroller's model for analysis of the degree of passing on 
changes in gross costs to consumers, combined with the CBS data on the 
Consumer Price Index for New Cars, have shown that in 2014−2019, gross 
costs of private vehicle imports of the 13 direct importers of vehicles, according 
to Paasche and Laspeyres principles, have declined by approximately NIS 538 

 
1  In the years 2014–2017 the average profitability of the 12 direct vehicle importers and four major vehicle importers 

at the outset of the decade, after deduction of purchase tax, was approximately 8.4% and approximately 10.7% 
respectively.  

2  The profitability of a wholesale commerce sector and a retail sales sector are based on CBS data, processed by 
the State Comptroller's office, according to the CBS publication on the unified classification of economy sectors 
2011 (updated version), Technical Publication 80 of June 2015. In this publication there appear wholesale 
commerce sector, retail sales sector, and wholesale and retail sector of commerce in motor vehicles and 
motorcycles and the repair thereof within Order G wholesale and retail commerce, repair of motor vehicles and 
motorcycles. The profitability calculations of the vehicle importers are based on calculations of the Chief Economist 
Department based on the importers' reports to the Israel Tax Authority 
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million cumulatively and approximately NIS 672 million respectively 3 . 
Estimations of their income increased by about NIS 74 million and 
approximately NIS 148 million, respectively, and estimations of gross profit 
increased by about NIS 612 million and approximately NIS 820 million, 
respectively. Estimation of some of the importers from the net decrease in gross 
costs according to the Paache principle was around 114%, and according to 
Laspeyres principles, 122%; estimation of some of the consumers was 
approximate -14% according to the Paasche principles and approximately -22% 
according to Laspeyres principles.  

• Analysis of the changes in vehicle prices and gross cost – cumulatively, 
consumers did not get any part of the decrease in net gross costs in 
2014−2019. On the contrary, there was a moderate increase in the CBS 
Consumer Price Index for New Cars for this period. The Paasche 4  and 
Laspeyres5 indexes for gross cost decreased by approximately 5.6% and about 
2.8%, respectively, and the CBS Consumer Price Index for New Cars increased 
at a moderate rate of roughly 0.6% for this period. 

• Analysis of the contribution of the variables to changes in the 
estimation of the importers' gross profit – in 2015−2019, there was a 
sharp appreciation in the NIS relative to main exchange rates of the currencies 
used (euro and USD) in vehicle import transactions, which contributed to the 
NIS 660 million increase in the estimation of importers' gross profit. In most 
years, vehicle importers purchase identical vehicles at prices lower than the 
purchase prices of the previous year, which contributed approximately NIS 179 
million to the estimation of changes in gross profit. The increase in the purchase 
tax rate contributed to a decrease in the estimation of gross profit by 
approximately NIS 320 million. The net contribution of the changes in cost 
variables (purchase price from the manufacturer in foreign currency, exchange 
rate, purchase tax, and customs) to the estimation of gross profit was, in the 
years 2015−2019, according to Paasche principles, approximately NIS 546 
million. The additional effect of the change in the VAT rate in the years 
2015−2016 in the cumulative sum of approximately NIS 43 million according 
to the Paasche principles increases the total contribution to the gross profit 
estimation to about NIS 589 million. This contribution was not passed on to 

 
3  Calculated according to the Paasche and Laspeyres principles, based on the Paasche and Laspeyres indexes. See 

in the following. 

4  The Paasche index is the weighted average of the changes in price between the second period (P2) and the first 
period (P1) of the weighted basket of products according to the number of vehicles in the second period (Q2). 

5  The Laspeyres index is the weighted average of price changes between the second period (P2) and the first period 
(P1) of the weighted basket of products according to the number of vehicles in the first period (Q1). 
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consumers in the form of an actual reduction of the price list price and a real 
decrease in the CBS Consumer Price Index for New Cars. 

 

 

Legislation of the Vehicle Services Licensing Law – the Ministry of Transportation 
advanced the law, approved by the Knesset in 2016, designed to arrange the provisions about 
services in the automotive sector and promote competitiveness in it by primary legislation. 

  
Key recommendations 

 It is recommended that the Ministry of Transportation complete the installation and 
amendment of the regulations under the Vehicle Services Licensing Law.  

 It is recommended that the Ministry of Transportation and the Israel competition 
Authority examine additional ways to advance the reform for the parallel import of 
vehicles and advance competition in the sector. 

 It is recommended that the Ministry of Transportation and Capital Markets Authority 
examine whether the existing regulation for determining a model code for vehicles 
imported by personal import constitutes a comprehensive solution to determining vehicle 
value that does not impose additional costs on the importers, nor discourage competition 
in the sector.  

 It is recommended that the Ministry of Transportation and Israel Tax Authority examine 
ways to enable parallel importers who do not hold a source certificate to be exempted 
from customs if the imported vehicle was manufactured in countries with which the 
government has signed commerce agreements. It is also recommended to examine ways 
of receiving the information online. It is further recommended that the Ministry of 
Transportation examine the necessity of registration of new vehicles imported by 
personal import as used cars, and complete the supervision and regulation of vehicle 
price lists, to remove barriers in the sector in general and personal import in particular.  

 It is recommended that the Israel competition Authority consider examining, the 
competition in the sector from time to time. In addition, it is recommended that the 
Authority consider conducting additional audits as practiced in other countries, such as 
expanding the use of advanced economic analyses, including statistical analyses and 
econometric models, examining the impact of horizontal mergers of importers in the 
automotive sector too, and examining the level of competitiveness in the sector. 
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2. Competitiveness in the commonly accepted categories of vehicles 
and publishing of the level of competitiveness in the sector  

 
Key findings 

 

Level of competitiveness in the sector in the commonly accepted vehicle 
categories – concentration analysis – market share of the major importers – 
the automotive sector is characterized by high concentration in each vehicle category: 
in 2019, four large importers in each category6 held approximately 100% of the market 
share of small commercial vehicles and sports cars, about 84% of the market share of 
family cars, about 83% of the market share of seven-passenger vehicles, approximately 
70% of the market share of executive cars, about 69% of the market share of small 
cars, about 65% of the market share of luxury cars, and about 62% of the market share 
of recreational vehicles. In all categories of private vehicles, in 2014−2019, the market 
share of the four major vehicle importers (in each category) was greater than 60% and 
has grown from 2014 to 2019. The market share of the largest importer in each category 
was significant in all categories. In categories of small commercial vehicles and sports 
cars, the market share of the largest importer was greater than 50%, a ratio that, 
according to the Economic Competition Law 1988, warrants the definition of "monopoly 
owner" as detailed in the law, subject to relevant market definition. 

Level of competitiveness in the sector in the commonly accepted vehicle 
categories – concentration analysis – HHI7 index – despite the reform in parallel 
import of vehicles promoted by the Ministry of Transportation, concentration in some of 
the vehicle categories increased during 2019 (mainly in family cars, seven-passenger 
cars, and small cars) despite the increase in the number of importers. This was due to 
an increase in variance between the significant importers, which compromised the level 
of competitiveness in these categories; thus, in most vehicle categories, in most of the 
years 2014−2019, HHI index levels were moderate or high, according to US Federal 
Trade Commission guidelines. In all vehicle categories, HHI index levels were moderate 
or high in all the years according to European Union guidelines. In some categories, HHI 

 
6  Four major importers in each category, not necessarily the same importers. 

7  Use of the Herfindahl–Hirschman Index (HHI) is a commonly accepted index for analysis of market concentration: 
It enables analyzing the internal concentration among all importers in the market and provides an indicator of the 
level of competition in it. The HHI is the sum of the squares of each market share of each importer in the sector. 
Index values are in the range of 1 (representing a monopoly) and 1/n where n is the number of importers. 
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index levels were high for some the years according to the Israel Competition Authority 
guidelines.  

Level of competitiveness in the sector in the commonly accepted vehicle 
categories – analysis of change in gross costs and price list price – differences 
were found in the changes in price list prices and gross costs in the widely accepted 
categories of vehicles in 2014−2019. Luxury and family cars have seen a cumulative 
decline in 2014−2019 of approximately 2.1% and 0.6% in gross costs, respectively; 
however, this decline was not followed by a decrease in price list prices, which have 
risen by approximately 7.4% and 5.6%, respectively. The gross costs of executive cars, 
small commercial vehicles, and sports cars have increased cumulatively in 2014−2019 
by approximately 5.9%, about 7.1%, and about 23.3%, respectively; however, price list 
prices before VAT have risen by a higher rate – about 9% in the executive car category, 
approximately 15.5% in small cars, and about 29.2% in sports cars. In the seven-
passenger, recreational, and small car categories, gross costs have increased at a higher 
rate than the increase in price list prices. These differences can reflect the level of 
Competition differences in the various categories.  

Data analysis on the level of Competition in the sector and its publishing – in 
February 2019, the Ministry of Transportation requested the Israel Competition Authority 
to examine the level of Competition in the sector. Nevertheless, at the audit end, it was 
found that the Israel Competition Authority had not requested any data from the vehicle 
importers; hence, the Israel Competition Authority and the Ministry of Transportation did 
not conduct a comprehensive, in-depth examination and analysis of the level of 
competitiveness in the automotive sector, nor publish their findings and conclusions.  

 

 
Key recommendations 

 It is recommended that the Israel Competition Authority examine the various vehicle 
categories about the degree to which they constitute different markets, i.e., their being 
"relevant markets." 

 It is recommended that the Israel Competition Authority conduct, from time to time, an 
in-depth, up-to-date examination of the Competition in the vehicle import sector, mainly 
the competitiveness in the relevant markets determined or commonly accepted vehicle 
categories, using advanced economic tools.  

 It is recommended that the Israel Competition Authority and the Ministry of 
Transportation require the vehicle importers to submit reports to enable performing, 
from time to time, analysis of the level of competitiveness in the sector and publish 
highlights of the analyses in periodic reports while maintaining the commercial 
confidentiality of the vehicle importer.  



  

 

|   140   |  

Competitiveness in the Automotive Sector 

 It is recommended that the Ministry of Transportation continue to establish its authority 
to receive data, among other things, to examine the level of competitiveness in the 
automotive industry. 
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3. Competitiveness in the car leasing market, used car 
market, and car financing 

 
Key findings 

 

Level of competitiveness and profitability in the leasing market – in recent 
years, the share of leasing companies in the purchase of new cars has increased (from 
approximately 23.3% in 2016 to about 26.6% in 2019). The share of vehicles sold in 
the private market has diminished (from 53.4% in 2016 to approximately 49.0% in 
2019), with a considerable increase in profitability indexes of the four major public 
leasing companies. Their profit rate before tax from the turnover increased from 
approximately 1.9% in 2015 to about 4.9% in 2019, an increase of roughly 158%. The 
sectoral profit rate of the leasing sector in these companies has increased from around 
8.2% in 2015 to approximately 9.8% in 2019. The increase in profitability of the leasing 
companies may indicate an increase in their market power and a decrease in the level 
of competitive ness in this market. 

Level of competitiveness in the leasing sector – maintaining price levels on 
the part of importers – in most of the years 2014−2019, price list prices of most 
vehicles sold either to leasing companies or private consumers have remained 
unchanged; in some, they have risen. These findings reinforce the claim raised in the 
report submitted by the committee for increasing competitiveness in the auto sector, 
and an internal report of the Israel Competition Authority from 2012 – that the leasing 
companies are capable of having an impact on vehicle price list prices, and preventing 
a decrease in them even during a period of decline in gross costs. Those harmed by this 
market failure are consumers, i.e., those purchasing vehicles in the private market and 
those purchasing vehicles from the leasing companies.  

Level of competitiveness in the leasing sector – registration of the number of 
owners "0 km" cars sold by the leasing companies – the Ministry of Transportation 
has not implemented the recommendation of the committee for increasing 
competitiveness nor that of the inter-ministerial team nor canceled the registration of 
the additional owner of "0 km" cars sold by the leasing companies. Registration of 
another owner distills the automotive sector price levels for both new and used vehicles.  

Competitiveness in the used vehicle market – vehicle history – the Ministry of 
Transportation has not established a central database for the history of vehicles (such 
as CARFAX in the USA). The degree of damage rendered to a vehicle is essential 
information, with implications for its safety and commercial value. A vehicle that has 
sustained considerable damage requires measures to ensure it has been repaired 
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professionally, according to the manufacturer's instructions. Receipt of complete 
information on the damage is essential to enable consumers to make the correct decision 
when purchasing a vehicle. 

Competitiveness in vehicle financing – changes in interest rates – recent years 
have seen an increase in funding non-bank with car liens, a decline in bank financing, 
and financing by credit card companies with car liens. It has been found that credit with 
car liens of the three non-bank public credit companies has increased from 
approximately NIS 1.1 billion in 2017 to approximately NIS 2.4 billion in 2019. These 
trends are supposed to encourage competitiveness and reduce prices, i.e., reduce 
interest rates on this credit. From the examination findings, it arose that the interest 
rate on credit in car liens in three non-bank public credit companies checked is 
considerably higher than the short-term credit in the banking corporations (by 
approximately 2.1 percentage points in 2019), increasing from an average of roughly 
7.4% in the years 2017 and 2018 in the three credit companies checked, to around 7.8% 
in 2019. At least part of the increase is due to the rise in the credit companies' credit 
risk.  

Competitiveness in car financing – encourage performing a market survey on 
credit – the Supervisor of the Capital Market has exempted the credit given at sales 
points for the sale or rental of a specific product, including credit offered in vehicle sales, 
from the definition of "credit offer at the sales point," in a circular to financial services 
providers – instructions for management of consumer credit designed to ensure proper, 
responsible financing performed by financial services providers in transactions with 
consumer credit customers. The ability to complete the purchase of a vehicle through 
receipt of available credit on the same day and at the same place at which the vehicle 
purchase transaction is done improves the service to customers but reduces the chances 
of the customer performing a market survey concerning terms of finance in general, and 
interest rates and total interest payments on the credit in particular.  

 

 

Competition in the used vehicle market – vehicle price list – the vehicle market 
operates according to private vehicle price lists that are not supervised by government 
authorities. It has been found that in October 2020, the Ministry of Transportation began 
forming a free collaborative vehicle price list. 
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Key recommendations 

 It is recommended that the Israel Competition Authority and the Ministry of 
Transportation, from time to time, track the level of competitiveness in the leasing sector 
through commonly accepted economic indexes and promote Competition in the leasing 
sector. 

 It is recommended that the Ministry of Transportation, in cooperation with the Israel 
Competition Authority, consider the registration of the previous owner about "0 km" and 
its impact on Competition in the vehicle market.  

 It is recommended that the Ministry of Transportation establish an external database in 
which all vehicle data will be concentrated to reduce the inequality of information 
between sellers and buyers of vehicles. The database will make the vehicle's details 
accessible and user-friendly and enable the consumer to decide whether to purchase it. 
The database should reduce the possibility of deception, provide buyers with 
comprehensive information when buying the vehicle, and reduce repairs and services 
performed on the vehicle at unauthorized garages. 

 It is recommended that the Capital Market Authority, Insurance, and Savings consider 
ways of precluding the possibility of exploiting the total loss clause (damage between 
50% to 60% vehicle value) in insurance policies, i.e., that vehicles involved in severe 
accidents and sometimes improperly repaired return to the roads, with the potential of 
compromising the safety of road users and sometimes consumers in the used car market 
who risk purchasing a vehicle that was not adequately repaired. 

 It is recommended that in the coming years, the Capital Market Authority examine the 
degree of influence its activity has on creating conditions for increased Competition in 
vehicle financing, among other things, by reviewing the changes in the concentration of 
vehicle financing, the interest in this credit, and the risks and financial margins involved. 
It is further recommended that the Capital Market Authority consider additional measures 
designed to increase Competition in vehicle financing, among other things, enforcing 
transparency towards customers about loan terms and interest rates, developing a web-
based tool for encouraging customers to perform a market survey, and further measures 
to encourage customers to compare interest rates and total interest payment on credit, 
before completing transactions for receipt of a vehicle loan. 

 It is recommended that the Ministry of Transportation regularly check the reliability of 
the collaborative vehicle price list it established and consider ways of improving the free 
collective vehicle price list methodology. 
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4. Competitiveness and regulation of the vehicle parts, 
garages and appraisers' sector  

 
Key findings 

 

Competitiveness in the vehicle parts sector – price differentials between main 
imports and other imports – the differences in prices of main import parts imported 
by vehicle importers and the lowest prices charged by vehicle parts importers that are 
not vehicle importers are considerable. Out of 144 parts checked by the audit in 
2016−2020, in 60%, there was a price differential more significant than 50%, 43% 
greater than 100%, and 18% greater than 200%. In 7%, the price differential was more 
significant than 300%, and in one part (1% of the parts), the differential was more 
significant than 400%. Despite these differences, Israel's ratio of original vehicle parts 
in 2017 was estimated at approximately 61%. This market share of original vehicle parts 
is considerably greater than that of the European countries (for example, Germany – 
48%, France – 29%, Britain – 27%). When comparing the prices of vehicle parts from 
the main importer and prices of vehicle parts at the highest prices from other importers, 
in approximately 54% (about half) of the vehicle parts, the difference was up to 25%. 
In other words, there are significant differences in the prices of the most expensive auto 
parts from other imports and the cheapest vehicle parts from other imports. It also arose 
that large companies enjoy significant discounts, reaching up to approximately 90%. 

Competitiveness in the vehicle parts market – price differentials between 
main imports and personal imports – spare parts replaced in regular maintenance, 
with significant price differentials between parts from main importers and parts from 
personal importers. Out of 28 vehicle parts checked in four leading vehicle brands, in 
approximately 71% of the parts, the personally imported part, including shipping and 
taxes, is cheaper than the part from the main import. In 25% of the parts, the price 
differential was twofold or more.  

Very high price differentials were found regarding body parts replaced after accidents. 
Out of 28 vehicle parts checked in four leading vehicle brands, in approximately 93% of 
the parts, the personally imported part, including shipping and taxes, is cheaper than 
the part from the main import. In 61% of the vehicle parts, the price differential was 
twofold or more, in 36% threefold or more, in 21% fourfold or more, in 14% sixfold or 
more, and in 4% of the vehicle parts, the price differential was sevenfold or more.  

Competitiveness in the vehicle parts market – gross price – four years after 
legislation of the Vehicle Services Licensing Law, the Ministry of Transportation has still 
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not completed broadening the public's access to information on vehicle part prices in a 
way that could contribute to reducing the distortions involved in the use of gross prices, 
and enable transparency regarding the average prices of vehicle parts sold to all sectors 
in the market (garages, insurance companies, consumers, and institutional bodies such 
as corporations and leasing companies). 

Competitiveness in the garage sector – terms for engagement of a commercial 
importer with a service garage, limits on ownership of commercial importer 
in service garage – four years after legislation of the Vehicle Services Licensing Law, 
the Ministry of Transportation has yet to complete an agreed version for installation of 
regulations under section 58(a) of the Law. This section sets forth provisions on terms 
for engagement of a commercial importer with a service garage designed to reduce the 
market failure in the garage sector. Furthermore, at the time of the audit, the Ministry 
of Transportation had not finished forming an agreed version of regulations under 
section 53 of the Law regarding limiting ownership of a commercial importer in a service 
garage, designed to reduce market failure in the garage sector.  

Competitiveness in the garage sector – withholding of professional 
information – section 80 of the Vehicle Services Licensing Law regulated the transfer 
of professional information between vehicle importers and garages. It was found that 
the average annual number of requests for professional details in the years 2019−2020 
was small (27 requests). It has also been found that the Ministry's activity did not include 
any requirement to report in advance to importers; therefore, it cannot be ruled out that 
some requests remained unrecorded; hence, it could be that the information gathered 
by the Ministry of Transportation – as part of its activity to supervise the transfer of 
professional details – is only partial. In addition, some of the information was provided 
for free; some of the services were billed for thousand of NIS, up to an annual sum of 
13,300 Euro.  

Competitiveness in the garage sector – garage regulations – the Vehicle 
Services Licensing Law was intended, among other things, to replace the supervision 
orders under which the provisions on this matter were regulated. It was found that 
forming of the regulations by the Ministry of Transportation went on four years from 
Law's legislation and the publishing of the draft regulations in 2016 and that at the time 
of the audit, the Ministry of Transportation had submitted the garage regulations for 
approval by the Economic Affairs Committee of the Knesset.  

Competitiveness in the garage sector – failure to publish the Garage Reform 
– the Ministry of Transportation did not publish the sections of the reform that could 
potentially help consumers realize their rights, among other things, receipt of quotation 
for more than one type of vehicle parts, entitlement to a warranty for vehicles imported 
by parallel import, unconditional validity of warranty for a new vehicle in repairs at 
importer's service garage, and the existence of an expert garage.  
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Appraisal sector – appraisers' regulations – section 9 of the Vehicle Services 
Licensing Law, June 2016, arranges the matter of vehicle appraisal and requires the 
installation of numerous regulations (appraisers' regulations) to implement the 
arrangements outlined in the Law. At the time of the audit, it was found that four years 
after the Law was legislated, the Ministry of Transportation had still not completed the 
installation of the appraisers' regulations. 

The activity of unauthorized garages – the activity of unauthorized garages could 
compromise the vehicles' maintenance level, could cause loss of state revenue from 
taxation of this activity, compromise fair Competition in the sector, and reduce demand 
for maintenance services in the general garages. It arose that as of 2017, the number 
of unauthorized garages is estimated to be at least 1,000 and that in 2013−2017, 
between 220 and 389 unauthorized garages were closed each year.  

 

The Vehicle Services Licensing Law, initiated by the Ministry of Transportation and approved 
by the Knesset in June 2016, includes new reforms designed to promote Competition in 
garages, such as receipt of quotations for more than one type of vehicle parts, entitlement to 
a warranty for vehicles imported by parallel import, unconditional validity of warranty for new 
vehicles in repairs at importer's service garage, and the existence of an expert garage. 

 

 
Key recommendations 

 It is recommended that the Ministry of Transportation and the Israel Competition 
Authority will continue to increase competitiveness in the vehicle parts market to reduce 
prices. 

 In cooperation with the Israel Competition Authority and the Ministry of Finance, it is 
recommended that the Ministry of Transportation advance solutions for the market 
failures of the vehicle parts, complete regulation to improve access to information on 
vehicle parts, and resolve the distortions involved in the use of gross prices. Thus, vehicle 
part prices will reflect the real market prices rather than the higher declared price list 
prices.  

 In cooperation with the Israel Competition Authority, it is recommended that the Ministry 
of Transportation consider implementing section 53 of the Law regarding limiting 
ownership of commercial importers in service garages and thus promote Competition in 
the garage sector.  

 It is recommended that the Ministry of Transportation examine the reasons for the lack 
of requests by garages from main vehicle importers for professional information and 
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consider how to arrange supervision of the transfer of professional information from 
vehicle importers to garages and arrange payment for this service. It is also 
recommended to establish a framework for annual reporting by vehicle importers to the 
Ministry concerning the transfer of professional information to garages and conduct 
surveys among the garage owners regarding the difficulties they encounter with receipt 
of the information needed from the importers. 

 It is recommended that the Ministry of Transportation publish consumers' rights as part 
of the reform in the garage sector and inform the public of the changes being made and 
their rights as consumers of the services provided by garages. It is also recommended 
that the Ministry of Transportation consider the establishment of provisions by which 
garages shall display, on their premises, information to the public concerning consumers' 
rights. In addition, it is recommended that the Ministry of Transportation examine ways 
to increase demand for employment in the automotive professions – given the 
technological challenges faced by the sector in recent years and consider upgrading the 
professional training in the sector in line with the recommendations of the 2017 master 
plan for the automotive sector.  

 It is recommended that the Ministry of Transportation complete an agreed version of 
appraiser's regulations and consult with the parties specified in the Law to submit them 
to the Knesset Economic Affairs Committee and install them, and complete an agreed 
version of appraiser licensing regulations and consult with the parties specified in the 
Law to install them. It is also recommended that the Ministry of Transportation install 
provisions under section 155(b) of the Law concerning vehicle appraisals conducted 
outside the garage to establish the rules applied in such cases.  

 The Ministry of Transportation should abolish the phenomenon of unauthorized garages. 
It is recommended that the Ministry of Transportation consider enforcement measures 
to prevent the reopening of unauthorized garages after they've been closed and form a 
multi-annual supervision plan for their closure. 

  



  

 

|   148   |  

Competitiveness in the Automotive Sector 

 
The market share of direct and parallel importers (indirect and 
small importers, and personal imports) in the import of private 
vehicles, 2014–2020  

According to Ministry of Transportation data, processed by the State Comptroller of Israel. 
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Summary 
The cost of vehicle ownership is one of the most significant expenses of households in Israel. 
The audit raised findings regarding competitiveness level in the import of vehicles and 
consistently high profitability in the sector compared to other sectors examined in the report. 
Market failures and deficiencies were also found in subsectors such as the leasing market, the 
used vehicle market, vehicle financing, and the maintenance sector, including the vehicle parts 
market, garages, and appraisers. It is recommended that the Ministry of Transportation and 
the Israel Competition Authority, from time to time, analyze the level of Competition in the 
sector using commonly accepted advanced methods. They should also improve the level of 
Competition in the sector by promoting parallel imports, increasing transparency, broadening 
the information available to consumers, and advancing the legislation of regulations required 
under the law – all for the benefit of consumers. 
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Management of Court Processes Through 
the Legal-Net System 

 

In 2003, the Courts Administration began developing a computerized system based on the 
idea of an "electronic file – paperless court." This core system is called the Legal-Net System 
(Net Hamishpat System). The system went live in 2010 and was designed, among other 
things, to be used by all factors involved in the management of court proceedings, including 
judges, Court Administrative Clerks1, litigants (the public or government bodies, such as the 
Israel Police, State Prosecution, and the Israel Prison Service) and lawyers. The system assists 
the above in performing several tasks by automated means, without manual submission or 
using outdated technological means, such as initiating court process, scheduling court 
hearings and sending summonses to them, filing applications and documents to the court file, 
and mailing documents. The parties are also permitted to peruse files and perform actions 
through the Legal-Net system website (the website).  

  

 
1  The Court Administration Clerk (CAC) – responsible for non-judicial operations including managing courts' registry, 

examining documents submitted to the court, preparing summonses and scheduling hearings.    
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registered mail, and 
3% were served 
manually 
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average annual cost 
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 people were involved 
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Audit Actions 

From March to December 2020, the State Comptroller's office examined various aspects 
of process management using the Legal-Net system. The audit was conducted in the 
Courts Administration and included the analysis of databases concerning court files 
handled in the system in 2017–2019. In addition, the audit was conducted in government 
bodies involved in legal proceedings and IT system management. The audit gathered 
information through three questionnaires: a questionnaire to 19 different units in 
government bodies on work interfaces vis-à-vis the CAC; a questionnaire to the public 
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that uses the Legal-Net website; and a questionnaire to the relevant court administration 
employees regarding their satisfaction with the use of the system. Previous audits on 
this issue were conducted in 2010 and 2012. 

 
Key findings 

 

System deployment – about a decade after operating the Legal-Net system, the 
Supreme Court manages its files in a separate system based on paper files. Furthermore, 
four out of 20 courts for local affairs are still not connected to the system. 

Online management of legal proceedings – in 2017−2019, 17 years after the 
characterization of the Legal-Net system and determination of its goals, most actions 
that are required by the public and government bodies to manage legal proceedings are 
still performed manually: opening files −  70%; filing applications −  64%; sending 
summonses and informing about hearings − 83%, sending documents − 34%. Thus, 
for example, 1.8 million files out of 2.6 million files of court proceedings initiated in the 
years 2017−2019 were filed manually. If all court proceedings were initiated by opening 
a file using an automated interface or the Legal-Net website, the Courts Administration 
would save about an average of million work hours a year. It was also found that 
government bodies are compelled to manually enter data from court rulings and 
sentences into their computerized systems. Erroneous manual entry of punitive elements 
compromises the implementation of judicial decisions and their enforcement.  

Management of interfaces vis-à-vis government bodies – out of 19 units in 
government bodies, 14 do not manage their work vis-à-vis the Courts Administration 
through automated interfaces (for example, the State Prosecution, the Investigation 
Division and Claims Administration in the Israel Police, the Barkai and Tzur units in the 
Israel Prison Service, the Probation Service in the Ministry of Welfare, and more). Thus, 
out of eight government bodies, only two manage their work through automated 
interfaces (the Border Control Administration and the Enforcement and Collection 
Authority). It also arose that out of 57 interfaces managed by government bodies vis-à-
vis the Courts Administration, only seven interfaces are fully automated. As opposed to 
this, the Courts Administration stated that 14 such interfaces exist. In other words, 
actions that, from the Courts Administration's standpoint, could be performed through 
automated interfaces are carried out manually by government bodies. 

Regulation of a decision-making procedure for the development of interfaces 
– before the establishment of the supreme committee in February 2020, no orderly 
procedure existed for government bodies to file a request for an interface to the relevant 
factors in the Courts Administration; for example, by setting up inter-ministerial steering 
teams (except vis-à-vis the Ministry of Justice). In addition, the Courts Administration 



  

 

|   156   |  

Management of Court Processes Through the Legal-Net System 

did not consider relevant considerations to creating interfaces with government bodies. 
Thus, for example, costs incurred to the parties; matching the interface to their 
workflows; failure to present a legal opinion justifying the rejection of a request for a 
specific automated interface or modification of an interface. It should be noted that the 
promotion of interfaces is contingent upon cooperation with the government bodies and 
that implementing interfaces requires the connection between information systems 
belonging to different bodies. As a result, the development and use of automated 
interfaces are compromised.  

Length of handling time required to establish an interface – the audit examined 
handling time in 11 different requests for interfaces, from submission of an application 
by the government bodies (Public Defense, Guardian General, Israel Police, etc.). It was 
found that the handling of requests for the development of interfaces took over two 
years, including two requests that took about eight years. This finding requires the 
Court's Administration to optimize and shorten the process.  

The Legal-Net site as an alternative to the automated interface vis-à-vis 
government bodies – it was found that using the site is an option that does not give 
government bodies a solution to the problem of the lack of automated interfaces between 
the Court Administration systems and their own. This is due to difficulties in the 
authorization procedure for user groups, limitations upon the use of the website in 
general, and actions performed in the court files through the website. Therefore, the 
site's use is incompatible with the bodies' work procedures.  

Satisfaction surveys – it was found that the Court Administration has not performed 
satisfaction surveys among the system's external users. In addition, after 2017, 
satisfaction surveys were not conducted among internal users, while the three surveys 
performed until 2017 were "version oriented," examining only satisfaction with the 
changes added from one version to the next. Thus, the Courts Administration does not 
have data on the general satisfaction of its users with the system since its establishment 
in 2010 and until the end of the audit in October 2020. With a lack of data on users' 
satisfaction, the Courts Administration cannot know what obstacles and difficulties they 
encounter. Therefore, they cannot deal with them.  

Data reliability and monitoring actions – the Courts Administration has found 
already in 2011 that the data uploaded by CAC into the Legal-Net system (such as type 
of application filed, duration of litigation in files, and reason for closure) are not reliable 
enough. As a result, the work of the Courts Administration is affected in several aspects 
– compromising its ability to make fact-based decisions, the effectiveness of data 
analysis, and improvement of the work processes of the CAC and the judges. Only in 
August 2020, the CAC division build procedures and guidelines for monitoring the quality 
of data uploaded by its workers.  

Publishing court proceedings on the site – out of 2.6 million court proceedings 
initiated in 2017−2019, about 900,000 (1/3) have remained unpublished on the website 
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by the Courts Administration due to a sweeping interdiction of publishing, including their 
very existence. In addition, approximately 321,000 files (12%) are kept confidential due 
to their classification rather than any concrete interdiction. For example, sexual offense 
files, minor files, files in which disabled people are involved, or files of family affairs 
courts. 

Policy for publishing court rulings – a decade after its appointment, the Engelrad 
committee has still not submitted its recommendations on publishing identifying details 
in court rulings and decisions. In addition, the Judiciary authority has not determined 
national detailed procedure guidelines for the judge and his team to keep sensitive 
information confidential in documents designated for publishing. Furthermore, only 
about a third of the judges (280 out of approximately 750) have participated in recent 
years in training regarding privacy protection when writing verdicts. 

Identification and electronic signature – since the Government ICT Authority and 
the Population Authority have yet to complete preparations for the operation of 
electronic signatures, approved based on a smart ID card, full use of the Legal-Net 
system, which could be free of charge, actually involves a fee. This fact compels non-
represented litigants to file documents manually or pay commercial organizations for the 
issue of a smart card to enable electronic filing.  

Option of information search in the system – through the website, information can 
be found on files open to the public by entering the file number (a figure that is not 
public itself) or searching according to other parameters. According to the Courts 
Administration's position, to protect the privacy of the factors involved, the system does 
not enable finding information through searches according to the parties' names. 
However, this information is published on commercial websites. Thus, users are 
compelled to pay for access to sites operated by commercial companies that offer the 
information in a more cataloged and accessible form.  

Information security – information security incidents are not monitored by the 
Security Operations Center (SOC) since the connection is not yet completed. 
Nevertheless, monitoring is performed by a private service provider. In addition, it was 
found that the Courts Administration has not published guidelines about updating the 
factors permitted to use the system. In the absence of such guidelines, it cannot be 
ensured that the authorizations given to the representatives are later removed when 
needed (for example, when a lawyer moves to another office), thus jeopardizing the 
litigators' privacy.  

Managing changes and improvements to the system – the Courts Administration 
does not manage a specific budget for each change or improvement but instead suffices 
with tracking the annual framework agreement with the suppliers of the applications and 
infrastructure and on the versions level (collection of changes and improvements) only. 
The Courts Administration procedures state that significant system expansion should be 
managed as a new project; however, in the absence of suitable criteria, such an 
expansion may not be identified and would thus not be managed as a project. 
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The State Comptrollers' office commends making the information accessible to the public on the 
Legal-Net website and the positive effect this would have on the courts' workload, according to 
the number of files segmented according to court identity type of file, and kind of matter. 

The State Comptroller's office commends the comprehensive examination performed by the 
Security Operations Center (SOC) on the Courts Administration in 2018. 

The satisfaction surveys performed by the State Comptroller's office show that approximately 
two-thirds of internal and external users are satisfied with the aspects examined of the Legal-
Net system. 

  
Key recommendations 

 It is recommended that the Courts Administration complete the connection of the 
Supreme Court to the system. It is also recommended that the Courts Administration 
complete whatever is required to connect the four Courts for Local Matters that have not 
yet been connected to the Legal-Net system in coordination with the local authorities 
and the Center for Local Government. 

 The Courts Administration should publish court proceedings on the website while 
removing identifying details and preventing the widespread censorship of file types with 
no restriction of publishing upon them nor any concrete judicial decision obliging such 
limitation. It is also recommended that the Minister of Justice determine a policy about 
publishing court rulings and have it established. 

 It is recommended that the information on the website be made fully accessible, with 
advanced search possibilities, to ensure full public access to non-classified legal 
information, with no need to purchase a paid subscription from commercial bodies. In 
addition, the Government ICT Authority, the Population Authority, and the Privacy 
Protection Authority should complete the approved electronic signature based on the 
smart ID card. In addition, it is recommended that the Privacy Protection Authority, 
Population Authority, and ICT Authority examine, in cooperation with the Courts 
Administration, alternatives for identification of representatives and execution of 
approved electronic signatures without the need for a smart card (for example, biometric 
identification) based on the smart ID card. 

 It is recommended that the Courts Administration perform, from time to time, a comprehensive 
and independent examination to improve the system and adapt it to their needs, with a focus 
on topics found to have the most significant influence on users' satisfaction. 

 Since the Courts Administration wants to promote a change in the model and adopt the 
"court with less paper" principle, it should build a policy based on the default value of online 
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proceeding management. Among other things, it is recommended to describe which work 
processes shall be done manually, which automated, and which semi-automated2 and 
explain the exceptional cases in which the work will be performed manually. It is further 
recommended to examine the need to change existing procedures in the system and 
redevelop them, with an orderly record of the change from the system's founding document 
from 2004. The transition to the "court with less paper" principle does not reduce the need 
for the Courts Administration to develop and increase the use of automated interfaces and 
the website to handle legal proceedings more efficiently. 

 The Courts Administration should determine the indices to measure the computerized 
actions performed by users in court proceedings. Thus, the public and government 
bodies will benefit from using a complete (as far as possible) electronic file, with 
considerable savings in material, environmental and human resources. In addition, the 
Courts Administration should collect data on meeting the indices annually while users 
continuously increase the performance of computerized actions. 

 It is recommended that the Courts Administration examine why the automated interfaces 
proposed by it have not changed the manual work patterns of most government bodies. 
Correspondingly, it should strive to have all work interfaces that government bodies 
conduct with it will be performed through automated ones. In addition, it should prepare 
vis-à-vis the government bodies a detailed work plan, including timetables, for the 
development of automated interfaces for the opening of files, definition, and updating of 
factors in the file, submission of applications, and mailing of documents and summonses. 
To implement the government decision 1933 dealing, among other things, with the sharing 
of information between government bodies, they should arrange vis-à-vis the Courts 
Administration a transition plan for working entirely through automated interfaces. Until 
their establishment, and for the benefit of public users, the Courts Administration should 
improve the transfer of information through the website and encourage its use. 

 The Courts Administration should create a standard, orderly procedure for deciding on 
changes and improvements initiated by it or other government bodies. The procedure 
should provide solutions for the following aspects: dividing responsibilities between the 
various committees in the Courts Administration; establishment of cooperation with the 
different government bodies; determining precise development schedules; raising 
relevant considerations not previously considered, and detailed examination of the 
application of the separation of powers doctrine on each desired interface. 

 It is recommended that in 2022, the Courts Administration, in coordination with the 
Security Operations Center (SOC), monitor the rectification of deficiencies raised in the 
examination conducted in 2018 and form a multi-annual plan to perform, on an ongoing 
basis, quality audits on aspects of information security. 

 

 
2  Semi-automated interface – incomplete automated interface that requires manual input of data.   
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Rate of used methods to perform, the main actions in legal 
proceedings, 2017−2019 
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Court Administration work interface method (automated, 
manual, or semi-automated) vis-à-vis selected government 
bodies in 2020  
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Summary 
The Legal-Net system has led to improvement of the scope of information and services 
available for managing court files, a fact reflected in the satisfaction surveys carried out by 
the State Comptroller's office which noted that most system users, both external and internal, 
expressed a high level of satisfaction with the system, from the aspects checked. 

However, a decade after operating the system, the secretariats, government bodies, and the 
general public still perform most of their actions in the courts manually rather than online. In 
addition, gaps exist in the management of interfaces with government bodies, including 
obstacles to establishing automated interfaces. These findings indicate that the Courts 
Administration still does not have the means required for online management of legal 
proceedings. In addition, the system has not yet been installed in the Supreme Court; the 
website displays only partial information on legal proceedings; no smart searches can be 
made, and no satisfaction surveys from the system are conducted.  

In 2004, the Courts Administration stated the purpose of the Legal-Net system – management 
of a paperless court. Following the audit, the Courts Administration emphasized that it believes 
that the judicial system should aspire to maintain a hybrid system, combining digitization and 
online procedures with paper and frontal procedures, i.e., to manage a court with less paper.  

A transition to the principle of a "court with less paper" does not change the need for the 
Courts Administration to develop automated interfaces as well as the Legal-Net site and 
increase the use thereof in optimizing the legal proceedings. Increasing the ability to manage 
legal proceedings online will enhance the work and involvement of those using the 
proceedings. Digitizing actions performed in  court cases will make material and human 
resources more efficient, reduce environmental damage, increase the availability of 
information on the proceedings, and enhance the level of service provided by the CAC. In 
addition, it will increase the transparency of proceedings by publishing them and assist in 
enforcing judicial decisions. Lastly, the computerized system will help strengthen the open 
court principle and the commitment to the rule of law, which is founded upon the judicial 
system. 
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Human Resources Management in the 
Israel Institute for Biological Research 

 

The Israel Institute for Biological Research is a research and development institute with the 
status of an auxiliary unit of the Ministry of Defense. The Institute's missions regarding 
biological and chemical defense include research, development and testing, and development, 
establishment, and maintenance of national infrastructure  ; and managing and operating 
central biology and chemistry laboratories.  

 

330   137  64  123  
number of employees 
at the Institute 
(August 2020) 

 researchers with a 
Ph.D. in biology, 
chemistry, physics, 
and mathematics 

 research fellows  publications 
connected with work 
plans in 2017–2019 

       

Approx. 
73%  

 
283 

 
310 

 

of the Institute's 
budget in 2020 for 
salary and pension 
expenses 

 of Institution 
employees are 
ranked in the open 
quota1 (about 86% of 
Institute employees) 

 
 

 promotion in the 
open quota in  
2013–2020 
 

 

 
 

1  Open quota – quota of an unranked position Promotions are made according to qualitative criteria of professional 
achievements, contingent upon the achievements and contribution of the employee, and not on his status in the 
organizational hierarchy. 
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Audit actions 
From September 2020 to May 2021, the State Comptroller's office examined various 
aspects of human resources management in the Institute in 2013−2020. The audit 
focused on the following topics: recruitment of employees, staffing, rank promotion, 
organizational changes, salary increases, and the human resources composition. The 
audit was conducted at the Israel Institute for Biological Research. Supplementary 
examinations were conducted at the Defense Minister's assistant headquarter for defense 
(the minister assistant) and the Civil Service Commission. 

This report was presented to the Prime Minister and the State Control Committee of the 
Knesset on December 30, 2021. 

By the authority under Section 17(c) of the State Comptroller Law 1958 
[Consolidated Version] and after considering the government's arguments, consulting 
with the protection of national security information bodies and coordination with the 
Chairman of the Knesset, and since the subcommittee of the State Control Committee 
failed to convene, it was decided to publish this report while imposing confidentiality on 
sections of it. These sections shall not be submitted to the Knesset, nor shall they be 
published.  

The findings of the audit report and its recommendations are valid as of the above date 
of its presentation. 

 
Key findings 

 

The Human resources composition at the research and research fellows 
ranking – the Institute ratio of the researchers to the research fellows is similar to an 
inverted pyramid. As of August 2020, 200 researchers were employed in the Institute – 
137 PhDs researchers and 63 BSc or MSc research fellows in disciplines relevant to the 
Institute, i.e., a ratio of 2.2 researchers to every research fellow. 

Organizational structure – since 2015, organizational changes have been made 
without the Institute's defining the need for the positions created, the organizational 
purpose of the changes, and the problems that need to be solved; and without mapping 
the gaps and assessing the resources the changes required, relative to the organizational 
situation at that time. The changes were gradually submitted for the Civil Service 
Commission's approval without an overall view of the changes and their purpose. Before 
their implementation, the organizational changes were not submitted for the minister's 
assistant approval.  



Report of the State Comptroller of Israel | March 2022 

|   167   |  

Abstract  |  H
um

an Resources M
anagem

ent in the Israel Institute for Biological Research
  

 

New employees in the Institute – 25 (approximately 61%) of the new non-research 
employees in the Institute in 2013–2020 had already worked there before, either through 
employment agencies or by service providers engaged with the Institute. Furthermore, 
the Institute does not fully document the stages of recruiting new employees, including 
a list of the candidates for the positions, documents of the preliminary screening process 
of the CVs or information sources regarding the candidates' location. 

The supreme committee for the ranking of research employees in the defense 
establishment (the supreme committee) – the tenure of five of the eight committee 
members has already passed the maximum permissible period of six years, without the 
special approval required from the Civil Service Commissioner. The committee's 
composition does not comply with the required composition in the supreme committee's 
articles: the head of the Human Resources Division in the Ministry of Defense does not 
serve on the committee, whereas another defense-related research institute has two 
members in the committee, rather than just one. Contrary to the articles of the supreme 
committee and despite its being the only body with oversight of the activity of the 
institutional committees, it has not held meetings nor monitored the work of the 
institutional committees in the defense research bodies. Furthermore, the committee has 
neither explained nor documented its decisions in a protocol nor has the committee 
chairperson prepared any annual conclusions and statistical summary of its work. Thus, 
the control mechanism of the supreme committee's work is compromised.  

Functioning of the Institute's advisory committees2  – the Institute has not 
regulated the activity of the advisory committees regarding, among other things, their 
composition, position, authority, and their work documentation in a protocol, reflecting 
the positions of committee members and the mode their recommendations are presented 
to the institutional committee.  

Protocols of the institutional and advisory committees for rank promotions in 
the open quota – in the vast majority of requests for rank promotion in the open quota 
submitted to the institutional committee, no explanations were given for the decisions, 
neither by the advisory committee nor by the institutional committee.  

Scope of promotions in rank in the open quota and their financial implications 
– the minister assistant has not limited the number of ranks promotions approved at the 
Institute each year in the open quota nor overseen its process.  

Promotion of the union chairperson in the Institute – promotion of the union 
chairperson in the Institute in December 2017 was not discussed, neither in the advisory 
committee nor in the institutional committee – the body authorized to decide the 
promotion of employees as part of the open quota at the Institute. The promotion was 

 
2  The role of the advisory committees is to examine in minute detail the degree to which the employee complies 

with the professional criteria required for promotion in rank and thus give the institutional ranking committee its 
opinion on whether to approve or reject the request for promotion. The authority to approve or reject requests 
for promotion in rank rests with the institutional ranking committee.  
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approved by a special committee, appointed for this purpose by the then3 Institute's 
director, although it had no authorization to do so. The then Institute's director decided 
to give the union chairperson the rank without a meritorious basis of professional 
achievement at his current rank, required as a precondition for promotion in the open 
quota.  

Promotion of union members – on May 19, towards promotion procedures in June 
2019, the then Institute's director announced: "employees may submit their promotion 
file independently (not at the initiative of their direct supervisor)". The decision was made 
without examining the implications of such a change, and it was not anchored in the 
Institute procedures nor approved by the Civil Service Commission. The audit raised that 
only union members were promoted without a recommendation from the head of their 
division and that the institutional ranking committee and the then Institute director 
approved these promotions though the employees did not meet the required professional 
criteria and achievements. The decision of the institutional committee documentation 
does not indicate whether a vote was held on the matter. 

Appointing a department head, senior technician, and technical lead – in 2019 
and in the first half of 2020, the then Institute director appointed 13 employees as 
department head and lead technician positions, with no prior written notification given 
to the divisions in the Institute, nor any opportunity for managers in the Institute to 
recommend employees, nor convening of a committee for that purpose as had been 
done in previous years. In addition, the Institute had not submitted criteria to the Civil 
Service Commissioner for the appointments of employees as department head, senior 
technician, and technical lead; the protocols of these appointments procedures do not 
include criteria, considerations weighed, or explanations for the selection of particular 
employees and, alternately, not selecting others. 

Wage increases for appointments – from 2014 to the end of 2020, the Institute 
increased the scope of positions entitling wage increases of 75%. The Institute failed to 
examine the budget implications, and the raises were not submitted for approval by the 
minister's assistant.  

 
3  The Institute director during the audit period had served in this position from June 2013 to May 2021. After his 

departure, the position was filled, as a substitute, by the person serving at that time as Head of Biology in the 
Institute. On November 28, 2021 the government approved the appointment of the substitute as director of the 
Institute. The appointment is valid as of December 1, 2021.   
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Key recommendations 

 It is recommended that the Minister of Defense verify that the committee established to 
conduct a comprehensive examination of the Israel Institute for Biological Research 
complete its work. It is recommended that the committee examine the Institute's human 
resources composition and the ratio that should exist between the researchers and the 
number of research fellows considering the work plan's needs. It is further recommended 
that the Civil Service Commission examine the quota ratio of researchers and research 
fellows in the Institute.  

 The Institute should submit organizational changes for approval by the minister's 
assistant before implementation. It is recommended that the desired organizational 
changes be presented to the minister's assistant, and his opinion be considered before 
decisions on the matter. It is recommended that organizational changes in the Institute 
be made as a complex package and not piecemeal. 

  Regarding about 130 (approximately 40%) out of 330 Institute employees working in 
technical professions and administrative and legal professions, it is recommended that 
the Civil Service Commission lead staff work in cooperation with the service committee 
and headquarters of the minister's assistant to examine the necessity of the tender 
exemption for recruitment of human resources to the Institute in these positions.  

 It is recommended that the minister's assistant oversees the promotion processes in the 
Institute, controls it, and considers including a representative on his behalf as a member 
of the institutional committee. The State Comptroller's office recommends that the 
Institute examine and analyze the budget implications of the promotion of employees in 
the open quota on an ongoing basis.  

 It is recommended that the Institute, the minister's assistant, and the Civil Service 
Commission examine the relevance of the Institution's procedures and determine a 
complete, up-to-date normative foundation. 
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Israel Institute for Biological Research – organizational 
structure for 2020 

  

According to Institution data processed by the State Comptroller of Israel's office. 
* The accountant is administratively and professionally subordinate to the Accountant General 

Department in the Ministry of Finance. 
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Promotion in the open quota – academic staff 

According to Institution data processed by the State Comptroller of Israel's office. 

 

 

 
Promotion in the open quota – technical staff 

According to Institution data processed by the State Comptroller of Israel's office. 
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Summary 
The report raised deficiencies in the management of human resources at the Institute, 
especially in: the human resources composition with the ratio of researchers to fellows 
resembling an inverted pyramid; the Institute failed to regulate the allocation of authority and 
positions, and the changes in the organizational structure; the Institute has made 
organizational changes without defining their need and purpose; about two-thirds of the non-
research employees recruited by the Institute in the years 2013–2020 had previously worked 
at the Institute through employment agencies or by service providers; rank promotions were 
approved not according to the criteria for promotion in the open quota, with union members 
promoted through the intervention of the then Institute director; deficiencies were found in 
the work processes of the advisory committee and the institutional committee that approves 
rank promotions; wage increases given as an outcome of promotions exceeded the permitted 
quota, without examination of their budget impact, and without approval by minister's 
assistant. The audit has also raised function deficiencies of the supreme committee for the 
ranking of research workers managed at the Civil Service Commission and the oversight and 
control of human resource management at the Institute, performed by the Civil Service 
Commission and the minister's assistant headquarter. 

The Institute should work according to the principles of good governance, provisions of the 
civil service regulations, instructions of the Ministry of Defense, its procedures, and all of the 
requirements that apply to it. It is recommended that the Civil Service Commission and the 
minister's assistant increase their supervision and control of human resources management 
at the Institute. It is also recommended that the Civil Service Commission examine the current 
procedure in place at the Institute for recruiting human resources and propose an alternative 
procedure to the tender exemption in relevant cases. It is recommended that the Minister of 
Defense verify that the committee established for a comprehensive examination of the Israel 
Institute for Biological Research completed its work. In addition, it should examine the 
Institute's human resources composition and the appropriate ratio of researchers to research 
fellows considering the work plan's needs. It is further recommended that the Civil Service 
Commission examine the ratio of researchers positions to research fellows as determined in 
the quota. 

In his response of November 2021 to the draft audit report, the minister's assistant 
headquarters noted that he welcomes the audit which is an essential instrument and that he 
will rectify the deficiencies found. He further added that even before the draft report was 
published, he had already begun to tighten the control of the budget and human resources 
issues while balancing and preserving the principle of the independence of the auxiliary unit. 
The Institute director, in his response in October 2021 to the draft audit report, noted that he 
would "assimilate professional conduct while adhering to principles of human resources 
management, with emphasis on the processes raised in the report, and the necessary 
adjustments to the nature of the Institute's activity." The Civil Service Commission, in its 
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response of September 2021 to the draft audit report noted that the audit report shall serve 
as the "basis for a work plan" and that "the gaps presented in the unit are numerous; 
therefore, the Institute for Biological Research shall be a unit under focus" of the Civil Service 
Commission in the work year 2022. 
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Cyber Security in the Israel Electric 
Corporation Ltd. 

 

Cyberspace includes computers, mechanized systems and networks, software, computerized 
data, digital content, and traffic and control data. A cyberattack is a sequence of actions 
performed by an adversary in cyberspace. With the growth of cyberspace, cyber threats are 
ever-increasing and could lead to harm in both cyberspace and the physical world, such as in 
power stations and production lines. This damage could cause economic harm as well as 
physical injuries and fatalities. In recent years the level of the stated threat gradually 
increased, in both the frequency of events and their severity, in Israel and worldwide. Israel 
Electric Corporation Ltd. (IEC) generates, transmits, and supplies the electricity. IEC is in 
charge of some of the most critical infrastructure in Israel. Damage to the Information and 
communication technology (ICT) systems supporting the generation, transformation, 
transmission, and distribution processes might shut them down and disrupt the regular supply 
of electric power for periods that may be critical for the economy, especially in times of 
emergency.  

 

USD 100  
million 

 NIS 527 
million 

 

19% 
 

the insurance policy limit for 
coverage of cyberattack 
damage in 2021, with the 
deductibles of millions of USD 

 execution of IT budget in the 
IEC in 2019. In 2018, budget 
execution totaled NIS 521 
million  

 employees number reduction 
in the ICT division in the 
years 2015−2019 
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Audit actions 

From May to December 2020, the State Comptroller's Office audited cyber security in the 
IEC and the activities of the IEC and the Israel National Cyber Directorate (INCD) to 
improve the cyber security of critical processes and systems in the Electric Corporation. 
The audits were performed in IEC, INCD, and the Ministry of Energy. 

The report was submitted to the Prime Minister and the Knesset’s State Control 
Committee on 29.07.2021, with the duty of confidentiality imposed on it until discussion 
in the subcommittee of the State Control Committee.  

By the authority given to the State Comptroller's Office under Section 17(c) of the State 
Comptroller Law 1958 [Consolidated Version], after considering the government's 
arguments, consulting with the protection of national security information bodies, and 
coordinating with the Chairman of the Knesset, and as the stated subcommittee failed 
to convene, it was decided to publish this report while imposing confidentiality on 
sections of it. These sections shall not be submitted to the Knesset, nor shall they be 
published.  

The findings of the audit and its recommendations are valid as of the completion of the 
above audit. 

 

 
Key findings 

 

Uniformity of the guiding body and guidance in the energy sector – according 
to the division of work between INCD and the Ministry of Energy, IEC power stations 
sold to private entrepreneurs were transferred from INCD guidance to Ministry of Energy 
guidance, according to the regulation determined by the Ministry of Energy 
(professionally guided by INCD). When comparing the guidance provided by INCD to 
IEC and guidance provided by the Ministry of Energy to the private producers, several 
differences were found. 

Supervision and tracking by INCD of the implementation of guidelines given 
to the Electric Corporation – it was found that INCD did not regulate the IEC's reports 
to enable it to track the implementation of its guidelines and rectify the deficiencies it 
raised. It was found that INCD has not fully tracked and supervised the implementation 
of all its guidelines by the IEC. Regarding some of the guidelines the INCD presented to 
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the State Comptroller audit team, INCD stated that it received no information written or 
verbal regarding the guidance status.  

Preparation of multi-annual and annual work plans for implementation of 
INCD guidelines (assimilation plans) – as of the audit end date, the IEC did not 
submit a multi-year plan, and the annual work plans it presented for 2019−2021 did not 
include full details regarding their implementation. 

Performing risk analyses and penetration tests – from IEC documents, it was 
raised that in July 2019, it did not form a multi-annual or annual plan for performing risk 
analyses and penetration tests. In practice, gaps arose regarding performing risk 
analyses and penetration tests. Nevertheless, in May 2020, IEC prepared a triennial work 
plan for performing risk analyses and penetration tests.  

Separation of system operator unit from the IEC as part of the reform – at the 
audit end date, IEC had not completed its plan for separation of the system operator 
unit from IEC regarding cyber aspects, nor had it submitted such a plan to INCD. This, 
even though at the audit end date, in June 2021, the system operator unit was supposed 
to move to the system operator company. 

Establishment of a cybernetic center – the Ministry of Energy has established the 
Sectorial Cybernetic Center, which monitors all energy infrastructure, coordinates data 
received from it, and presents a status update concerning the cyber security of the energy 
economy. 

This report examined additional topics, such as the level of resilience, intra-organizational 
security policy, work plans, annual and multi-annual assimilation, and cyber security and 
information protection controls. The findings were communicated to the relevant parties. 

 

 
Key recommendations 

 It is recommended that the INCD, as a regulator, will regulate procedures for reporting 
and control of the IEC. Including written reports regarding the rectifications of 
deficiencies raised by the INCD or by others in external or internal audits and the 
accompanying explanations required in the reporting. In addition, it is recommended 
that the INCD set a timetable for submitting the above written reports, including periodic 
and immediate reports, and the details IEC is required to provide in its reports. It is 
further recommended that INCD receive information from IEC regularly concerning 
implementing all its previous years' guidelines and that INCD establishes an online 
reporting and control system for IEC and all organizations under its guidance.  
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 IEC is recommended to prepare a detailed multi-annual work plan in the cyber field 
according to the work order on the matter, including all necessary details. Furthermore, 
it is recommended that IEC prepare detailed annual plans as stated. 

 
 
  
Summary 
The Israel Electric Corporation is in charge of critical national infrastructure. The compromise 
of the electric power supply might damage the Israeli economy. The report contains 
deficiencies in the Electric Corporation's cyber security. This report has presented the status 
report concerning cyber security in the Israel Electric Corporation and oversight thereof by 
the INCD. Among other things, deficiencies were found in INCD's tracking of the 
implementation of its guidelines.  
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Information Systems and Cyber Security in 
the Elections to the 21st, 22nd, and 23rd 
Knesset 

 

The Knesset elections lie at the foundation of the democratic nature of Israel's political regime 
and the right to vote and be elected was recognized as one of the fundamental rights in Israel.  

The Israeli Central Elections Committee is in charge of preparations for the Knesset elections 
and their proper management, including organizing the elections, supervising them, and 
summarizing their results. Operating under the Central Elections Committee is a regular 
administrative staff (the Elections Committee) of 30 employees, preparing for the elections 
and organizing, managing, and executing them.  

The Elections Committee is an independent statutory body established under the Knesset 
Elections Law (Consolidated Version) 1969; hence, it is not subordinate to the decisions of the 
executive authority nor its instructions, in light of the need for its independence from the 
government. 

Upon the declaration of elections and approximately 90 days before them (the elections 
period), the Elections Committee establishes regional committees across the country in charge 
of the management, organization, and execution of the elections in the constituencies 
entrusted to them. In the years 2019 and 2020, 19 regional committees were appointed.  

The Elections Committee manages the data systems and infrastructure operated in the 
elections procedure and their cyber security aspects.  

The voting process in Israel is mainly manual; a computer network performs only the stages 
of summing up and publishing the election results. However, many data systems are operated 
to support the many processes associated with preparations for the elections, managing them, 
and supervising their purity. Harm to the reliability, availability, and confidentiality of the data 
in the system could undermine public trust in the election process and its results.  

For the first time in Israel's history, three consecutive election campaigns were held within 
less than a year, from 9.4.19 to 2.3.20. In light of this, since December 2018, the Elections 
Committee has been in election periods. This report was submitted to the election committee 
several weeks before the election campaign for the 24th Knesset. This report includes a review 
of the three election campaigns regarding the data systems and cyber security, the 
deficiencies that repeated themselves in the three election campaigns and deficiencies that 
were rectified between the campaigns. This audit examined the preparations and workflows 
of the Elections Committee, according to the guiding professional infrastructure formed over 
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the years by the regulatory bodies of the state to regulate the activity of bodies with sensitive 
computer infrastructures. 

 

 

NIS 1 billion 

 NIS 139 
million 

 10 data 
systems 

 19 year has 
passed 

execution of the 
Elections Committee1 
budget in the three 
election campaigns 
examined 

 execution of the 
computerization 
budget in the three 
election campaigns 
examined 

 the number of 
systems reviewed in 
the audit, including 
System 1, the main 
system serving the 
Committee, and 
System 2 

 since winning the 
tender (2002) for 
development and 
maintenance of 
System 1, the main 
data system serving 
the Elections 
Committee until the 
end of the audit in 
August 2020  

       

1,855 
polling 
stations 
(17%) 

 
middle of 
2017 

 

333,603  

 

nearly a 
quarter  

the number of polling 
stations out of 10,631 
polling stations 
controlled, regarding 
election purity, in the 
elections to the 23rd 
Knesset  

 
 

 the Elections 
Committee began to 
increase the level of 
cyber protection of its 
data systems. The 
Committee had not 
previously seen any 
threat to the elections 
from the cyber 
aspect  

 the number of voters 
through double 
envelopes2 in the 23rd 
Knesset elections − 
growth of 37% in less 
than a year (between 
the elections to the 
21st and 23rd 
Knesset). The total 
growth rate in the 
number of voters in 
the stated period was 
approx. 6.3% 

 23% of the double 
envelopes either 
disqualified or not 
counted in the 
elections to the 23rd 
Knesset were those of 
the polling stations 
committees members 
or their secretaries, in 
charge, among other 
things, of protecting 
the purity of the 
election process 
 

 
1  Execution of the budget including all of its changes, not including required surpluses. 

2  The official name is external envelopes. 
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Audit actions 

From January 2019 to August 2020, the State Comptroller's office examined, intermittently, 
the preparedness of the Election Committee for the election campaigns of the 21st, 22nd, 
and 23rd Knesset on the following issues: the Committee's data systems, their cyber 
protection, and functioning in the three election campaigns. The audit was conducted in the 
Elections Committee and the regional committees. Completion examinations were conducted 
at the national superintendent of the elections in the Ministry of Interior, at the Privacy 
Protection Authority in the Ministry of Justice, at the office of Cyber and Digital Matters – in 
the e-government unit in the Government (information and communication) ICT Authority, 
and the Prime Minister's Office in the National Cyber Directorate.  

On election night of each of the three elections and in the following days, 30 State 
Comptroller's office auditors conducted an audit at the Elections Committee in the 
Knesset and 10 of 19 regional committees. 18 of 19 regional committees were examined 
in all of the election campaigns.  

After each of the two first election campaigns, the State Comptroller's office submitted 
a list of topics in which it found gaps in the auditing process undertaken on the previous 
election campaign that could be rectified quickly; for example, by a change of 
instructions. After each of the first two election campaigns, the Elections Committee 
rectified some of the gaps noted by the State Comptroller's office.  

As part of the audit, the State Comptroller's auditing team performed statistical analysis 
for the election campaigns of the 22nd and 23rd Knesset, performed shortly after the 
elections based on election results files published by the Elections Committee every few 
hours after the closing of the Election Day. In each statistical analysis, the results of the 
elections published were examined (results that were still unofficial at that time) as 
opposed to the official results of the previous elections to pinpoint polling stations with 
irregular activity.  

The statistical analysis performed by the State Comptroller's office encompassed 150 
polling stations consisting of irregular activity. This information was submitted to the 
Committee as part of the election purification operation. The election committee 
examined all polling stations delivered to it by the State Comptroller's team, including 
26 new polling stations it had not previously reviewed as part of the election purification 
operation. Furthermore, in three polling stations, the voting results were changed 
following the Committee's examination. 

By the authority given to the State Comptroller's Office under Section 17(c) of the State 
Comptroller Law 1958 [Consolidated Version], considering the government's arguments, 
consulting with the bodies protecting of national security data, coordination with the Chairman 
of the Knesset, and as the subcommittee of the Knesset's State Control Committee failed 
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to convene; it was decided to publish this report while imposing confidentiality on sections 
of it. These sections shall not be submitted to the Knesset, nor shall they be published. 

Section 1 – Cyber security 

 

In Government Decision 2444 in 2015, cyber security is defined as the set of actions designed 
to prevent, neutralize, investigate and contend with cyber threats and cyber incidents and 
reduce impact and damage caused by them, before, during, or after their occurrence.  

 
Key findings 

 

Cyber security policy – the Committee's work regarding the cyber field should be 
based on a defined procedure and work plans for routine between elections and during 
election campaigns. Gaps were found regarding policy formation. 

The steering committee for cyber security – the steering committee on cyber 
security was established in November 2018 but did not convene until the end of the 
audit in August 2020, while the Elections Committee was busy conducting three 
election campaigns.  

Advancement of cyber security – the government's preparedness for handling cyber 
security began over a decade ago, with decisions made in the years 2011 and 2015 
designed to regulate this field. It was found that until 2017, the Elections Committee 
had not advanced the cyber security field. 

A cyber audit during the election periods in the years 2019−2020 – the National 
Cyber Directorate and the Cyber Protection Unit (YAHAV) conducted cyber audits during 
the three elections periods examined. Conducting the audits during the election periods 
in which the systems are operated affected the content of the audits; thus, there was 
no way of conducting comprehensive, complex examinations that included all required 
aspects of cyber security doctrine: organizational application, network, and 
infrastructure. The gaps discovered in the audits were only partially rectified due to time 
constraints and the risks involved in making changes to the system just before the 
elections. In these circumstances, the Elections Committee circumscribed some gaps 
found in the audits with alternative means.  
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The information system and the interrelations between them – the Elections 
Committee did not have a complete, updated picture of the data systems and 
infrastructure used by them (updated inventory) and the interrelations between the 
systems (architecture document).  

Management of functional continuity – the Elections Committee, worked without a 
functional continuity management document defining the systems and processes vital 
to the continued activity of the Committee during the election period and their recovery 
time.  

The appropriate level of logical security for protecting the data – the Elections 
Committee did not define the proper level of logical security for protecting the data in 
its systems, especially the sensitive data. In addition, gaps were found in various aspects 
of the logical security level.  

Physical data security – in the three election campaigns examined, gaps were found 
in this field. 

The use made of electoral rolls by parties and factions – in the supervision 
performed by the Privacy Protection Authority toward the elections to the 23rd Knesset, 
considerable gaps were found in how 19 parties examined implement the Privacy 
Protection Law and the regulations deriving from it. Examples of these gaps are as 
follows: the parties keep susceptible databases that include, among other things, 
information on people's political views. Most of the parties examined purchase 
information to improve their data or conduct polls without verifying whether the sources 
of information obtained are legal.  

Election processes in Israel and around the world – in Israel, a computer performs 
only the stages of summing up the results and publishing them. According to an 
international survey conducted in 2016−2019 in 182 countries, including the USA (about 
160 countries responded), it was found that in 26% of them, voter identification at the 
polling station is performed by computer; in 20%, voting and counting procedures are 
computerized, and in 60% counting and publishing the results are performed by 
computer.  

Voting with double envelopes – between the 21st Knesset and 23rd Knesset election 
campaigns, there was a growth of 37% in the number of voting by double envelopes. 
Their number in the 23rd Knesset was 333,603, costing NIS 8 million3 (twice the cost in 
the elections to the 21st Knesset and approximately 2% of the entire election budget).  

Computerization of the voter identification process – in 2007, the Elections 
Committee began computerizing the voter identification process; however, no further 

 
3  As part of the deployment for the elections to the 23rd Knesset, procurement processes were performed in order 

to serve future election campaigns as well, and from the elections to the 22nd Knesset on, the wages of the 
counting committees were updated. 



  

 

|   190   |  

Information Systems and Cyber Security in the Elections to the 21st, 22nd, and 23rd Knesset 

progress was made. Computerization of the process is expected to make the voting with 
double envelopes redundant. In addition, no use was made of the smart ID card to 
identify voters at the polling station.  

 

 

Formulating a security concept for the elections period – at the end of 2018 and 
toward the elections to the 21st Knesset, the Elections Committee formed a security concept 
deriving from two main threats. The Elections Committee operated the three election 
campaigns examined according to its concept.  

Increasing the level of systems' security in the years 2019−2020 – over these years, 
the Elections Committee increased the security level of its main data systems and performed 
by the Cyber Directorate and YAHAV, ten audits, and penetration tests, rectified a significant 
part of the gaps raised in these audits or circumscribe them. 

Use of a magnetometer to detect voting materials in the regional committees – in 
some of the regional committees in the 23rd Knesset elections, detectors to locate sensitive 
materials were used, including double envelopes, in real-time, to prevent their transfer to the 
logistical, operational center of the Elections Committee. 

  
Key recommendations 

 It is recommended that the Elections Committee convene the cyber security steering 
committee and form policy procedures for the Committee's work during the elections 
period and routine times (between election campaigns) regarding all aspects described 
in the YAHAV instructions. It is recommended that the Elections Committee manage, on 
an ongoing basis, the cyber risks on both the organizational level and that of the main 
systems, according to the commonly accepted standards. It is further recommended that 
the Committee monitor the treatment of gaps through recurring audits.  

 Due to the high risk to democracy from cyberattacks that might sway election results, 
the Elections Committee should adopt (as mandatory professional norms with the 
necessary changes for the Committee) the guidelines of the Cyber Directorate and 
YAHAV for cyber security or other stringent rules according to international standards. 
Similarly, it is recommended that the Elections Committee consider the possibility of 
ongoing cooperation with the Cyber Directorate in both routine times and elections. The 
Cyber Directorate will thus accompany the Elections Committee and guide it through all 
of the main processes. 
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 It is recommended that the Elections Committee define the level of logical security 
appropriate for protecting the data and the sensitive business processes it manages. It 
is also recommended that the Committee adopt the YAHAV guidelines to implement 
security mechanisms.  

 It is recommended that the national elections supervision unit, in collaboration with all 
the relevant bodies: the Population and Immigration Authority, the Elections Committee, 
and the Privacy Protection Authority, change the method of making electoral rolls 
accessible to parties and factions and thus enable tighter data security as well as 
monitoring and documenting the data used by the parties and factions and their 
suppliers.  

 It is recommended that the Elections Committee reconsider computerizing the electoral 
rolls and the process of voter identification at the polling stations, considering the 
implications of the change and its suitability for voting procedures in Israel. 
Computerization of the process is expected to redundant the double envelopes and 
indirectly enhance the purity of elections in Israel.  

 It is recommended that the Elections Committee and Ministry of Interior reactivate the 
public Committee for computerization examination of the elections to the Knesset and 
local authorities. Accordingly, advise computerization of voter identification at the polling 
stations and subsequently the entire voting process, including in comparison with 
progress in this field in the rest of the world.  

 

The main actions of the Elections Committee and Cyber 
Directorate in cyber security in the years 2019−2020 

 

Issue Description of action 

Forming an outline of the 
activity 

• Arrangement of all work processes between the Election 
Committee and the Cyber Directorate considering the 
Committee's unique status 

• The outline of the activity was presented before the 
Attorney General of Israel 

Forming a protective "shell" 
for the main IT and 
communications system 

• The Cyber Directorate formed a protective "shell" for three 
election campaigns. 

• The Elections Committee approved the "shell" Reference 
threats have been defined  



  

 

|   192   |  

Information Systems and Cyber Security in the Elections to the 21st, 22nd, and 23rd Knesset 

Issue Description of action 

• The Committee's critical systems have been defined 

• Writing an operation command for each election campaign 

• Drawing conclusions and validation of the protective "shell" 
with linkage to a future election campaign 

Audits and resilience tests in 
three election campaigns 

• The Cyber Directorate – on some of the main data 
system components 

• YAHAV – on components of System 2  

Forming of work procedures 
 for the investigation of cyber  
incidents 

• Division of areas of responsibility between the Cyber  
Directorate and the Elections Committee 

Raising awareness of cyber 
attacks 

• Development of educational software to increase 
awareness of cyberattacks among Committee employees 
and faction representatives  

Immediate response to cyber 
incidents and irregular 
behavior 

• Setting up a alertness room for the Cyber Directorate with 
representatives of various bodies attending 

• Representatives of the Cyber Directorate attending the 
main management sites of the IT systems 

Reliability test • The tests were performed for Elections Committee 
employees and its service providers by the General 
Security Service 

• The Committee has installed regulations on the matter 

Reference threats and  
reference scenarios 

• The Elections Committee has created a document for 
routine and as well as election periods 

Forming and application of a 
security concept in the three 
election campaigns 

• The Committee's security concept is derived from two main 
threats 

• The Committee implemented the security concept 
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Section 2 – Data analysis as an 
assistance tool for control of 
election purity 

 

Data analysis is used intensively around the world as an assistance tool for making decisions 
and exhausting the business value of the data. Data analysis is performed, among other 
things, with artificial intelligence (AI) technologies and machine learning, in which the 
computer studies the existing data in the database and uses mathematical models to perform 
segmentation of the data, identify irregularities, identify trends, and present predictive 
models. 

 
Key findings 

 

Consolidated database – no consolidated database was managed in which all 
incidents occurring in polling stations over several election campaigns were documented. 
Creating a consolidated database and using AI technology to analyze data could help 
the Committee in the decision-making process. For example, quick identifying polling 
stations where irregularities occurred over several election campaigns and predicting the 
Committee's actions to prevent recurring. 

Control of the data completeness in systems operated in the election purity 
operation – in the elections to the 22nd and 23rd Knesset, data systems were 
performed to receive complaints regarding suspicious polling stations compromising 
election purity (source systems). None of the source systems documented data on the 
status of complaint closure (if decided to transfer for handling in system five or terminate 
handling). Without documentation, it is impossible to control the process as a whole and 
verify that all complaints the Committee decided to transfer for handing in system five 
were treated.  

Authority separation for the handling of complaints on election purity – it was 
found that the Elections Committee handled a sensitive process such as a complaint on 
election purity by one official examining and deciding and no additional control (not even 
sampled) to prevent human error, as required by the YAHAV instruction. 



  

 

|   194   |  

Information Systems and Cyber Security in the Elections to the 21st, 22nd, and 23rd Knesset 

Voting on behalf of deceased voters – in the 23rd Knesset elections, it was found, 
based on a comparison between Form 1000 and the resident registration that about 260 
"deceased" people had voted. The Elections Committee performed an in-depth 
examination of 65 cases, and it found that 20 voters had indeed voted on behalf of the 
deceased. Thus, about 80 votes were on behalf of deceased persons in the elections to 
the 23rd Knesset4.  

Voting by citizens who, according to border control data, were abroad on 
Election Day – an examination conducted by the State Comptroller's office based on 
Form 1000 found that approximately 9,000 people allegedly voted in the 23rd Knesset 
elections on behalf of citizens who were abroad. A random sampling of 5% of such 
voters in the elections to the 23rd Knesset indicated that 79 voters voted on behalf of 
people who were abroad (approximately 18% of voters in the sampling). Regarding 64 
others (about 14%), the Elections Committee did not find the alphabetical index of the 
polling stations at which they voted. In addition, it was found that around 1,600 voters 
(about 18% of approximately 9,000 voters allegedly) voted on behalf of people who 
were abroad on Election Day (approximately 0.035% of actual voters).  

 

 

Establishing a data system for managing an election purity operation since the 
elections to the 22nd Knesset – managing an election purity operation through a 
computerized data system enables control over thousands of polling stations examined as 
part of the operation and analyze the data of the examination processes and the treatment 
given. 

  
Key recommendations 

 In cooperation with the Population and Immigration Authority, it is recommended that 
the Elections Committee consider means to eradicate the phenomenon of people voting 
with the ID of deceased persons or abroad on Election Day. Computerizing the voter 
identification stage at the polling stations and comparing voter identity with the resident 
registration could prevent this.  

 It is recommended to create a consolidated computerized database under the provisions 
of the law to assist decision-making while preparing for the next elections and in the 
process of identifying polling stations with irregular data over several election campaigns.  

 
4  Approximately 0.002% of voters in practice. 
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 As part of the computerized controls applied by the Committee, it is recommended to 
include statistical analysis, similar to that performed by the State Comptroller's office, to 
locate polling stations with irregular activity compared to election results published for 
the same polling station in previous elections. Accordingly, it is recommended that the 
Committee try to reduce the changes in the electoral rolls and polling station numbers.  

 It is recommended to document the data of each campaign regarding complaints about 
election integrity compromise, assist the Committee in control over the integrity of the 
process, and verify that all complaints were handled to the end by the election purity 
system. In addition, the Committee will be able to analyze the overall data of complaints 
to identify trends and draw conclusions in preparedness for the next elections.  

 It is appropriate to implement the separation of authority principle5 regarding sensitive 
processes such as handling polling stations suspected of compromising election purity. 
Thus, one person will not be able to complete the whole process on his own and thereby 
avoid human error. In addition, it is appropriate to compare the data sample entered in 
the data system to the data in manual test forms scanned into the data system. Thus, 
controlling the handling of the complaint and verifying that it was performed as written 
in the forms.  

  

 
5  Separation of authority is to diminish data damage by one person with malicious or unintentional intent. According 

to the framework directive published by Yahav (11.11) in sensitive processes, a separation of powers must be 
implemented and one person will not be able to carry out a full process. 



  

 

|   196   |  

Information Systems and Cyber Security in the Elections to the 21st, 22nd, and 23rd Knesset 

One person handling a complaint regarding election purity 
compromising  

 

 

  

 polling stations
suspected to
 compromise

election purity

Election
 purity
System

Will not be
taken care of
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An example of statistical analysis performed by the auditing 
team in locating polling stations with irregular difference − 
92% of the voting rate − between the 21st and the 22nd 
elections 

 

 

Explanation: after the elections to the 22nd and 23rd Knesset, the State Comptroller's office submitted 
details of the 150 polling stations where statistical irregularities arose to the Elections Committee. After 
the elections to the 23rd Knesset, the Elections Committee announced that it had examined all 150 polling 
stations, including 26 that it had not previously reviewed as part of the election purity operation. Because 
of the examination performed by the Committee, the results of three polling stations were changed. In 
the Committee's response, detailed explanations were given for the irregular changes in voting rate 
observed at some polling stations. 
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Section 3 – Data system auditing 

 

The IT Department of the Elections Committee manages over ten different IT projects at 
various stages of initiative, establishment, and maintenance – the cost of which in the election 
periods of the three elections examined totaled approximately NIS 139 million. The IT 
Department is in charge of maintaining the data systems and their infrastructure, thus 
enabling them to support the management of the election campaigns. Maintenance of the 
systems includes developing the systems to support the requirements and new processes, 
handling the expected workloads, updating software versions, and data security updates. 

 
Key findings 

 

Engagement periods for development and maintenance of the Elections 
Committee's IT system – the Committee has engaged with all IT firms to develop 
and maintain its data systems for an extended time – eight to 21 years. At the end of 
the audit date, in August 2020, 19 years had passed since the last tender was held (in 
2002) for the development and maintenance of the main IT system serving the 
Committee – System 1. 

Strategy and policy for ICT and the annual work plans of the IT Department 
– no ICT strategy or policy has been formed yet. Furthermore, the IT Department does 
not manage yearly and multi-annual work plans for computerization activity in the 
department.  

Management of work plans for the data systems – the IT Department does not 
manage annual work plans for its data systems in various maintenance stages. However, 
the scope of payments to the five companies developing and maintaining these systems 
stood in 2019 at approximately NIS 50 million. 

Steering committee – the Elections Committee managed a steering committee for its 
main data systems – System 1 and System 2. No protocols of steering committee 
discussions were found, except for two protocols produced: one of a discussion on 
System 1 from December 1, 2012, and the other of a discussion on System 2 from 
August 2017. In addition, the Elections Committee did not conduct a steering committee 
for other data systems of financial scope greater than NIS 2.5 million, including System 
3 and System 8.  
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System 2 – in the three election campaigns examined, malfunctions were found in the 
system, including incompatibility between the data of System 1 and System 2, which 
undermined the confidence of some of the Committee's Heads in the system's data due 
to operating the interface once a day, unavailability of the system and inability to 
contend with the workload and slowness. 

System 3 – in the three election campaigns examined, malfunctions were found in the 
system, including communications problems, the inadequate skill of the scanners of 
voting materials, and partial scanning of voting materials, with some scanned at poor 
quality.  

Preparedness for the replacement and updating of IT systems – most 
engagements for the Elections Committee's IT system maintenance, including System 
1, end within five years. The Elections Committee has not adequately prepared during 
the routine period to replace and substantially update the data systems to support new 
requirements and processes. 

Documents of the conclusions drawn after each election campaign – the 
Elections Committee did not require receiving documents from its main IT systems 
suppliers – of the conclusions drawn following each election campaign, not even 
regarding systems operated for the first time.  

 

 

Rectifications of the deficiencies noted in the elections to the 21st and 22nd 
Knesset – Following are examples of deficiencies rectified: the Elections Committee stopped 
the configuration of its information systems a month before election day; documented 
malfunctions and irregular events that occurred in the general rehearsal and on election night; 
checked the computerization plans before their operation; and applied control processes to 
the election results before they were published. 

Development of a business intelligence (BI) system – to present activity status in the 
regional committees. 

A general rehearsal was held, including all of the processes – exercises simulating 
reality vis-a-vis all bodies involved to simulate the entire election procedure. 
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Key recommendations 

 All engagements regarding the Elections Committee's IT systems, except for System 2, 
are supposed to be terminated in the next five years (until 2025), including System 1, 
which the Committee has begun to prepare for its replacement. In light of the complexity 
of replacing IT systems, the Committee is advised to prepare in advance for their 
replacement.  

 It is recommended that the Elections Committee form work plans and budgets of the IT 
Department as well as of each department separately and supervise execution vs. 
planning, adopt the Government ICT Authority's guideline regarding the lifecycle of ICT 
systems and establish a steering committee for projects defined by ICT Authority's as 
medium-sized projects and up or complex projects. 

 It is recommended that the Elections Committee substantially change its IT systems 
during routine times. To test their impact on all involved bodies without compromising 
their systems, some of which have been operated since the election period beginning.  

 It is recommended that the Elections Committee receive feedback and reports with 
conclusions from its main IT suppliers employed in the elections by no later than the end 
of their employment.  
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Summary 
The Knesset elections are part of the foundation of the democratic nature of Israel's political 
regime. Therefore, it is essential that the election process is transparent and its results reflect 
the will of the voters. Compromising the reliability, availability, and confidentiality of the data 
stored in the IT systems used in the election process could undermine public trust in the 
election process.  

The government's preparedness for dealing with cyber security began over a decade ago, 
with decisions made in 2011 and 2015 to regulate this field. Government activity in cyber 
security over the years was supposed to lead to the deployment of the Committee in earlier 
stages, including the establishment of a steering committee for cyber security and 
implementation of its decisions. Earlier preparations could have been an appropriate response 
to this sensitive issue if done between election campaigns. 

The threat of cyberattacks on Israel's elections was identified only in the middle of 2017 in 
the wake of possible interventions in the US elections. Since then, the Elections Committee 
has begun mapping the threats with the Cyber Directorate. At the end of 2018, the Committee 
formed a security concept for handling the critical risks. It then started work on protecting 
essential systems and processes according to the newly developed concept. 

Nevertheless, the audit raised some gaps concerning cyber security, data analysis as an 
assisting tool for controlling election purity, and auditing of data systems. In addition, gaps 
arose concerning the forming policy on cyber security and ICT. 

The Elections Committee is recommended to convene the cyber security steering committee 
to form the policy procedures for the Committee's work during election period and in routine 
times, periods quite different in nature. It is also recommended to adopt (with the necessary 
changes for the Committee) the guidelines of the ICT Authority and the Cyber Directorate – 
bodies in charge of guiding the ministries in these fields – or other stringent rules according 
to international standards, in addition to the special-purpose tools designed to deal with 
complex attacks on organizations. 

It is better not to engage in development work or measures designed to close gaps during 
the election period since this could jeopardize the system's operation and cause malfunctions. 
Therefore, it is recommended that the Committee increase the level of security of its systems, 
including management of cyber risks on an ongoing basis while closing gaps in this field. It is 
also recommended that the Committee convene steering committees to verify the 
development and maintenance of the systems according to the planning. 

Regarding control of election purity, it is recommended that the Committee make sure that 
sensitive processes such as handling polling stations suspected of compromising election 
purity decisions be made by more than one person, so not one person can perform an entire 
process independently. In addition, it is appropriate to compare a data sample entered in the 
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data system to the data in manual forms. It is recommended that the Committee increase 
data analysis as an assisting tool for decision-making and concluding incidents that occurred 
in previous election campaigns to improve preparedness for the next elections.  

It is commended that the Election Committee has met the challenge of conducting three 
election campaigns within just one year. Furthermore, the audit raised improvement in 
aspects examined from one election to another, and it is recommended to preserve them. 

In light of technological development and increased use of voting with double envelopes and 
the high costs involved, it is recommended that the Elections Committee conduct an in-depth 
examination of the computerization of electoral rolls and voter identification process at the 
polling stations, and consider enhancing voter identification through the use of smart ID cards. 
The Committee should consider the implications of the change and whether it suites Israel's 
election procedures. Computerization of the process is expected to make the double envelopes 
redundant and indirectly enhance the purity of elections in Israel. It is also recommended that 
the Elections Committee and Ministry of Interior reactivate the public Committee for examining 
the computerization of the elections to the Knesset and the local authorities and advise 
requirements for the computerization of voter identification at the polling stations and, 
ultimately, the entire voting process, following the technological development and experience 
gained in this field in the rest of the world. 

The Elections Committee and the rest of the audited bodies should rectify the deficiencies 
found and consider the recommendations. 
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The Financial Statements of Israel 
Aerospace Industries Ltd. – State of the 
Company and its Risks 

 

The government of Israel entirely owns Israel Aerospace Industries Ltd. (IAI). IAI deals in 
missilery, space, military electronics, military aircraft, and civilian areas, including business 
jets, conversion of passenger aircraft to cargo configuration, and accompanying aviation 
support services. IAI operates through four business divisions: three divisions operate mainly 
in the military-defense area, and the fourth is mainly in the civilian area. In 2019 about 73% 
of IAI's revenue came from the military-defense area1. That year, IAI was the government-
owned company with the second-largest revenue turnover. Approximately 74% of IAI's 
revenue in 2019 was from customers outside Israel. As of December 31, 2019, the company 
employed approximately 15,000 people. In November 2020, the Ministerial Committee on 
Privatization approved the sale of up to 49% of IAI share capital through a public offering on 
the Tel Aviv Stock Exchange2.  

  

 
1  The data included in this report from the financial statements of IAI originate in the consolidated financial 

statements, unless otherwise noted. 

2  Sale of over 35% of the company's share capital shall be subject to an additional decision by the Ministerial 
Committee on Privatization. 
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USD 5.8 
billion 

 

3% 
 USD 25 
billion 

 USD 57 
million 

balance sheet total of 
IAI as of December 
31, 2019  

 operating profit 
margin of IAI in 2019 

 revenue of IAI in the 
years 2011–2017  

 dividends declared by 
IAI for the years 
2011–2017 

       

USD (27) 
million 

 USD 

13.4 
billion 

 
USD 5 
million 

 

75%  
IAI's Cash flow 
(negative) from 
operating activities in 
2019 

 order backlog of IAI 
as of December 31, 
2019 

 depreciated cost of 
land in IAI books as 
of December 31, 
2019 

 the percentage of 
land for which the 
rights of IAI have not 
been resolved in 
agreements or for 
which the agreements 
are no longer valid, 
out of all the land on 
which IAI is active 

 
Audit actions 

This report was presented to the Prime Minister and the State Control Committee of the 
Knesset on 15.2.21, with the duty of confidentiality imposed on it until discussion in the 
subcommittee of the State Control Committee. 

By force of the authority vested in the State Comptroller's Office under Section 17(c) of 
the State Comptroller Law 1958 [Consolidated Version] and considering the government's 

From February to November of 2020, the State Comptroller's Office examined aspects of 
the financial reporting of IAI and the state of its business, as reflected in its financial 
statements and information systems, as well as aspects related to its fixed assets and real 
estate. The audit was conducted at IAI and the Israel Land Authority. Supplementary 
examinations were performed at the Government Companies Authority, the ministry of 
Defense, the Ministry of Finance, Rafael Advanced Defense Systems Ltd. (Rafael), and the 
Land Registry and Settlement of Rights in the Ministry of Justice (Tabu). 
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reasoning, and after consulting with the bodies in charge of the protection of national 
security information and coordination with the Chairman of the Knesset, and since the 
stated subcommittee failed to convene, it was decided to publish this report while imposing 
confidentiality on sections of it. These sections shall not be submitted to the Knesset, nor 
shall they be published.  

The findings of this audit report and its recommendations are valid as of the above date 
of its presentation.  

 

 
Key findings 

 

Income and Profitability – average gross and operating profit margins from IAI 
income over the last five years (2015–2019) were approximately 14% and 1%, 
respectively. These margins indicate the stability of the low profitability margins of IAI. 
The operating profit margins from IAI income are relatively low compared to the domestic 
competitors – Rafael and Elbit Systems Ltd (Elbit), and its EBITDA3 margins are low 
compared to foreign competitors as well. Nevertheless, it should be noted that the 
average operating profit margin from income in the years 2016–2019 in the military area 
and the EBITDA ratio for 2019 in IAI's military area were relatively high compared to 
Elbit and Rafael. Figures of income per worker in the years 2015–2019 in IAI were low 
compared to Elbit, Rafael, and the average of foreign competitors, by an average ratio 
of approximately 8%, 20%, and 37%, respectively, figures of gross profit per worker in 
these years were relatively low compared to Elbit and Rafael, by an average ratio of 
approximately 54% and 48% respectively. The average operating profit margins from 
2017 to 30.06.20 of two of the three divisions operating in the military area 
(approximately 12% and 8%) were relatively high compared to the average operating 
profit margins of the third division operating in the military area, and the fourth divisin 
operating in the civilian area (approximately 6% and 0% respectively). 

A certain gap in the fulfillment of Projects' Milestones – a certain gap exists in 
execution of milestones in IAI projects.  

Research and Development (R&D) Expenses and Investment in Subsidiaries 
and Associated Companiess – the ratio of investment of IAI in self-R&D from its total 
income in the years 2016–2019 was lower than that of the competitors – Rafael and 
Elbit, in the extent of approximately 38%; its ordered R&D too was lower than that of 
Rafael. Furthermore, in the years 2016–2019, IAI failed to realize its plans for investment 
in companies, which would have facilitate it in "inorganic growth,” including penetration 

 
3  Profit before finance costs (income), taxes on income, depreciation and devaluation. 
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of new markets, product lines, and complementary technologies. As against an 
accumulated budget in the sum of hundreds of millions of USD for investment in the 
companies in the years 2016–2019, execution stood at approximately 11%. 

Risk Management at IAI – the list of key risks approved by the board of directors in 
October 2019 included risks not included in the IAI periodic report as of December 31, 
2019.  

Resolution of IAI Rights in Lands – the rights of IAI in approximately 690 dunams 
of land, constituting approximately 20% of the lands on which it operates, are in lease 
agreements that have already expired. IAI did not request the Israel Land Authority to 
renew the agreements for which the lease period expired after the year 2016. The rights 
of IAI in about 55% of the land on which it operates are not adequately resolved in 
agreements with the Israel Land Authority, and it does not pay for the use of some of 
its land.  

Appointment of an Auditing Accountant – since 2016, the procedure for receiving 
ministers' approval for appointing the committee members choosing auditing 
accountants have not been completed. As a result, most government-owned companies' 
auditing accountants have not been replaced. In IAI and its subsidiary ELTA Systems 
Ltd., the same accountants have been in office for 13 and 14 years, respectively.  

 

 

Improvement of IAI business performance – in 2018, IAI determined a strategic plan 
for increasing profitability. The revenue of IAI increased from approximately USD 3.1 billion 
in 2012 to approximately USD 4.1 billion in 2019. In the first half of 2020, the IAI revenue 
grew by 5% compared to the same period in 2019; gross and operating profit margins from 
its income in the first half of 2020 were approximately 16% and 6%, respectively, as opposed 
to approximately 13% and 3% in the same period of the previous year.  

Financial objectives set for IAI by the Government Companies Authority – in 2019, 
the Government Companies Authority set long-term financial objectives for IAI. IAI achieved 
the objectives for financial resilience and growth already in 2019. 

Order backlog – IAI's large order backlog, which on December 31, 2019, stood at USD 13.4 
billion, gives it a significant degree of certainty and security for both its short-term and long-
term income. IAI's order backlog is larger than those of Rafael and Elbit. 
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Key recommendations 

 It is recommended that the IAI management and board of directors continue to closely 
examine those business units operating at a loss and with low-profit margins while 
analyzing their causes, and preparing a detailed plan to improve their business condition, 
including business objectives and timetables for their achievement.  

 It is recommended that IAI management continue to operate and conclude about a 
certain gap in the achievement of project milestones, emphasizing the causes thereof. 

 It is recommended that IAI assess its investment in R&D, against the objectives in its 
strategic plan, to maximize the return on this investment. This is to preclude any 
compromise of its relative competitive advantages in technological areas and avoid 
harming its future business results.  

 It is recommended that the Government Companies Authority, in cooperation with IAI, 
examine the obstacles that hinder IAI's ability to realize mergers and acquisitions and 
their causes.  

 The Israel Land Authority and IAI should address the issue of settling the rights and 
terms of use for lands on which IAI operates renewing expired agreements and work 
towards signing agreements about lands for which no lease agreements have been 
signed. This is also according to the November 2020 decision on privatization. In 
addition, IAI should arrange to register its rights to the land at the Land Registry to 
establish its legal rights to it. 

 It is recommended that the Accountant-General Department in the Ministry of Finance 
and the Government Companies Authority verify that IAI's rights to lands will be settled 
appropriately, including their usage fees, terms of use, and transfer of ownership thereof. 
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IAI's gross profit, operating profit, and net profit margins 
from its revenue, 2010–2019 

Source: IAI Financial Statements for the years 2010–2019 
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Summary 
In view of the characteristics of IAI, including its unique capabilities and the extent of its 
activity in Israel and abroad, together with other Israeli defense industries, it constitutes an 
essential component in the national security of the State of Israel. Therefore, maintaining its 
business and financial resilience is a state's security and economic interest. An analysis of 
IAI's business results indicates that the company has contended with many difficulties in 
recent years. It is recommended that IAI, in cooperation with the Government Companies 
Authority, continue to pursue the execution of its strategic plan, while closely monitoring its 
implementation; and that the expected proceeds from the issue of its shares be used 
according to the November 2020 decision on privatization, among other things, to strengthen 
and reinforce its economic resilience. Furthermore, by the decision on privatization, it is 
recommended that the Ministry of Finance, Government Companies Authority, Israel Land 
Authority, and IAI pursue the arrangement of land registration, which could have a substantial 
impact on the company's activity and its value. 
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Approval Processes for the Establishment 
of Companies and Purchase of Shares in 
Existing Companies by the Government 
Defense Companies  

 
Israel Aerospace Industries Ltd. (IAI), ELTA Systems Ltd. (ELTA), and Rafael Advanced 
Defense Systems Ltd. (Rafael) are government business, technology, and defense companies 
operating in dynamic, competitive markets in Israel and worldwide. The global aerospace and 
defense market is characterized by mergers and acquisitions of companies and joint ventures 
that must be carried out quickly and efficiently as part of their routine business activity. IAI, 
ELTA, and Rafael are subject to regulatory requirements on this matter, determined by both 
foreign and the Israeli governments, including the obligation to receive approval by the 
government or the Government Companies Authority (the Companies Authority) and the 
Ministry of Defense to establish companies or purchase shares in existing companies. In  
2018–2020, there were 367 mergers and acquisitions in this sector worldwide, at a scope of 
approximately USD 268 billion.  
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10 and 9 
companies 
in Israel and 
abroad 

 NIS 1.3 
billion and 
NIS 266 
million 

 
6.5 months 
and 4.5 
months 

 10 months 
and 7 
months 

in 2017−2020, IAI, 
ELTA, and their 
subsidiaries either 
established or 
purchased shares in 
10 companies; Rafael 
and its subsidiaries 
in 9 

 the sums approved 
by the directorates of 
Rafael and IAI, 
respectively, to invest 
in the establishment 
of companies or 
purchase of shares in 
existing companies in 
2017−2020 

 the average time 
elapsed from the 
approval date by the 
IAI and Rafael 
directorates, 
respectively, to 
establish companies or 
purchase shares in 
existing companies 
until approval by the 
Companies Authority  

 

 the average time 
elapsed from the 
approval date by the 
Rafael and IAI 
directorates, 
respectively, to 
establish or purchase 
shares in existing 
companies until 
government 
approval. The most 
extended period for 
approval was approx. 
13.5 months 

       

NIS 195 
million and 
several 
dozen 
millions of 
NIS 

 
34% of 
the largest 
defense 
companies 
in the world 

 

hundreds 
of millions of 
USD 

 

dozens 
of millions 
of USD  

depreciation of 
investments by 
Rafael and IAI, 
respectively, in 
companies purchased 
in 2017−2020 

 

 

 17out of 50 of the 
largest defense 
companies in the 
world are under full, 
partial, direct, or 
indirect government 
ownership, most of 
them in China, Russia 
France, and Israel 

 the sum of investment 
in companies according 
to IAI's operative plan 
for the years 
2019−2023 

 

 in 2019−2020, IAI 
management 
submitted to the 
directorate requests 
for investment in the 
sum of dozens of 
millions of USD, 
approx. 5.8%–9.2% 
of the sum planned 
for the years 
2019−2023 
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Audit actions 

from September 2020 to August 2021, the State Comptroller's office examined the 
approval processes for establishing companies and purchasing shares in existing 
companies by IAI, ELTA, Rafael, and their subsidiaries. Completions audits were made by 
November 2021. The audit included mainly the normative foundation regarding the 
establishment of companies and purchase of shares, the Companies Authority activities to 
ease the existing regulation, mergers and acquisitions made by IAI and Rafael 
corresponding to their strategic plans, and changes in the value of IAI, ELTA and Rafael 
investments in companies established by them, and companies whose shares they 
purchased in 2017–2020. The audit was performed at IAI, Rafael, the Companies 
Authority, the Ministry of Defense, and the Ministry of Economy and Industry. 

This report was presented to the Prime Minister and the State Control Committee of the 
Knesset on December 30, 2021. 

By the authority under Section 17(c) of the State Comptroller Law 1958 [Consolidated 
Version] and after considering the government's arguments, consulting with the protection 
of national security information bodies and coordination with the Chairman of the Knesset, 
and since the subcommittee of the State Control Committee failed to convene, it was 
decided to publish this report while imposing confidentiality on sections of it. These 
sections shall not be submitted to the Knesset, nor shall they be published.  

The findings of the audit report and its recommendations are valid as of the above date of 
its presentation.  

 

 
Key findings 

 

The establishment of companies and purchase of shares by IAI, ELTA, Rafael, 
and their subsidiaries − the average time elapsed from the IAI Directorate approval 
to establish new companies or invest in existing ones until Companies Authority approval 
was approximately 4.5 months and until government approval about 16 months, and 
around seven months when disregarding three decisions that were not submitted to the 
Ministerial Committee for Social and Economic Issues. The average time lapsed from 
approval by the Rafael Directorate to establish a new company or invest in an existing 
one until approval by the Companies Authority was approximately 6.5 months, and until 
government approval, about ten months. 
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Implementation of the government decision from December 2008 regarding 
the Green Track − in addition to the lack of clear criteria for Ministry of Defense 
approval, the number of requests by the Ministry of Defense and Companies Authority 
for supplements or clarifications from the companies is not limited; hence, the overall 
duration for completion of the approval process for government companies to purchase 
shares through the Green Track is not limited. This process puts government companies 
at a disadvantage compare to non-government companies regarding the before-
mentioned purchases. Therefore, although the Green Track has enhanced the approval 
process required for the purchase of shares in companies by IAI, ELTA, and Rafael, it 
still fails to give them a complete response to their needs, as opposed to the outlined 
provisions in the Government Companies Law.  

Implementation of the government decisions of May 2018 concerning the 
innovation program − from the date of the government decision on the innovation 
program, May 2018, until the end of the audit, August 2021, IAI, ELTA, and Rafael did 
not purchase any shares in existing companies through the program. This was, among 
other things, in light of the limitations that the program imposes on them including a 
low purchase sum, low holding rates, and unlimited requests by the Ministry of Defense 
and Companies Authority for supplements or clarifications from the companies; hence, 
the approval process has no time limit and does not enable any quick response to market 
needs. 

Action by the Companies Authority to ease regulation − although over a decade 
has passed since the Companies Authority and Ministry of Defense recognized the need 
to ease the regulation on IAI, ELTA, and Rafael, and despite the processes performed 
in this matter; as of the end of the audit, August 2021, the Companies Authority and 
Ministry of Defense still not succeeded in easing the regulation outlined in the 
Government Companies Law, and in government decisions regarding the Green Track 
and innovation program.  

Discussion in the directorates of the companies on the innovation circular − 
in June 2019, the IAI Directorate discussed the innovation circular issued by the 
Companies Authority in September 2017, about a year and a half after it was required 
to. Rafael did not map out the obstructions to the execution of its innovation program 
and the limitations that could apply to it, nor did it present the Companies Authority 
details of the obstructions and limitations. As a result, Rafael failed to exhaust the 
opportunity to influence the content of the government decision of May 2018 regarding 
the innovation programs.  

The 2018 inter-ministerial steering committee for the removal of obstructions 
− since its establishment in May 20181 until the end of the audit, August 2021, the inter-

 
1  Date of government decision. 
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ministerial steering committee (established by the Director-General of the Ministry of 
Economy and Industry) convened twice, in November 2018 and in July 2019. The 
committee did not report the government on its discussions and activity, nor did it 
consider ways to remove obstructions regarding innovative technologies adoption in 
government companies, nor did it invite any representatives of regulatory bodies and of 
IAI, ELTA, Rafael, and of the Ministry of Defense to its discussions.  

Approval to establish IAI subsidiaries − from July 2019 until the audit end date, 
August 2021, for about a year and a half to two years, the Companies Authority failed 
to submit proposals to the Ministerial Committee for Social and Economic Issues to 
establish IAI subsidiaries in certain European and Asian countries. This precluded IAI 
from effectively realizing its business development strategy. For this reason, IAI has 
changed its business plans regarding these countries and is now establishing the 
companies through foreign corporations (indirect ownership). However, it initially 
planned to establish government (direct ownership) subsidiaries in them.  

Realization of business development strategy in IAI − in 2017−2020, IAI failed 
to purchase a company in the USA, through which it could, among other things, expand 
IAI's presence in that market.  

Realization of business development strategy in Rafael − in 2017−2020 (four 
out of six plan years), Rafael increased the sum of its sales in the USA from USD 136 
million in 2016 to approximately USD 369 million in 2020, as opposed to an annual sales 
objective of USD 400 million.  

Depreciation of companies held by Rafael compared to the cost of their 
purchase − in 2017–2020, Rafael purchased shares in three companies and established 
six companies. Six of these companies reported about NIS 51 million losses during this 
period. In addition, Rafael’s investment in two companies, Aeronautics  and Kanfit, 
depreciated by about NIS 74 million and substracted about NIS 70 million in its books 
surplus costs accrued by the purchases. Hence, the total losses accrued to Rafael from 
its holdings in these companies are about NIS 195 million. According to the financial 
statements of Rafael and the before-mentioned purchased or established companies, 
Rafael has not received dividends from them until 31.12.20.  

Depreciation of the companies held by IAI and ELTA as opposed to their 
purchase cost −  in 2017–2020, IAI and ELTA purchased shares in three main 
companies. In this period, IAI reported a loss of dozens of millions of NIS incurred by 
two companies in the initial stages of business development and several million NIS 
profit due to the purchase of one company. In addition, IAI substracted in its books 
extra costs due to those purchases of about NIS 0.75 million. According to the financial 
statements of IAI, it had not received dividends from any company from the day of 
purchase until 31.12.20.  
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Advancement of regulation designed to make the establishment of companies or 
purchase of shares in existing companies easier − in August 2021, the government 
decided to ease the regulation of government companies. According to the decision, the 
Government Companies Law will be amended regarding establishing or purchasing shares in 
existing companies. Changes will be made to the approvals mechanism and the length of time 
to receive them. The changes will improve the procedures of purchase and establishment and 
business flexibility, response times, and growth ability of the government companies.  

 

 

 
Key recommendations 

 It is recommended that the Companies Authority and Ministry of Defense examine, 
according to the changing market conditions, the need to initiate another government 
decision regarding the establishment of companies and purchase of shares in existing 
companies or initiate further amendments to the Government Companies Law. 
Furthermore grant easing, define timetables and determine regulations for approval of 
requests by government defense companies according to the investment sum hierarchy.  

 The inter-ministerial steering committee on removing obstructions and limitations faced 
by government companies assimilating innovative technologies should renew its activity 
as required by the May 2018 government decision. It is recommended that the 
committee remove the above obstructions, including those connected with purchasing 
shares in existing companies. 

 In cooperation with the Ministry of Defense, it is recommended that the Companies 
Authority initiate decisions by the Ministerial Committee for Social and Economic Issues 
as early as possible, especially regarding the establishment of the three IAI subsidiaries 
in certain European and Asian countries.  

 It is recommended that the IAI Directorate consider implementing the company's policy 
regarding the establishment of companies and purchase of shares in existing companies, 
and the repercussions on its activity and its operative plan, given the apparent gap 
between the budget designated for this purpose and its execution. It is further 
recommended that the IAI Directorate hold a special meeting on the companies IAI has 
established or purchased shares in since 2017 and, among other things, discuss the 
added value IAI is supposed to derive from them regarding the companies' value and 
the reasons for their losses. This, among other things, to continue tracking these 
companies compared to the objectives determined.  
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 It is recommended that the Rafael Directorate discusses from time-to-time achieving 
goals outlined in the strategic plan for the company's sales in the USA, and their 
obstructions, particularly obstructions in the USA regarding companies establishment and 
company shares purchase and their contribution to the sales goals in the USA. It is further 
recommended that the directorate discuss the companies Rafael has established or 
purchased shares in since 2017, the reasons for the losses from these investments, the 
added value Rafael is supposed to derive from them, and the companies' targeted value. 
This is, among other things, to continue tracking these companies compared to the 
objectives determined. 
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The holdings rates of IAI, ELTA and Rafael and their subsidiaries 
in active held companies, and their geographic location 

IAI and ELTA  

 
According to IAI documents arranged by the State Comptroller's office. 

 

Rafael 

 
According to Rafael’s document arranged by the State Comptroller's office.   
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Summary 
IAI, ELTA, and Rafael operate according to their strategic plans in both domestic and global 
markets. These dynamic and competitive markets are characterized by mergers, acquisitions, 
and joint ventures. These companies must carry out the mergers, acquisitions, and ventures 
efficiently and within short timetables according to market constraints, among other things, 
to penetrate new markets, purchase needed technologies, exploit size advantages, and even 
reduce competition. As opposed to non-governmental companies, IAI, ELTA, and Rafael must 
operate, regarding the establishment of new companies and purchase of shares of existing 
companies, according to rules and regulations determined in the Government Companies Law 
and government decisions. These rules also apply in cases of establishment or purchases of 
companies in small sums compared to their scope of activity. The companies claim that this 
regulation encumbers their ability to compete and causes them to miss business opportunities. 
The Government Companies Authority and Ministry of Defense are aware of this burden; 
however, they have not yet completed measures designed to ease it. It is recommended that 
the Government Companies Authority and the Ministry of Defense will finish examining the 
government defense companies' needs regarding the easing of burdensome regulation and, 
accordingly, ease regulation, including determining new approval orders for requests by 
government defense companies according to the investment sum hierarchy. This to improve 
their competitive ability and efficiency. 
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